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Preface

iTrust is an Information Society Technologies (IST) working group, which started
on 1st of August, 2002. The working group is being funded as a concerted action/
thematic network by the Future and Emerging Technologies (FET) unit of the
IST program.

The aim of iTrust is to provide a forum for cross-disciplinary investigation
of the application of trust as a means of establishing security and confidence in
the global computing infrastructure, recognizing trust as a crucial enabler for
meaningful and mutually beneficial interactions.

The proposed forum is intended to bring together researchers with a keen
interest in complementary aspects of trust, from technology-oriented disciplines
and the fields of law, social sciences, and philosophy. Hence providing the con-
sortium participants (and the research communities associated with them) with
the common background necessary for advancing toward an in-depth understan-
ding of the fundamental issues and challenges in the area of trust management
in open systems. Broadly the initiative aims to:

– facilitate the cross-disciplinary investigation of fundamental issues underpin-
ning computational trust models by bringing together expertise from tech-
nology oriented sciences, law, philosophy, and social sciences

– facilitate the emergence of widely acceptable trust management processes
for dynamic open systems and applications

– facilitate the development of new paradigms in the area of dynamic open
systems which effectively utilize computational trust models

– help the incorporation of trust management elements in existing standards.

One of the first concerted activities of this forum has been to organize this,
the First International Conference on Trust Management, specifically to bring
together active researchers interested in trust management in all its forms (tech-
nological, legal, or societal). The response to this conference has been excellent.
From the 58 submissions, we have brought together in this volume 24 papers
by some of the leading world experts. The program also includes three key-
note addresses from Stuart Feldman, IBM VP Internet Technology, Bernardo
Huberman, HP Fellow and Director Systems Research Center, Hewlett Pack-
ard Laboratories, and Theo Papatheodorou, Professor, University of Patras and
Chair, Cultural Heritage Digitization Committee, Greek Ministry of Culture.

The running of an international conference requires an immense amount of
work from all those people on the program committee and the local organizing
committee. We would like to warmly thank them for the exceptional hard work.
In particular we would like to thank Professor Christos Nikolaou for being the
driving force that started this whole thing.

April 2003 Paddy Nixon and Sotirios Terzis
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Architecture and Algorithms for a Distributed
Reputation System

Michael Kinateder� and Kurt Rothermel

University of Stuttgart
Institute of Parallel and Distributed Systems (IPVS)

Breitwiesenstr. 20-22
70565 Stuttgart, Germany

Phone +49-711-7816-{230, 434}
{michael.kinateder, kurt.rothermel}@informatik.uni-stuttgart.de

Abstract. Trust is an essential component of successful interactions in
social life as well as in business relationships. In this paper we propose
a system that closely reflects real-world trust building in an online en-
vironment. We describe the models used to represent trust in entities in
various categories, algorithms to calculate and update trust based on ex-
periences of entities with each other and the agent interactions necessary
for finding and exchanging trust information.

1 Introduction

The explosive growth of electronic commerce that has come to life over the last
decade and has built up what has become known as the New Economy, has
finally come to a stagnation. The question has to be answered what the factors
are that determine the success or failure of electronic business. Analysts agree
(see [1]) that trust is essential for successful business and the ability to build
consumer trust is a vital factor of successful B2C electronic commerce. It has
furthermore been shown, that the uncertainty of potential buyers about the
reputation of online sellers is among the most prominent inhibiting elements.
Therefore technology is needed that can be used to convey trust.

1.1 Motivation and Problem Description

As mentioned before it is vital for successful B2C electronic commerce to enable
users to build trust into online vendors and their offerings. Trust building in the
offline world occurs in various ways, e.g. through repeated good experiences with
a product or service, through marketing and branding of a company, through
reviews from reputable sources like the “Better Business Bureau” or similar
organizations or through hearsay about opinions from friends and acquaintances.

When examining the online environment, some of these elements can already
be seen. Obviously there is online marketing and branding at the companies’
� This work is funded by Hewlett-Packard Limited.

P. Nixon and S. Terzis (Eds.): Trust Management 2003, LNCS 2692, pp. 1–16, 2003.
c© Springer-Verlag Berlin Heidelberg 2003



2 M. Kinateder and K. Rothermel

websites. Concerning product reviews we note the existence of several more or
less well-visited product rating services1. Especially when demanding at least a
certain degree of privacy there is little online support available for the word-of-
mouth area, arguably one could count www.askme.com in this category.

What we do not want to do is setting up yet another product review site.
The problem that we see is that there is already trust data available from a
multitude of different sources and users are simply swamped with finding and
rating the quality of this information. We are proposing a completely distributed
mechanism that allows entities being in the phase of decision making to find
information about experiences other entities have in the same area, to access
this information, to estimate the trustworthiness of those information sources,
to condense the information received and to get a standardized view on the
results to present to the user.

1.2 Organization

In Section 2 we will present the terms and definitions used in this paper. We
proceed in Section 3 to describe basic usage scenarios and use these to derive a
set of requirements from the recommender’s and requester’s side.

Section 4 describes our system from the modeling view by firstly focusing on
the system model which is followed by a presentation of the trust model that
our work relies heavily upon. We then show briefly the content of the knowledge
model which is necessary to understand the system and lastly describe what we
understand by a recommendation.

The dynamic interactions between the agents at the different participants
are shown in Section 5. Section 6 will provide an overview of related work in the
area of trust building and especially in the area of recommendation systems but
also trust management issues in general and point out some limitations of the
approaches taken so far that we strive to address.

Section 7 describes the open issues and future work and concludes our paper.

1.3 Contributions

The contributions of this paper lie in the identified requirements of the partic-
ipants of a recommendation system presented in Section 3 and foremost in the
fine-grained trust model proposed in Section 4. To the best of our knowledge,
the modeling of dependencies of trust categories has not been done before in
a recommendation system context. The directed diffusion approach we take in
Section 5 in order to send out recommendation requests to is novel in this context
as well.

1 http://www.allexperts.com,
http://www.epinions.com
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2 Terms and Definitions

2.1 Trust in the Literature

In an informal way, trust in an entity can be explained as the belief that under
certain circumstances this entity will perform in a certain way. More formally,
Merriam-Webster’s Collegiate Dictionary states, that trust is the

assured reliance on the character, ability, strength, or truth of someone
or something.

Another definition of trust commonly found is the one of Diego Gambetta
in [2] “... trust (or, symmetrically, distrust) is a particular level of the subjec-
tive probability with which an agent assesses that another agent or group of
agents will perform a particular action...”. Lik Mui [3] is adapting this defini-
tion slightly in emphasizing the importance of expectation instead of working
with probability:“Trust: a subjective expectation an agent has about another’s
future behavior based on the history of their encounters”. We adopt Lik Mui’s
definition here.

2.2 Reputation

The reputation of entity A in our view is the average trust (whatever average
means in that context) of all other entities towards A. Therefore reputation
clearly has a global aspect whereas trust is viewed from a local and subjective
angle.

2.3 Experience

Trust of entity A in an entity B in a certain category is built by making experi-
ences with that entity in the category in question. An experience in this context
is therefore an observation of A about some behavior of entity B. It is necessary
to be able to judge whether an experience has been positive or negative in order
to update A’s trust in B in the category in question.

2.4 Recommendation

A recommendation in our work is by its nature subjective information regarding
some aspects like quality, reliability of a target in a target category. Experiences
made with an entity are published as a recommendation about the target. The
value of a recommendation originating from recommender A for a recipient B
depends on the trust of B in A regarding the category of the recommendation
in question.



4 M. Kinateder and K. Rothermel

3 Usage Scenarios and Requirements

In the following we will describe the basic usage scenarios of a recommendation
system. Starting from these we will point out the requirements of the involved
parties and their implications for the recommendation system.

3.1 Usage Scenarios

Two basic usage scenarios can be immediately identified for a recommendation
system, namely publishing recommendations and requesting recommendations.

An entity that is about to create a recommendation has made an experience
with a second entity and intends to publish the gained knowledge. Therefore it
has to be able to identify the target of the recommendation clearly and include
this information in the recommendation so that requesters know without doubt
what target is meant.

An entity A that needs advice about a target T will use a recommendation
system to formulate a query for recommendations about T. In order to do that,
A needs to be able to identify T uniquely and include this target identity in
the query. The query is sent to the system and hopefully responses matching
the query will be received. The system should be able to condense the data,
accumulate the recommendations (if possible, e.g. in cases of numerical ratings)
and present the results to A.

3.2 Requirements of the Participants

Requester’s Requirements. Recommendations should fit the query. As has al-
ready been mentioned before, the target of a recommendation has to be uniquely
identifiable in order to match a query.

Good quality recommendations. This requirement seems self-explanatory,
however it leads directly to three other requirements.

In order to be able to enforce a good quality of recommendations, it is firstly
imperative to be able to provide feedback to the system about the quality of the
recommendation. In case the experience of the requester does not match the one
of the recommender, this negative feedback can be used to prevent this requester
from receiving further recommendations from the unfitting recommender.

Secondly we need to link recommendations to their recommenders in order
to identify the recommender and to process the feedback of the requester.

Thirdly to ensure good quality there is the requirement for timeliness of rec-
ommendations. Especially in highly dynamic areas like for instance recommen-
dations about stock options it is important to receive a new recommendation as
quickly as possible after it appeared.

Modeling of real-world trust relationships. As a starting point for the system
the requester needs the possibility to include the already existing trust towards
colleagues, friends and acquaintances.



Architecture and Algorithms for a Distributed Reputation System 5

Fine-grained trust modeling. An entity might choose to trust another entity
only in certain areas whereas doing not so in others. Therefore instead of us-
ing just one trust value per entity it is necessary to model a fine-grained set
of categories, where this entity can be trusted or not. To our knowledge this
requirement is not fulfilled in the related work to the extent presented here.

Recommender’s Requirements. Control over collection of personal data.
To counter the danger of abusing the system for detecting buying habits and
generating detailed user profiles (e.g. for direct marketing purposes) we could
anonymize the recommendations. However this conflicts with the abovemen-
tioned requirement to bind a recommendation to its recommender and the iden-
tity is the only place where to attach a it is impossible to build a reputation.
We suggest therefore to write recommendations using one or more pseudonyms
that do in a way identify the recommender but are not linkable to the real-
world identity. In fact we suggest to use one pseudonym for each area of interest
of the recommender to complicate breaking the link between real identity and
pseudonym.

Control over recommendations. The recommender might want to limit access
to sensitive recommendations to a certain group of requesters. Therefore, identity
management is needed to handle authentication and authorization tasks. The
related work reviewed so far offers no identity management capabilities.

Ensure the authenticity of recommendations. The system has to prevent giv-
ing out recommendations in another recommender’s name. To solve this issue,
the author proposes to add a digital signature to the recommendation. In order
not to compromise the privacy issues mentioned above we need a digital certifi-
cate that is not bound to the real identity but instead to the pseudonym the
recommender is using.

Ease of use. This requirement is aimed at limiting the recommender’s distur-
bance by the recommendation system as much as possible. From the requester’s
point of view it certainly would be interesting to be able to contact good recom-
menders with inquiries whereas those popular recommenders most likely would
be overwhelmed with the number of requests. The suggested solution for this
lies in storing the recommendations and making them accessible for requesters
but removing the possibility for requesters to contact recommenders directly.

4 Models for Reputation Systems

In this Section we identify the models necessary for implementing a distributed
reputation system, namely the system model, the trust model and the knowl-
edge model in addition to a brief description of the potential content of the
communicated information items.

4.1 System Model

The system model we base our work on is closely related to that of a peer-to-peer
system with distributed stationary or mobile nodes that have communication ca-
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pabilities with other nodes. On each of those nodes resides one or more agents
each in context of a certain entity which will be in most cases the end-user of
the system. Each user is utilizing different identities which might range from the
user’s real identity to various pseudonyms in order to give or request recommen-
dations up to complete anonymity for requesting recommendations. Each user
has his or her own local copy of the trust- and knowledge model.

As will be described in the following section in more detail we introduce a
neighbourhood for each entity as overlay over the real network topology for each
category that takes into account the developed trust in the various identities
(I1 to I8 in Fig. 1) in the category in question. There is not necessarily con-
nectivity to all nodes of the neighbourhood at every given point in time. The
reachable members of the corresponding neighbourhood are queried first for each
recommendation request.

I4

E1

I3 I6

I5

I1

I2

I8

I7

Network connectivity
at time t

Neighbourhood for E1
in specified category

Fig. 1. Neighbourhood in a Certain Category.

Neighbourhood Formation: The set of identities ONet(category C, entity E,
level L) in the neighbourhood for category C that can be “reached” from entity
E in L hops is calculated as follows:

We define ONet(category C, entity E, 1) as the set of directly connected
identities (in the neighbourhood) to an entity E in category C. The membership
of an identity I in this local view or level 1 view of the neighbourhood of an
entity E is determined by an algorithm described in the following Section that is
relying on two inputs: E’s trust in I (stored in its trust model) and I’s advertised
expertise (from E’s knowledge model entry about I ).

ONet(C,E,L) =
⋃

∀E′∈ONet(C,E,1)
ONet(C,E′, L− 1)
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Example: The level 1 view of entity E1 on the neighbourhood is initially a
tree with height one with root E1 and leaves I1, I5, I6 and I8. The four entities
in the level 1 neighbourhood of E1 however also build each a height-one tree and
therefore form the level 2 neighbourhood for E1. Obviously loops are possible in
this structure (e.g. I1 might trust E1 ), therefore we talk about a directed graph
(with direction from root to leaves) instead of a tree.

Observation: Due to the asymmetry of trust, the neighbourhood observed
by E1 might contain or be contained in the neighbourhood observed by E2 or
might be a completely different “island of trust”.

4.2 Trust Model

Content of the Trust Model. Due to the diverse nature of trust, our model
consists of a set of categories with one trust value and one corresponding confi-
dence vector for each category.

We define the trust values in the range from 0..1 with 0 indicating either no
previous experiences or just bad experiences with that entity in the category and
1 indicating the maximum trust. We assume that having no previous experiences
is similar to only bad experiences for the reason that it is relatively simple to
switch to a new pseudonym as soon as the old one got a bad reputation. Therefore
we set the initial trust in each category to 0 although this can be set manually
to a different value for known trusted entities to transfer the real world trust
into the system.

The confidence vector stores meta-information used to judge the quality of
the trust value and contains the following entries:

– number of direct experiences in that category
– number of indirect experiences (from categories influencing the one in ques-

tion)
– trail of the last n direct experiences (n depends on the storage capacities

of the system the agent is running on) with the associated recommender
confidences (see Section 4.4)

– black list flag

20 good experiences have more impact than just one good experience, there-
fore the total number of experiences in the category and the derived information
from other categories are valuable confidence indicators. Keeping track of a cer-
tain number of previous experiences with an entity enables the user to better
understand a certain trust level and make on-the-fly trust calculations (e.g. by
adjusting the parameters of the trust update algorithm). The black list flag is
set by the user to prevent recommendations from the selected identity in the
category in question to be taken into account at all.

Organization of the Trust Model. We stress the fact, that those trust cate-
gories are not strictly independent but they are influencing each other in certain
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ways. What we want to do therefore is modeling semantic closeness and other
relationships between the categories.

Chen and Singh are considering this effect up to a certain degree in their work
[4], as they are organizing trust categories in a hierarchy by using “instance of”
relationships with the leaf categories holding the comments (or experiences as we
call them) and the trust of the non-leaf categories being calculated from them.
We found two drawbacks of this solution: Firstly - as illustrated in the example
in Fig. 2 - the hierarchy is not a suitable approach for all sets of categories.

Daimler Chrysler

Vehicles

Cars Trucks

Sports Cars Limousines

...

...

CLK SLK

...

... C-180 ...

Vehicles

Cars

Sports Cars Limousines

Daimler Chrysler BMW

...

...

CLK SLK

...

... Z3 ...

Fig. 2. Problems with a Strict Hierarchy.

The left arrangement in the Fig. makes perfect sense, since persons with ex-
pertise in Daimler Chrysler sports cars will most certainly also possess a certain
knowledge about other cars of this company. Yet the right side models the fact,
that experts in Daimler Chrysler sports cars know something about sports cars
in general. Thus a single hierarchy is obviously not enough. Secondly, relation-
ships between categories do not necessarily need to be of the type “instance of”,
thus modeling trust in such a way would limit the general usability of the model
significantly

We introduce therefore a directed graph of categories with weighted vertices
representing the impact of the source category on the target category as pre-
sented in Fig. 3. This is an example about how part of such a dependency graph
may look like with the focus on the category “security books”. A good expe-
rience with a security book review of recommending identity I will lead to an
increase in E’s trust in I in the security book category and also (to a much
lesser degree with 7% impact as opposed to a direct experience in cryptography)
to an increase in trust in cryptography and so on. The weights presented here
are example values to illustrate the idea and not validated against reality. In
our initial system those weights are set manually by the user, who supposedly
knows best the existing relationships between his or her areas of interest. As a
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later step it might be challenging to investigate, how these relationships can be
detected and if this process can be automated.

Books: Security

Books:
Conspiracy Theory

Products: Public Key
Infrastructures

Products: Directories

Technology:
Cryptography

Products: Databases

Products: Intrusion
Detection Systems

0.1
0.15

0.5

0.02

0.1

0.01

0.1

0.2

0.2 0.020.07

Fig. 3. Dependency Graph of Categories.

4.3 Knowledge Model

What we refer to as knowledge model is a way of creating a local profile at each
participant about “who knows what” including each participant’s own knowl-
edge. Hence it is used for advertising own expertise areas to other participating
entities of the system and keeping track of the expertise of others.

The own expertise in a participant’s knowledge model consists of a set of
category-value pairs with the categories being derived from the trust model and
the values denoting the number of recommendations stored in this category. This
information is communicated. However for privacy reasons not all categories are
communicated by the recommender as such. Instead the content is published in
knowledge parts with each part being covered by one pseudonym.

For being able to evaluate the expertise of others, the number of own rec-
ommendation requests is stored for each category in the knowledge model. In
addition to that each recipient of a knowledge part stores the provided informa-
tion under the category and identity in his or her knowledge model and includes
a confidence vector (different from the one in the trust model) to each (poten-
tial) recommending identity that contains the total number of recommendation
responses received via this identity (from other recommenders) and the number
of responses with the recommendation being published by this identity (as rec-
ommender) in the specified category. This information allows to keep track of
the value of the identity as a hub (knowing many other recommenders for that
category) as well as an authority (having stored many recommendations).
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4.4 Recommendations or Trusted Information Items

Recommendations in our initial system consist of the three main components
target, rating and a digital identity of the recommender. The target information
item identifies the recommendation target (another entity, certain product or
service, digital content,...) through the recommendation’s category in addition
to a hierarchical name. Various different types of rating information could be
included in the recommendation, like binary ratings (“we recommend the target,
or we do not”), percentage values (“the product has a quality of 70%”), multiple
attribute-rating pairs, textual reviews or any combination of the former ones.

When discussing the system with colleagues researching in this field we found
it to be important to add a confidence value to the rating, specifying the rec-
ommender’s own confidence in the given statement. The confidence influences
the impact of this recommendation for the trust update when processing the
requester’s feedback (see Section 5.5). A recommendation identifier and time of
creation is added to facilitate recommendation handling and timeliness checks.
In order to prove the authenticity of the recommendation, a digital signature is
added under the appropriate pseudonym that the recommender uses for creating
recommendations of the category in question.

Instead of focusing on ratings only we could take a more general approach
and combine the target and rating to a generic information item. The result is a
general reputation system that handles signed (trusted) information items and
provides support for judging their quality.

5 System Interactions

In this section we focus on the interactions between the various components and
models of the system at the different participants necessary for locating fitting
recommendations. Other interactions are necessary for the system to work but
are left out due to the limited scope of this paper. The process is divided into
the five subtasks of disseminating the request, collecting responses, processing
the responses, organizing the results and providing and processing feedback for
the system.

5.1 Dissemination of Request

In order to understand the dissemination of the request it is important to keep
in mind the recursive structure of the neighbourhood introduced in the previous
section. The request message contains the identity of the requester, a request
identifier, the recommendation target (target category plus a filter specifying
the target more closely), the trust chain and a hop counter.

The trust chain is used to compute the trust of the requester in the recom-
mender and is built during the request dissemination. It contains at intermediate
identity Ii a list of intermediate identities Ij (1 ≤ j ≤ i) including the trust Tj
of Ij−1 in Ij with I0 being the requester.
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Once the request message is built by the agent at the requester it is sent
to the agents of the reachable members of the level 1 neighbourhood for the
corresponding category. Each recipient Ii then processes the algorithm described
in Fig. 4.

calculate trust of Req. in Ii via the current trust chain
if not((request already processed) AND (with higher trust)) {
   if (suitable recommendation available) {
      create recommendation response
      send recommendation response back to Req.
   }
   decrease hopcounter
   if (hopcounter > 0) {
      foreach (member Ij of ONet-1 of Ii) {
         (* create set of new requests *)
         create copy of received request
         insert digitally signed trust statement:
         {
            trust of Ii in Ij
            (pseudonymous) identity of Ii
         }
         send request to Ij

}
}

}

Fig. 4. Directed Dissemination Algorithm.

5.2 Collection of Recommendations

Each identity I’s agent capable of fulfilling the recommendation request (there-
fore with one or more fitting recommendations in store) is creating a recom-
mendation response message that contains a request identifier, the stored and
digitally signed (by the recommender that is not necessarily I ) recommendation
and the trust chain whose last link is the trust of I in the recommender. This
recommendation response is sent back directly to the requester.

5.3 Processing Each Received Recommendation

A recommendation is generally not only available at the recommender’s agent
but can instead be stored at any interested participant’s agent. Furthermore
those recommendations are not necessarily all up-to-date e.g. due to network
partitioning. The reader should note that the same recommendation (same rec-
ommender, identifier and version) can be received via completely different paths
through the neighbourhoods of the intermediate recommenders leading to dif-
ferent trust chains. What needs to be done here is to evaluate the different trust
chains from requester to recommender and produce one trust value that can be
attached to each received recommendation.

One simple option to determine the resulting trust T from a single trust
chain (with T1 denoting the trust of the requester in identity I1 and Tn denoting
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the trust in the recommender) is taking the product of all trust values. In an
optimistic approach, the strongest trust chain determines the resulting trust
that is attached. In the case of direct trust of the requester in the recommender,
this direct trust takes precedence over the strongest chain if the number of
experiences with the recommender in the trust model is sufficiently high, that
is if there is a sufficient amount of certainty in the direct trust. For every kept
recommendation the number of responses from this identity is increased in the
knowledge model.

T =
n∏

i=1

Ti

A second and advanced option is to take into account the strength of the
links in the trust chains, therefore including into the trust chain the number of
direct and indirect experiences in addition to the trust in the next intermediate
recommender.

After the trust in the recommender has been computed, all outdated recom-
mendations (same recommender, recommendation identifier but older version)
are discarded and just the most current version of each recommendation is kept.
For every kept recommendation response and for every identity in the trust
chains the number of recommendation responses in the knowledge model of the
corresponding identity is increased.

5.4 Organizing the Results

The organization of the results depends on the type of rating information in the
recommendation in question. Recommendations with textual reviews or multiple
rated attributes are organized by their trust value and highly trusted recommen-
dations are presented first in order to the requester. For the same trust value
recommendations with a higher recommender confidence are presented first. Bi-
nary ratings of the same value can be accumulated in discrete groups depending
on the trust value. For percentage ratings not only the recommendations but
also the ratings themselves are categorized in that manner and presented to the
requester as a matrix.

5.5 Feedback Handling

The step of handling feedback can be divided in the three sub-steps of collecting
the user feedback, updating trust and updating the neighbourhood.

Collecting User Feedback. The requester has to state what recommendation
was fitting in his or her view and which one was not. For binary ratings it
is sufficient to specify the “right” answer whereas for percentage values the
“correct” range has to be defined. For textual reviews or multiple attribute
ratings the process of collecting user feedback cannot be automated and every
single recommendation has to be rated.



Architecture and Algorithms for a Distributed Reputation System 13

With this rating the requester has made an experience with a recommending
identity which is either a good or bad one. For each identity the experience and
the recommender confidence are added to the trust model and the number of
direct experiences is increased in the appropriate category.

Updating Trust. The new trust Tnew in each category is calculated from the
old trust Told and the new experience E and is influenced by an aging factor
a, the recommender’s own confidence in the recommendation c and a distance
factor d depending on the distance of the category in question from the original
category of the recommendation in the dependency graph.

Tnew = (1− (a · c · d)) · Told + (a · c · d) · E
The aging factor in the range of ]0..1[ is specific to each category and influ-

ences how fast new experiences of the requester change the trust compared to
previous experiences. The confidence factor influences the impact of a certain
recommendation on the trust update and is under recommender’s control. The
distance factor handles the influence of an experience in the original category
on related categories in the dependency graph. d is the maximum of the prod-
ucts of weights for all paths in the dependency graph from the original category
to the category in question. Every trust update in a related category leads to
an increase in its number of indirect experiences in the trust model. For effi-
ciency reasons it is necessary to impose a certain limit to the trust update of
dependency categories for long distances (reflected in a small d.

This trust update formula does not yet increase the emphasize of negative
experiences as opposed to positive experiences. Future work will provide different
update algorithms and an thorough investigation of their features.

Updating the Neighbourhood. After the trust values have been updated it is
necessary to update the identities in the level 1 neighbourhood as well. A certain
number of each of three types of identities are chosen (not disjunctive): reputable
identities (high trust), confirmedly experienced identities (high knowledge) and
random identities.

The decision which reputable recommenders to choose could be made by tak-
ing the n recommenders with the most direct experiences and trust over a certain
threshold. Concerning the confirmedly experienced identities it might be wise to
choose half of those with most recommendations received via themselves and
half of those where most recommendations originated from. A certain propor-
tion of identities randomly chosen from all the remaining ones with advertised
knowledge in the category is necessary to allow identities not yet popular (since
trust is initialized with 0) to be queried and gain a reputation.

6 Related Work

Our approach is related to the trust management work of Matt Blaze, Joan
Feigenbaum and Jack Lacy. They describe in [5] their trust management sys-
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tem Policymaker. The follow-up work called KeyNote has been published as an
Internet RFC in [6]. What they are doing mainly is specifying and interpret-
ing security policies, credentials and relationships in order to allow their system
to handle direct authorization of actions instead of the traditional approach of
dividing the authorization task in authentication and access control.

Work has been published that is dealing with trust modeling, and we will not
put our focus on the centralized trust modeling issues but instead consider the
distributed trust modeling approaches that have been taken so far. Jonker and
Treur [7] are proposing a formal framework for the notion of trust within dis-
tributed agent systems. They are mainly investigating trust developed through
experiences and define properties of what they call trust evolution and trust
update functions. Our proposed models and algorithms fit into their framework.

Rahman et al. are working in the area of trust development based on experi-
ences and describe in [8] a trust model and several algorithms about how trust
can be created, distributed and combined. The trustworthiness of an agent is
determined based on direct experiences of an agent and recommendations from
other agents. The rather ad-hoc nature of some of these algorithms has to be
further clarified. Lik Mui et al. are also working in this field and have shown in
[3] a computational model of trust and reputation. Neither Rahman’s nor Mui’s
work however gives insights about context respectively categories of reputation.

The area of recommendation systems can be categorized in the centralized
and distributed approaches and furthermore in commercial applications and re-
search work.

The first category being centralized commercial recommendation systems is
filled by the mechanisms used for example at the Internet auction site eBay,
where buyer and seller of an auction can rate each other after a transaction has
taken place with a binary value. Although the rating is quite simplistic, having
only the possibilities of positive, neutral or negative feedback plus a single line
of text describing the reason for the rating, several surveys have shown, that this
rating system contributes significantly to the success of eBay, even is vital to the
functioning of this auction site. Besides eBay, there are other sites like Amazon,
where users can give product ratings and write textual reviews.

The scientific work in centralized recommendation systems includes among
others the work of a group around Konstan and Riedl on Grouplens [9], a col-
laborative filtering system used for rating Usenet News in order to help people
find articles they will like. The term recommendation system in this context has
a dual meaning, since it is not only the users recommending articles but also the
system recommending suitable articles to its users. The category of algorithms
dealing with this problem is known as collaborative filtering. The MIT media
lab and Patty Maes have been very active in researching reputation mechanisms.
Sporas and Histos are to be named as being the most renowned systems they
developed (see [10]) so far.

There is still comparably little commercial work in distributed recommen-
dation systems. Noteworthy is the Poblano project (see [11]), SUNs work on
reputation in their JXTA peer-to-peer architecture. Poblano introduces a de-
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centralized trust model with trust relationships not only between peers but also
between peers and content (what they refer to as “codat”, code or data). “Trust”
in a peer is calculated here based on the content this peer has stored in addition
to its performance and reliability.

Scientific work in distributed recommendation systems is also still relatively
rare. The trust modeling work of Rahman et al can be implemented in a dis-
tributed fashion as Karl Aberer and Zoran Despotovic mention in [12]. They
are furthermore proposing a model where they focus completely on negative rec-
ommendations (complaints) to derive trust in an agent and describe distributed
storage issues and trust calculation algorithms for their model.

To summarize the related work here it can be concluded that there are rep-
utation systems out there, but they are either depending on a single merchant
or specific product category or under control of one company. The recently pub-
lished work on distributed recommendation systems shows that this is a promis-
ing area worthwhile to pursue further.

7 Conclusions and Future Work

In this paper we have presented models and algorithms for a distributed repu-
tation system with fine-grained trust modeling taking the dependencies of trust
categories into account. It allows trust building in other entities while at the same
time protecting its participant’s privacy. More privacy and identity management
aspects of this system can be found in [13].

Currently we have started with the development of a prototype of the pro-
posed system. As soon as that is finished, we will work on a test setup with
volunteers to use the system. From the test setup we hope to gain insights on
the soundness of the algorithms and a feeling on how to adjust the parameters.

We are going to work further on trust update algorithms that take into
account the dynamics of trust, that is the fact that trust is hard to build and easy
to destroy. Furthermore we will investigate how to take into account the strengths
of the links in the trust chain evaluation algorithm. Another real challenge for
future research is to analyze the possibilities of automatic dependency handling
in the trust model.
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Abstract. One can distinguish between two kinds of trust that may be placed in
a given entity e (a person or a thing), which we call: familiarity-based trust and
regularity-based trust. A familiarity-based trust in e is a trust based on personal
familiarity with e, or on testimonial by somebody who is familiar, directly or
indirectly, with e; or even on some measure of the general reputation of e. A
regularity-based trust is based on the recognition that e belongs to a class, or a
community, that is known to exhibits a certain regularity—that is, it is known that
all members of this class satisfy a certain property, or that their behavior conforms
to a certain law. These two types of trust play important, and complementary, roles
in out treatment of the physical world. But, as we shall see, the role of regularity-
based trust in out treatment of the cyberspace has been limited so far because of
difficulties in establishing such trust it in this context. It is this latter kind of trust,
which is the focus of this paper.
We will describe a mechanism for establishing a wide range of regularity-based
trusts, and will demonstrate the effectiveness of this mechanism, by showing how
it can enhance the trustworthiness of a certain type of commercial client-server
interactions over the internet.

1 Introduction

One can distinguish between two kinds of trust that may be placed in a given entity e (a
person or a thing), which we call: familiarity-based trust and regularity-based trust—or,
for short, “F-trust” and “R-trust”, respectively. A familiarity-based trust in e is a trust
based on personal familiarity with e, or on testimonial by somebody who is familiar with
e, directly or indirectly, or even on some measure of the general reputation of e [9]. A
regularity-based trust, on the other hand, is based on the recognition that e belongs to a
class, or a community, that is known to exhibits a certain regularity—that is, it is known
that all members of this class satisfy a certain property, or that their behavior conforms
to a certain law. Both types of trust play important, and complementary, roles in the
physical world. But, as we shall see, the role of regularity-based trust in cyberspace has
been limited so far, because of difficulties in establishing it in this context. It is this latter
kind of trust, which is the focus of this paper.

To illustrate the nature of regularity-based trust, and its importance, we now consider
three familiar examples of regularities (or, approximate regularities, to be exact) in the
physical world, and we will discuss the trust they engender:
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R1: Everything that goes up must come down.
R2: Dollar bills are not forged.
R3: Drivers stop at an intersection when they see a red light.

Although none of these regularities is absolute, they all generate degrees of trust which
makes the world we live in simpler and more manageable. The trust engendered by R1
contributes to the predictability of the natural world; this, in spite of the fact that R1
is not satisfied by objects whose speed relative to Earth exceeds the escape velocity.
The trust engendered by R2 simplifies commerce, in spite of the fact that dollar bills
are sometime forged. The occasional violations of R2 does have an effect on the degree
of trust emanating from it, as is evident from the fact that while one usually excepts
individual dollar bills at their face value, one is likely to check $100 bills more carefully.
Finally, it is hard to imagine vehicular traffic without the trust engendered by R3, which
allows one to drive through a green light without slowing down. The unfortunately
limited validity of R3 is the reason that careful drivers tend to take a quick look at their
left and right before crossing an intersection at a green light.

The remarkable usefulness of regularity-based trust is due to the fact that it allows
one to deal with a whole class of entities in a uniform manner, without having to be
familiar with the individual member at hand—once an entity is recognized as a member.
For example, we usually know nothing about the driver we encounter at an intersection,
beyond the fact that he or she is driving a car on the road—and thus assumed to satisfy
R3. This advantage of R-trust is not shared by familiarity-based trust, which deals with
individuals. It is true that public-key infrastructures (PKIs), provides for massive and
scalable authentication of the identity and roles of principals [19,8] via distribution of
certificates; but each such certificate require a degree of familiarity, by somebody, with
the individual being certified. The advantage of F-trust, on the other hand, is that it can
provide one with comprehensive information about a given individual; while R-trust
provides just the common denominator of a class of entities, and thus cannot be very
specific. For example, R3 tells us nothing about where would a given driver go after
stopping at a red light, which we might know if we are familiar with him, or with her.

It is also important to note that R-trust often relies on certain F-trust, so that these
two types of trusts are not quite independent. For example, our trust in R1 is based,
for the non-physicists among us, on familiarity with our physics teachers, who told us
about Newton’s laws, and on the reputation of the physics textbooks we read. And our
trust in R2 relies on the reputation of the bank in charge of printing money. We will see
additional example of this phenomenon later.

Now, how are regularities established, and what are the reasons for trusting them?
In the physical world, one can distinguish between two kinds of regularities: natural
regularities, like R1 above, which are due to the laws of nature; and artificial regularities,
like R2 and R3, induced by societal laws, policies and customs. Of course, passing a
social law, or declaring an organizational policy, does not, by itself, generate a regularity.
One needs some means for ensuring that this law or policy is actually obeyed. Such means
include, self interest, social mechanism of enforcement, and physical constraints. For
example, the main reason that traffic laws like R3 are generally complied with, is the
personal danger in violating them—dangers from other cars, and from the police. And
the reasons that money is generally not being forged is due to the physical difficulty
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of forging money bills (which is becoming easier lately, due to the improving printing
technology), together with the fear of being caught in violating the social laws prohibiting
forging.

The problem we are facing in establishing R-trust in cyberspace, is that many of the
factors that support regularities in the physical world—like physical constraints, and the
fear of being caught violating a law—do not exist, or are less effective, over the internet.
Nevertheless, certain types of trust-generating regularities do exist in cyberspace, playing
critical roles in it. The most important of these is the natural regularity of complexity of
computation. That is, the universal difficulty of solving certain computational problems.
This regularity gives rise to cryptography [20], which is, in turn, the foundation on
which much of the current trust-management [4,13] technology rests. But in spite of
its critical importance for generating trust, the range of regularities that can be directly
established via cryptography is rather limited. For example, although it is possible to
represent money via digital certificates, cryptography alone cannot stop such certificates
from being duplicated—which means that physical cash cannot be directly represented
cryptographically. (We will return to this point later in this paper.)

It is also possible to establish artificial regularities in cyberspace, simply by means
of voluntary compliance with declared policies. This is how important regularities such
as the use of HTML for writing web pages, and the use of IP for communication, have
been established all over the internet. But the effectiveness of voluntary compliance as a
means for establishing regularities is severely limited. Indeed, for voluntary compliance
with a given policy P to be reliable, the following two conditions need to be satisfied:
(a) it must be the vested interest of everybody to comply with P ; and (b) a failure to
comply with P , by somebody, or somewhere, should not cause any serious harm to
anybody else. If condition (a) is not satisfied (as under R2) then there is little chance for
P to be observed everywhere, even if it is declared as a standard. And if condition (b) is
not satisfied (as it is under R3) than one has to worry about someone not observing P ,
perhaps inadvertently, and thus causing harm to others.

Clearly, the only way to ensure conformance with a policy that does not satisfy
conditions (a) or (b) above, is to enforce it. If the community subject to this policy is
small enough, then such enforcement can sometimes be carried out by employing a
trusted third party (TTP) to function as a kind of reference monitor [1], which mediates
all the interactions subject to it. This has been done by several projects [3,12], mostly
in the context of distributed enterprise systems. But if the community is large, as is
often the case over the internet, then the use of a single reference monitor is inherently
unscalable, since it constitute a dangerous single point of failure, and could become a
bottleneck if the system is large enough. This difficulty can be alleviated when dealing
with static (stateless) policies, simply by replicating the reference monitor—as has been
done recently in [14].

But replication is very problematic for dynamic (or, stateful) policies, which are
sensitive to the history, or state, of the interactions being regulated. This is because
every state change sensed by one replica needs to be propagated, synchronously, to all
other replicas of the reference monitor. Such synchronous update of all replica could be
very expensive, and is quite unscalable. And dynamic policies are very important for
many trust-related applications. In particular, things like separation of duties [7,10], the
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so called Chinese Wall (CW) policy [5], and the effects of the expiration or revocation of
a certificate on the power of an agent holding it [2], are all dynamic. Dynamic policies are
particularly important for fostering regularity-based trust in electronic commerce, as we
will illustrate via an example in the following section. All such dynamic policies would
be very hard to enforce scalably via centralized reference monitors, whether replicated
or not.

It is the purpose of this paper to show that it is possible to establish a wide range of
regularity-based trusts, dynamic and otherwise, by employing a genuinely decentralized
approach to policy enforcement, which is based on the following principles:

1. Policies are to be formulated locally, so that the ruling of the policy regarding
operations by a given subject depends dynamically only on the history of its own
interactions with the rest of the community.

2. The enforcement of a policy over a given community is to be carried out by a
set of trusted-third-parties, one per member of the community, acting as reference
monitors, all interpreting the same policy.

In Section 3 we will outline a mechanism called law-governed interaction (LGI), which
has been designed according to these principles, and whose current prototype implemen-
tation has already been applied to a wide range of distributed and dynamic policies. In
Section 4 we present a case study that shows how the this mechanism can be used to sup-
port trustworthy e-commerce, by enforcing the example policies introduced in Section 2.
We conclude in Section 5, with an examination of the complementary interrelationship
between familiarity-based trust and regularity-based trust.

2 Towards Regularity-Based Trust in E-commerce –
An Example

The purpose of this section is to demonstrate the potential usefulness of R-trust in cy-
berspace, and the difficulty of establishing such trust via conventional techniques. For
this purpose, we will postulate a certain form of commercial client-server interaction.
And we will propose a couple of highly dynamic policies which should ease this interac-
tion, making it more trustworthy—provided that they are enforced, and thus made into
regularities.

Consider a large and open community C, distributed over the internet, whose mem-
bers provide each other with prepaid services. Let the standard service request in this
community be a message of a form order(specs,fee), where specs specifies the
nature of the requested service, and fee is the payment for the service requested, which
can be very small—few cents, say. To ease the interaction between clients and servers,
making it more efficient and more trustworthy, we introduce here two policies: (a) a
policy regarding the treatment of e-cash, used as payment for services, and (b) a policy
regarding the response by the server to an order. These policies are described informally,
and motivated, below; they would be formalized via an LGI law in Section 4.
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The Cash Handling (CH) Policy: Given the possibly small size of payments for services,
the use of traditional kind of e-cash certificates is not practical. Because, as has been
pointed out by Glassman et. al. [11], each such certificate would have to be validated
by the issuing bank, whenever used, for fear of duplication. This is far too expensive
for small payments. We would like, therefore, payments to be carried out just like cash
payment in the physical world. This should be possible if the following cash handling
(CH) policy is established as a regularity among all clients and servers.

1. Each member of the community must be able to withdraw cash from an account
he/she/it has in some bank, storing it in its own electronic wallet. (Banks used for
this purpose must be authenticated by a specified CA).

2. The payment included in an order sent by agent x must be taken from the electronic
wallet of x, just as physical cash is taken from one’s physical wallet.

3. When a payment is obtained by server y, it is to be added to its electronic wallet;
and can then be used by orders made by y, or for depositing in y’s bank account.

This policy, if enforced, would be an improvement over the Millicent protocol devised
by Glassman et. al. [11] for a similar purpose. Under the Millicent protocol clients
use vendor-signed scrips for payments. Such scrips are copyable, and thus needs to be
validated by the vendor, for every query, which requires a centralized database of valid
scrips. Moreover, the vendor has to send a new scrip to the client, as his change. All
this involves substantial overhead, and is not very scalable because of the centralized
database that it employs. Under our CH policy, however, none of this overhead would
be necessary—provided that individual agents in communityC can be trusted to observe
this highly dynamic policy.

A Policy Regarding Server’s Response (SR): Clients generally cannot predict the time
it would take the server to carry out his order, in particular because the server may have
a backlog of prior orders. Moreover, suppose that the server may end up declining the
order, because it is too busy, or because it is unable or unwilling to carry it out for some
other reasons. This situation presents the following difficulties for clients: First, once an
order is sent, the client may be stuck, waiting indefinitely for the service to be performed,
with his money tied up in an order that may eventually be declined. Second, the client
has no certainty that if the order is declined his money will be ever returned.

To alleviate these difficulties, we would like to provide clients with the assurance
that the following (SR) policy regarding response to service orders is satisfied for all
their orders:

Once a client x sends a message order(specs,fee) to a server y, he is
guaranteed to receive one of the following two responses within a bounded
delay D, which is independent of (and generally much smaller than) the time it
takes to carry out the requested service itself:
1. The message accept(specs,fee), which signifies that the server agrees

to carry out the service, for the specified fee.
2. The message decline(spec,fee), which is signifies that the server de-

clines the service order, returning, in this message, the fee sent by the
client.
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Note that SR has nothing to say about the time it should take to carry out the requested
service, nor does it provide any assurances that the service will be carried out properly,
or at all. Yet, if this policy can be established as a regularity, for any order, sent to any
server in community C, it would provide the following advantages:

– An accept(specs,fee) message from a server y can be viewed as a commitment
byy to carry out this service for the specified fee. If this message can be authenticated
as coming from y, then it can be used by the client, in a court of law, as a proof
of this commitment. (Authentication of such messages cab be accomplished via
cryptography; the proof in a court of law is not a technical matter, of course.)

– The assurance, provided by SR, that every order will be either accepted or declined
within D seconds, with the money returned in the latter case, allows a client to plan
a “shopping expedition” — by trying out a sequence of servers, one each D seconds,
until somebody accept the order.

3 The Concept of Law-Governed Interaction (LGI) – An Overview

Broadly speaking, LGI is a message-exchange mechanism that allows an open group of
distributed agents to engage in a mode of interaction governed by an explicitly specified
and strictly enforced policy, called the interaction-law (or simply the “law”) of the
group. The messages thus exchanged under a given law L are called L-messages, and
the group of agents interacting viaL-messages is called anL-community CL (or, simply,
a community C.)

We refer to members of anL-community as agents1, by which we mean autonomous
actors that can interact with each other, and with their environment. An agent might be
an encapsulated software entity, with its own state and thread of control, or a human
that interacts with the system via some interface. Both the subjects and the objects of
the traditional security terminology are viewed here as agents. A community under LGI
is open in the following sense: (a) its membership can change dynamically, and can be
very large; and (b) its members can be heterogeneous. For more details about LGI, and
about its implementation, than provided by this overview the the reader is referred to
[18], and to [23] for more recent results.

3.1 On the Nature of LGI Laws, and Their Decentralized Enforcement

The function of an LGI law L is to regulate the exchange of L-messages between
members of a community CL. Such regulation may involve (a) restriction of the kind of
messages that can be exchanged between various members of CL, which is the traditional
function of access-control policies; (b) transformation of certain messages, possibly
rerouting them to different destinations; and (c) causing certain messages to be emitted
spontaneously, under specified circumstances, via a mechanism we call obligations.

1 Given the currently popular usage of the term “agent”, it is important to point out that we do
not imply either “intelligence” nor mobility by this term, although we do not rule out either of
these.
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A crucial feature of LGI is that its laws can be stateful. That is, a law L can be
sensitive to the dynamically changing state of the interaction among members of CL.
Where by “state” we mean some function of the history of this interaction, called the
control-state (CS) of the community. The dependency of this control-state on the history
of interaction is defined by the law L itself.

But the most salient and unconventional aspects of LGI laws are their strictly local
formulation, and the decentralized nature of their enforcement. To motivate these aspects
of LGI we start with an outline of a centralized treatment of interaction-laws in distributed
systems. Finding this treatment unscalable, we will show how it can be decentralized.

On a Centralized Enforcement Interaction Laws: Suppose that the exchange of L-
messages between the members of a given community CL is mediated by a reference
monitor T , which is trusted by all of them. Let T consist of the following three part:
(a) the law L of this community, written in a given language for writing laws; (b) a
generic law enforcer E , built to interpret any well formed law written in the given law-
language, and to carry out its rulings; and (c) the control-state (CS) of community CL
(see Figure 1(a)). The structure of the control-state, and its effect on the exchange of
messages between members of CL are both determined by law L. .

This straightforward mechanism provides for very expressive laws. The central ref-
erence monitor T has access to the entire history of interaction within the community
in question. And a law can be written to maintain any function of this history as the
control-state of the community, which may have any desired effect on the interaction
between community members. Unfortunately, this mechanism is inherently unscalable,
as it can become a bottleneck, when serving a large community, and a dangerous single
point of failure.

Moreover, when dealing with stateful policies, these drawbacks of centralization
cannot be easily alleviated by replicating the reference monitor T , as it is done in the
Tivoli system [14], for example. The problem, in a nutshell, is that if there are several
replicas of T , then any change in CS would have to be carried out synchronously at all
the replicas; otherwise x may be able to get information from other companies in set
s, via different replicas. Such maintenance of consistency between replicas is very time
consuming,and is quite unscalable with respect to the number of replicas of T .

Fortunately, as we shall see below, law enforcement can be genuinely decentralized,
and carried out by a distributed set {Tx | xinC} of, what we call, controllers, one for
each members of community C (see Figure 1(b)). Unlike the central reference monitor
T above, which carries the CS of the entire community, controller Tx carries only the
local control-state CSx of x—where CSx is some function, defined by law L, of the
history of communication between x and the rest of the L-community. In other words,
changes of CSx are strictly local, not having to be correlated with the control-states
of other members of the L-community, However, such decentralization of enforcement
requires the laws themselves to be local, in a sense to be defined next.

The Local Nature of LGI Laws: An LGI law is defined over a certain types of events
occurring at members of a community C subject to it, mandating the effect that any such
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Fig. 1. Law Enforcement: (a) centralized version; (b) decentralized law enforcement under LGI

event should have. Such a mandate is called the ruling of the law for the given event.
The events subject to laws, called regulated events, include (among others): the sending
and the arrival of an L-message; the occurrence of an exception; and the coming due
of an obligation. The operations that can be included in the ruling for a given regulated
event, called primitive operations, are all local with respect to the agent in which the
event occurred (called, the “home agent”). They include, operations on the control-state
of the home agent; operations on messages, such as forward and deliver; and the
imposition of an obligation on the home agent. To summarize, an LGI law must satisfy
the following locality properties:

– a law can regulate explicitly only local events at individual agents;
– the ruling for an event e at agent x can depend only on e itself, and on the local

control-state CSx; and
– the ruling for an event that occurs at x can mandate only local operations to be

carried out at x.

Decentralization of Law-Enforcement: As has been pointed out, we replace the central
reference monitor T with a distributed set {Tx | x in C} of controllers, one for each
members of community C. Structurally, all these controllers are generic, with the same
law-enforcer E , and all must be trusted to interpret correctly any law they might operate
under. When serving members of community CL, however, they all carry the same law
L. And each controller Tx associated with an agent x of this community carries only the
local control-state CSx of x (see Figure 1(b)).

Due to the local nature of LGI laws, each controller Tx can handle events that
occur at its client x strictly locally, with no explicit dependency on anything that might
be happening with other members in the community. It should also be pointed out that
controller Tx handles the events at x strictly sequentially, in the order of their occurrence,
and atomically. This, and the locality of laws, greatly simplifies the structure of the
controllers, making them easier to use as our trusted computing base (TCB).

Note that an LGI law cannot deal directly with an exchange of messages between
agents. But it can regulate such an exchange, indirectly, by regulating the local events
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of the sending of a message, and of its arrival, at two different agents. Indeed, as we can
see in Figure 1(b), every L-message exchanged between a pair of agents x and y, passes
through a pair of controllers: Tx and Ty . This may seem to be less efficient than using a
single central controller T , when T is not congested. But as has been shown in [18], the
decentralized mechanism is actually more efficient in a wide range of its applicability.

Finally, we point out that the LGI model is silent on the placement of controllers
vis-a-vis the agents they serve, and it allows for the sharing of a single controller by
several agents. This provides us with welcome flexibilities, which can be used to min-
imize the overhead of LGI under various conditions. A preliminary study [18] of such
an optimization produced very positive results. The sharing of single controller by sev-
eral agents, in particular, allows one to optimize law enforcement by devising various
sharing strategies, including the use of a single centralized controller to mediate all
message exchange among the members of a given community—where such centralized
enforcement happen to be optimal.

3.2 A Concept of Enforceable Obligation

Obligations, along with permissions and prohibitions, are widely considered essential for
the specification of policies for financial enterprises [15]. The concept of obligation being
employed for this purpose is usually based on conventional deontic logic [16], designed
for the specification of normative systems, or on some elaborations of this logic, such
as taking into account interacting agents [6]. These types of obligations allows one to
reason about what an agent must do, but they provide no means for ensuring that what
needs to be done will actually be done [21]. LGI, on the other hand, features a concept
of obligation that can be enforced.

Informally speaking, an obligation under LGI is a kind of motive force. Once an
obligation is imposed on an agent—which can be done as part of the ruling of the law
for some event at it—it ensures that a certain action (called sanction) is carried out at
this agent, at a specified time in the future, when the obligation is said to come due—
provided that certain conditions on the control state of the agent are satisfied at that
time. The circumstances under which an agent may incur an obligation, the treatment of
pending obligations, and the nature of the sanctions, are all governed by the law of the
community. For a detailed discussion of obligations the reader is referred to [18].

3.3 The Deployment of LGI

All one needs for the deployment of LGI is the availability of a set of trustworthy
controllers, and a way for a prospective client to locate an available controller. This
can be accomplished via one or more controller-services, each of which maintains a
set of controllers, and one or more certification authorities that certifies the correctness
of controllers. A prototype of such a controller service has been implemented, and is
fully operational at Rutgers University—it is expected to be released by the end of the
summer of 1993. This prototype can serve as the basis for the deployment of LGI within
an enterprise. However, for effective deployment over the internet, the controller services
need to be provided by some reliable commercial or governmental institutions.



26 N.H. Minsky

Now, for an agentx to engage in LGI communication under a lawL, it needs to locate
a controller, via a controller-service, and supply this controller with the law L it wants
to employ. Once x is operating under law L it may need to distinguish itself as playing a
certain role, or having a certain unique name, which would provide it with some distinct
privileges under law L. One can do this by presenting certain digital certificates to the
controller, as we will see in our case study.

3.4 The Language for Formulating Laws

Abstractly speaking, the law of a community is a function that returns a ruling for any
possible regulated event that might occur at any one of its members. The ruling returned
by the law is a possibly empty sequence of primitive operations, which is to be carried
out locally at the home of the event. (By default, an empty ruling implies that the event
in question has no consequences—such an event is effectively ignored.) Such a function
can be expressed in many languages. We are currently using two languages for writing
our laws, which are restricted versions of Prolog and of Java. In the rest of this paper we
employ the Prolog-based langauge for writing LGI-laws.

3.5 The Basis for Trust between Members of a Community

Note that we do not propose to coerce any agent to exchangeL-messages under any given
lawL. The role of enforcement here is merely to ensure that any exchange ofL-messages,
once undertaken, conforms to law L. In particular, our enforcement mechanism needs
to ensure that a message received under law L has been sent under the same law; i.e.,
that it is not possible to forge L-messages). For this one needs the following assurances:
(a) that the exchange of L-messages is mediated by correctly implemented controllers;
(b) that these controllers are interpreting the same law L; and (c) that L-messages are
securely transmitted over the network. This architectural idea has been later adopted
by Stefik in his “trusted systems” work [22]—although Stefik’s work may have been
done without any knowledge of the previous (1991) work of this author [17]. But Stefik
applied this idea only in the limited context of right management.

Broadly speaking, these assurances are provided as follows. controllers used for me-
diating the exchange ofL-messages authenticate themselves to each other via certificates
signed by a certification authority specified by the clause cAuthority of law L (as will
be illustrated by the case study in the following section). Note that different laws may,
thus, require different certification levels for the controllers used for its enforcement.
Messages sent across the network must be digitally signed by the sending controller,
and the signature must be verified by the receiving controller. To ensure that a message
forwarded by a controller Tx under law L would be handled by another controller Ty
operating under the same law, Tx appends a one-way hash [20] H of lawL to the message
it forwards to Ty . Ty would accept this as a valid L-message under L if and only if H is
identical to the hash of its own law.

Finally, note that although we do not compel anybody to operate under any partic-
ular law, or to use LGI, for that matter, one may be effectively compelled to exchange
L-messages, if one needs to use services provided only under this law. For instance, if
servers, in our case study in Section 4, are accept service-orders only via SL-messages,
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then the clients will be compelled to send their orders via SL-messages as well. Con-
versely, once clients commit themselves to using SL-messages for their orders, servers
would be effectively compelled to accept these commands only in this manner. Similarly,
if a bank wants to serve agents in the SL-community, it will have to do operate under
this community itself. This is probably the best one can do in the distributed context,
where it is impossible to ensure that all relevant messages are mediated by a reference
monitor, or by any set of such monitors.

4 Establishing Trustworthy Client-Server Interaction – A Case
Study

In this Section we introduce an LGI law called SL (for service law), which enforces
the cash handling policy (CH) and the server’s response policy (SR), introduced in
Section 2—thus establishing them as regularities over the community that uses this law.
We will also examine, in Section 4.1, the relationship between R-trust and F-trust, as
both of these are employed in this example.

Law SL, displayed in Figures 2 and 3, has two parts: preamble and body. The
preamble of this law contains the following clauses: First there is the cAuthority(pk1)
clause that identify the public key of the certification authority (CA) to be used for
the authentication of the controllers that are to mediate SL-messages. This CA is an
important element of the trust between the agents that exchange such messages. Second,
there is an authority clause, which provide the public key of the CA that would be
acceptable under the this law for certifying banks; this CA is given a local name—
“bankingCA,” in this case—to be used within this law. Third, the initialCS clause
specifies the initial control-state of all members in this community, which are to have the
term cash(0), signifying that each member of this community starts with zero balance
in it electronic wallet (represented by the term cash).

The body of this law is a list of all its rules, each followed by a comment (in italic),
which, together with the following discussion, should be understandable, at least roughly,
even for a reader not well versed in our language for writing laws. These rules can be
partitioned into three groups, dealing with different aspects of the law: (a) rules R1
throughR5, which govern banking; (b) rulesR6 andR7, which deals with the making
of service orders; and (c) rules R8 through R12, which govern server’s responses to
orders. These three aspects of the law are now discussed in this order.

Banking: By Rule R1, an agent can claim the role of a bank, and thus get the term
role(bank) into its control-state—by presenting an appropriate certificate issued by
bankingCA. By Rule R2, such a bank—i.e., any agent that has the term role(bank)
in its control-state—can send messages of the form giveMoney(D) to anybody in this
community. When this message arrives at its destination y, then, by RuleR3, the value
of the cash term in the control-state of y will be incremented by D, and the message
would be delivered to y itself, to notify him of this event. In this way a bank can provide
arbitrary amount cash to any community member.

Symmetrically, by RulesR4 andR5 anybody can send any part of his cash balance
for deposit in a bank. (It should be pointed out, though, that if a deposit message is sent
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Preamble:
cAuthority(pk1).
authority(bankingCA, pk2).
initialCS([cash(0)]).

R1.
certified([issuer(bankingCA),subject(X),

attributes([role(bank)])) :- do(+role(bank))).
an agent may claim the role of a bank by presenting an appropriate certificate issued by ca).

R2.
sent(B,giveMoney(D),X) :- role(bank)@CS, do(forward).
A giveMoney message can be sent by a bank to anybody

R3.
arrived(B,giveMoney(D),X) :- do(incr(cash(Bal1),D), do(deliver).
A giveMoney(D) message arriving at any agent X would increment the cash of X by D.

R4.
sent(X,deposit(D),B) :- cash(Bal)@CS, ( D =< Bal),

do(decr(cash(Bal),D)), do(forward).
A message deposit(D) would be forwarded to its destination if the sender has more than
D of cash, after his cash balance is reduced by D.

R5.
arrived(X, deposit(D),B) :- role(bank)@CS,

do(deliver).
If the reciepient of a deposit message is a bank, the message would be delivered to it
without further ado; otherwise it would be blocked (see comment in the text of the paper).

R6.
sent(C,order(Specs,Fee),S) :- cash(Bal)@CS, ( Fee =< Bal),

do(decr(cash(Bal),Fee)), do(forward).
A message order( ,Fee) can be send only by one whose cash balance is larger than Fee.
This balance is decremented by the sending.

R7.
arrived(C,order(Specs,Fee),S) :- do(incr(escrow(Bal),Fee)),

do(impose obligation(respond(C,Specs,Fee),60)),
do(deliver).

When an order arrives, its Fee is added to the cash of the reciepient, the order is delivered
to him, and an obligation is imposed to respond to the order in 60 seconds (see RuleR12).

Fig. 2. The Service Law (SL)—Part I

to a non-bank, the money in it would be lost. Such loss can be easily prevented, at the
cost of a slight complication of these rules).

A point of clarification is in order here: this law does not deal with the withdrawal
requests sent to the bank, which presumably prompt the bank to send cash—such requests
are left unregulated here, so they can be communicated in arbitrary ways, such as via
e-mail.

making Service Orders: The sending of service order of the form order(specs,fee)
is governed by Rule R6, which allows this message to be sent only if the cash balance
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of the sender is at least as large as fee. If the order is sent, then the cash balance of the
sender is decremented by fee. By RuleR7, the arrival of this order at a server S causes
the following operations to be carried out: (a) the escrow account of s is incremented by
fee; (b) an obligation respond(c,specs,fee) is imposed on s, to become due in 60
seconds (used here as an example); and (c) the order is delivered to s itself. As we shall
see below, the money deposited into escrow will be withdrawn from it when a response
to the order in question is given. Note that this money cannot be used by s to make his
own orders, because, by RuleR6, orders can utilize only money defined as cash.

R8.
sent(S,accept(Specs),C) :- obligation(respond(C,Specs,Fee),T)@CS,

do(decr(escrow(Bal),Fee)), do(incr(cash(Bal),Fee)),
do(repeal obligation(respond(C,Specs,Fee), )),
do(forward).

An agent can send an accept message only if it has a matching obligation to respond;
this obligation is automatically repealed by this responce.

R9.
sent(S,decline(Specs,Fee),C)

:- obligation(respond(C,Specs,Fee),T)@CS,
do(decr(escrow(Bal),Fee)),
do(repeal obligation(respond(C,Specs,Fee), ))),
do(forward).

Similar to the previous rule, except that the decline message carries with it the Fee found
in the obligation to respond, after removing it from the balance.

R10.
arrived(S,accept(Specs,Fee),C) :-

do(+receipt(accept(Specs,Fee),Time)), do(deliver).
Upon its arrival, an accept message is recorded in the CS of agent C, and delivered to its
agent.

R11.
arrived(S,decline(Specs,Fee),C) :-

do(incr(cash(Bal),Fee)), do(deliver).
Get the money and deliver the message

R12.
obligationDue(respond(C,Specs,Fee)) :- do(decr(escrow(Bal),Fee)),

do(forward(decline(Specs,Fee),C,Self)).
The sanction consists of (a) decrementing the balance, to allow for the money to be returned,
and (b) forwarding the decline message to the original client, which has the same effect
as the decline message sent voluntarily under RuleR11.

Fig. 3. The Service Law (SL)—Part II

Responses to Orders: As long as the obligation respond(c,specs,fee) is pending,
s can respond voluntarily to the order he received from c, either by accepting or be
declining it, as follows:



30 N.H. Minsky

– To accept an order(specs,fee) received from c, the server s sends a message
accept(specs,fee) to it. This message is governed by Rules R8 and R10. By
RuleR8, the sending of an accept message causes the following operations to be
carried out: (a) fee dollars are removed from the escrow and added to the cash value
of s, thus making this money usable by s for making its own orders; (b) the relevant
respond(...) obligation is repealed, since it is obviously not needed any longer;
and (c) the accept message is forwarded to c.
By RuleR10, the arrival of a message accept(specs,fee) causes the term

receipt(accept(specs,fee),Time)
to be added to the CS of the receiver c, which can serve as a time-stamped record
of the promise of the server to carry out the service. Note that the parameter fee in
this message does not cause any transfer of cash.

– To decline an order(specs,fee) received from c, the server s sends a message
decline(specs,fee) to it. This message is governed by Rules R9 and R11. By
RuleR9, the sending of an declinemessage causes fee dollars to be removed from
the escrow, and to be transferred in the message forwarded to c; the respond(...)
obligation is then repealed, as in the previous case, and the declined message is
forwarded. By Rule R11, the arrival of a message decline(specs,fee) at c,
causes fee dollars to be added to the cash of c, thus returning to it the money it send
with the request hereby declined.

If server s did not respond to order(specs,fee) from c in time, then obligation
respond(c,specs,fee) (imposed by the arrival of this order) would come due, triggers
the sanction defined by RuleR12.

This sanction is as follows: (a) fee dollars are withdrawn from the escrow of s; (b) a
declinemessage is forwarded to client c, with precisely the same effect that a voluntary
decline would have. The promise of bounded delay of the response, made by the policy
SR in Section 2, is based on fairly standard, even if not entirely reliable, assumptions
of reliable communication, bounded message-transition time, and bounded difference
between the rate of clocks.

4.1 On the Relationship between R-Trust and F-Trust

We conclude this section with an examination of the complementary interrelationship
between familiarity-based trust (F-trust) and regularity-based trust (R-trust), as it is
reflected in the case study of this paper. Basically, we will show that the two types of
trust support and enhance each other, albeit in different ways.

We start by showing that R-trust, as implemented via LGI laws, is based on some
F-trust. Indeed the basis for trusting law SL—that is, for trusting that interaction via
SL messages satisfies policies CH and SR formalized by this law—is the correctness
of the controllers that mediate this interaction. And the reason to trust the controllers
in this case is the F-trust we have in the CA (identified here by its public key pk1),
which certifies these controllers. And the reason that this CA certifies controllers is,
presumably, that it has an F-trust in their correctness.

Moreover, we note that the trust in law SL does not, by itself, have much practical
meaning, without an assurance that the money one is offered as a fee for service originates
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from a trustworthy bank, and that this money can be deposited in one’s bank account.
Under law SL such assurances depends on the trustworthiness of the CA pk2, used here
to authenticate banks. So, the R-trust established by law SL depends on the F-trust in
CA pk2, and on the F-trust that this CA has in the banks it certifies.

On the other hand, the effectiveness of F-trust could be enhanced by an appropriate R-
trust. In our case, the F-trust one has in the banks certifies by the CA pk2 allows members
of the SL-community to trust funds obtained from any other members, without having
to worry about the origin of these funds. That is, the fee one gets in a service-order under
this law, taken from the cash balance of the client, may be the result of direct or indirect
contributions of several banks. But one does not need to know the identity of these banks
for trusting the validity of the currency. This is the consequence of one’s R-trust in the
validity of the cash handling policy CH generated by law SL. This is similar to the
trust we have in cash in the physical world, which is due to the trust we have that dollar
bills are not forged, regardless of the bank that issued them (this is regularity R2, of the
introduction.)

5 Conclusion

The type of trust identified in this paper as regularity-based trust, is a critical factor in
the comprehensibility and manageability of the physical world—in both the natural and
artificial aspects of it. But the role of such trust in cyberspace has been limited so far,
because of difficulties in establishing sufficiently wide range of useful regularities in this
context.

We have demonstrated in this paper that the use of middleware such as LGI can
help enhance the role of regularity-based trust in cybersapce, making it a significant
factor in activities such as e-commerce. We also discussed the relationship between this
kind of trust, and what we have called familiarity-based trust, which is currently more
commonly employed in cyberspace.
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Abstract. We propose a so-called trust matrix model to build trust for
conducting first trade transactions in electronic commerce; i.e.  transactions in
an electronic commerce environment between two parties that have never
conducted trade transactions between them before. The trust matrix model is
based on the idea that for business-to-business electronic commerce a balance
has to be found between anonymous procedural trust, i.e. procedural solutions
for trust building, and personal trust based on positive past experiences within
an existing business relation. Procedural trust building solutions are important
for first trade situations, because of the lack of experience in these situations.
The procedural trust solutions are related to the notion of institution-based trust,
because the trust in the procedural solutions depends on the trust one has in the
institutions that issued or enforces the procedure. The trust matrix model can be
used as a tool to analyze and develop trust-building services to help
organizations conduct first-trade electronic commerce transactions.

1   First Trade Transactions in Electronic Commerce

In this paper we focus on building online trust in electronic commerce between
partners that have never traded with each other before (i.e. in a first trade situation).
Most trust building theories and mechanisms put the emphasis on trust via a history of
exchanges between partners. See for example [Keen et al, 00], [Lewicki & Bunker,
95] and [Nooteboom, Klos & Jorna, 01]. This type of experience is probably the best
way to build trust, but is simply not always available. Still, there are many trade
opportunities where companies could make a good deal with another company that is
unknown to them. In electronic commerce, particularly, with all the emphasis on
globalization and opportunities to meet new international partners, trust building in a
first trade situation becomes more prominent and needs special investigation.

International e-trade is more complicated than traditional off-line domestic trade in
two respects. First, import and export in international e-trade require a wide variety of
trade documents ranging from customs declarations to other kinds of documents like
country of origin declarations and health certificates. Moreover, there are fewer
shared norms and business practices due to the international character,. To
compensate this, people demand more safeguards. A typical example of such a
safeguard is a Letter of Credit. It is typically used by a seller in international trade to
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get payment from a buyer with whom he has perhaps never traded before and to
whom he has shipped the goods. Letters of Credit are rarely used in domestic trade.

Second, in addition to the inherent complexity of international trade, there are
complexities due to the electronic character: It is more difficult on the Internet than in
the off-line world to discover how solid an on-line business partner is, i.e. “on the
Internet nobody knows you are a dog.” Another complexity is the unclear legal
environment of the Internet. Currently, for most of the international trade documents
it is unclear if the electronic version has the same status as the paper version. Also,
digital signatures that can be used to sign electronic documents do not have a clear
legal status yet. Another legal issue is how to apply existing privacy and consumer
protection laws to Internet trade-transactions. These laws vary enormously from
country to country. Should one apply the laws from where the transaction server is
located, or where the good is consumed, or produced? Does a US based company run
the risk of violating European privacy laws, that tend to be stricter than US ones, if
they sell goods to European customers via the Internet? Bewildered by the
complexities, the average company and especially small and medium size enterprises
(SME) are reluctant to step into international e-trade.

An ultimate challenge of the first trade problem in electronic commerce is to develop
online services that can help companies build trust among each other without any
previous experience. In [Bons, Lee & Wagenaar, 99] and [Lee & Bons, 96] one
specific way to build this first trade trust is described, namely through electronic
trade-procedures. In particular, they focused their research on the procedures related
to an electronic version of Letter of Credit.

In this article we present a model to analyze and develop this type of trust-building
services for first trade situations. One could interpret these services as a generalization
of the services of a trusted third party (TTP) in public key infrastructures (PKI) to
secure electronic communication with digital certificates. However, our perspective is
broader. Trust-building services in international e-trade are not only related to secure
communication of the trade documents, but also to creating trust and understanding in
the legal content of these documents, and creating trust in the business reliability of
the on-line trade-partner. [Tan & Thoen, 00] and [Tan & Thoen, 02] presented a
generic trust model for first trade situations mentioned before. The basic idea of the
model is that an individual party or agent only engages in a transaction if his level of
trust exceeds his personal threshold; see [Castelfranchi and Falcone, 98]. This
threshold depends on the type of the transaction involved. For example, it could be
high if the value of the transaction is high, and it could be low if the agent is a risk
seeker. Fig. 1 gives a graphical representation of the model. In the center is the
trustor’s transaction trust; i.e. a mental state that determines whether he has sufficient
trust to engage in a transaction. The determinants of the trustor’s trust threshold are
represented in the lower half. The potential profit for the agent, the risk involved, the
agent’s attitude or propensity towards risk, are examples of such determinants. The
upper half of Fig. 1 represents the so-called trust sources, i.e. the entity that creates the
trust. These can be the counter party of the transaction, or a control mechanism.
Control mechanisms are procedures and protocols, e.g. based on trade documents, that
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monitor and control the successful performance of a transaction. They are usually
provided by a TTP.

PARTY TRUST CONTROL TRUST

POTENTIAL GAIN RISK & RISK ATTITUDE

TRUSTOR’S
TRANSACTION TRUST

Objective
Trust Reasons

Objective
Trust Reasons

Subjective
Trust Reasons

Subjective
Trust Reasons

Fig. 1. Generic Trust Model

It has been argued that trust and control are parallel concepts that supplement each
other, see e.g. [Das & Teng, 98]. Tan and Thoen defined transaction trust as party
trust supplemented with control trust:

Party Trust + Control Trust = Transaction Trust

The strength of control trust depends not only on the control mechanisms used, but is
also influenced by how much trust a party has in the TTP responsible for the control
mechanisms. The more trust the party has in the TTP, the stronger is the control trust
effected by the TTP and its control mechanisms. For example: Control trust effected
on a party by the use of a Letter of Credit as a control mechanism may be zero if the
party does not trust the issuing bank at all, and may be very strong if the party trusts
the issuing bank completely. Hence, trust is not created by just having a counter party
or a control procedure, but a trustor should also be convinced of the quality of the
sources. Tan and Thoen distinguished several reasons by which a trustor can be
convinced by a trust source:

Party Trust

Objective Trust Reasons:
� Social signs; e.g. you trust someone’s medical advice, because he wears a

doctor’s uniform.

Subjective Trust Reasons:
� Personal experience; e.g. you trust a person based on a history of positive

previous interactions.
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� Understanding; e.g. you trust a person, because you understand his goals,
capabilities and plans, and hence know what to expect from him.

� Communality; e.g. you trust the opinion of somebody, because other members of
your community trust him too.

Control Trust

Objective Trust Reasons:
� Social signs; e.g. you trust a control procedure because it is certified by an

organization. For example, you trust the electronic payment procedure of a web
site, because this site carries the VISA logo.

Subjective Trust Reasons:
� Personal experience; e.g. you trust a control procedure based on a history of

positive previous interactions. In none of these interactions the procedure failed.

� Understanding; e.g. you trust a control system (e.g. the SET protocol for
electronic credit card transactions), because you understand how it works, and
your assessment of its effectiveness was positive.

� Communality; e.g. you assume that a control system protects you against fraud,
because other members of your community rely on it too.

These trust sources and reasons have some interesting links with the theory on trust
developed in [Castelfranchi & Falcone, 98]. For example, our trust reasons Social
Signs, Personal Experience, Understanding and Communality have much in common
with the belief sources in their theory; namely Categorization, Personal Experience,
Reasoning and Reputation, respectively. However, there are also differences between
our generic trust model and their theory. In particular, in the generic trust model it is
assumed that risk perception and attitude directly influences the transaction trust of
the agent, whereas in the theory of Castelfranchi and Falcone this influence is
mediated via a decision process. It is interesting to test these differences in empirical
research that we plan to do in future research.

Although this generic trust model can be used to analyze certain developments in
electronic commerce (for instance, it was applied to analyze electronic payment
systems in [Tan & Thoen, 00]), it does not address trust issues in electronic commerce
specifically. In the remainder of this paper, we add elements to the model that are
relevant for specific trust issues in electronic commerce.

2   Trade Transaction Layers and Related Trust Issues

[Bons, 97] distinguished communication and business levels for inter-organizational
trade procedures. Communication level addresses the underlying communication
infrastructure, i.e. the physical transfer of information. Business level identifies the
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business risks associated with inter-organizational trade transactions in general. This
level can be further investigated as comprising two components: the relationship
between the parties doing business, and the exchange of business information
(contained mainly in trade documents) and related regulation. In summary, there are
three layers involved: communication layer, trade documents exchange and regulation
layer, and business relationship layer. All three layers have to be trustworthy enough
for parties to conduct a trade transaction. Let us look at the issues that may affect their
trustworthiness, especially in the context of international electronic commerce.

Layer I: Communication
In a traditional trade environment, we would like to confirm the identity of the other
party. We have probably met the other party in person or spoken to him over the
telephone and we are able to identify the other party by his look or his voice. Then we
would like to establish a common language with the other party, so that we can
understand each other. After having established the identity and found a common
language, the transfer of information can begin and we will expect the integrity of the
information sent and received. Take for example the situation of a telephone
conversation. Here both parties should be able to assume that the content of the
message they receive from the other party is genuine, because tampering with a real-
time conversation over the telephone or in person is uncommon.

In an electronic environment, the processes involved are similar. However, they are
less easily performed. First, in an electronic environment we cannot easily identify the
other party. For example, identifying by his look or voice is generally excluded.
Second, we often do not have a real tangible communication, but use electronic
messages. These are often not considered as trustworthy as the traditional equivalents.
E.g. in a phone conversation one can actually hear the other’s voice and when using
paper documents one can actually touch the documents and examine the paper used,
the signatures on the documents, the date stamp on the envelope etc.

In summary, communication needs to be trustworthy. Important issues concerning
this, especially in electronic commerce, are (see for example [Bons, 97] and [Keen et
al, 00]):
� Authentication: Verification that information received is from the identified

partner.

� Information integrity: Verification that information received is not altered in
anyway.

� Confidentiality: Protecting the content of information exchanged from disclosure
to parties other than those approved.

� Non-repudiation: Irrefutable evidence of a message’s or transaction’s existence,
binding the messenger party to the message or transaction.

� Time-stamping: Evidence of the time and date when a message was sent and
received.

In some cases authors combine privacy policy issues with communication security
issues. Where with privacy policy is meant the policy how companies deal with
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sensitive data of the customer that is obtained during the online business relationship;
e.g. whether these data are used for cross-selling, or sold to third parties. We prefer to
separate these issues, and consider privacy policy issues as a specific type of business
partner reliability that is part of Layer III.

Layer II: Trade Documents and Regulation
Having established a trustworthy layer for communicating information between trade
parties, the important thing is the content and use of this information, which is mainly
in the form of trade documents (see for an overview of these issues [Lee & Bons, 96],
[Das & Teng, 98]). There are many specific documents in use, especially in
international trade as mentioned before. It is essential for trade parties to know which
documents to use, what these mean, and when and how to use them. The legal value
of the trade documents plays an important role too. Most of the control mechanisms
dealing with opportunistic behaviors are based on the legal enforcement of the
performance by the trustee to the trustor of the promised action (like delivery or
payment of goods) as stated in the documents. If, because the legal status of the trade
documents is not clear, we do not trust the available measures to deal with possible
opportunistic behaviors, it is not likely that we will engage in the transaction. In
summary, the most important issues for this layer in electronic commerce are:
� Document use: When to use which documents and how?

� Document interpretation: What do the documents mean?

� Legal status: What is the legal status of the trade documents and attributes (like
electronic signatures, confirmations etc.)?

� Governance: Knowledge of country-specific rules (like tax-rates, import/export
restrictions etc.)

Layer III: Business Relationship
When the first two layers are trustworthy enough and work well, the success of a
trade transaction still depends on how the parties involved act and relate to each other.
It is important to be assured that our business partner is reliable, that he has the
capacity and intention to deliver the goods that he has promised (or pay for the goods
that we have delivered) on time, and so on (for an overview of these issues see
[Doney & Cannon, 97], [Jap & Ganesan, 99] and [Dwyer, Schurr & Oh, 87]).

In an electronic trade environment, the trustworthiness of our business partner may
even be more important than in a traditional environment. This is because business
relationship layer can compensate for the other layers. For example, if we do not
entirely trust the used trade documents and legal mechanisms to enforce fulfillment of
the contract, enough trust in the reliability of our business partner could, up to a point,
compensate for this lack of trust in the trade documents. Also, if something went
wrong in the communication layer such that we received a particular piece of
information incorrectly or our business partner did not receive the information we had
sent, things can be corrected in an uncomplicated manner (for example, by just
sending the information again) if the relationship between us and our business partner
is solid. The most important issues for the business relationship layer, also in
electronic commerce, are:
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� Transaction history: Information on how a potential business partner behaved in
former similar transactions (were the deliveries or payment on time, did the
products meet the agreed qualifications, etc.).

� Financial reliability: Is the ordering party reliable enough to live up to the
financial part of the agreement?

� Production capability: Is the delivering party capable enough to make and deliver
the products on time for the agreed price?

� Business partner reliability: All other information concerning the trustworthiness
of potential business partners.

3   Trust Matrix for First Trade Transactions in Electronic
Commerce

It has been argued that trust is needed only in risky situations and that to trust
essentially means to take risks and leave one vulnerable to the actions of trusted
others; see [Hosmer, 95] and [Nooteboom, 99]. Electronic commerce environment is
a risky one. It brings more or new uncertainties in all layers of trade transaction. Trust
related issues and problems are even magnified because parties reach out beyond their
familiar trade environment; see [Castelfranchi & Tan, 01]. Control mechanisms,
provided by a TTP, may prove valuable to provide more trust that is necessary to
conduct electronic commerce transactions. Their role may even be bigger in providing
or building trust for a first trade transaction in open electronic commerce. It would be
fruitful if we could have a tool to analyze and develop trust services that a TTP
(could) provide to parties who need to engage in such a transaction.

As discussed before, the generic trust model only addresses the problem of a first
trade transaction in a generic way. Combining the generic model with the trade
transaction layers described before results in a tool called a trust matrix, for analyzing
and developing trust services. When each of the trade transaction layers is extended
with the specific trust issues in electronic commerce, we get a trust matrix for
electronic commerce shown in Figure 2. We can use this trust matrix to analyze and
develop the trust services that a TTP can offer to help organizations conduct a first
trade transaction in open electronic commerce.

The trust reasons in the matrix can be seen as the different techniques a TTP can use
to provide organizations or parties who want to engage in a trade transaction with the
services designed to build more trust in a trade transaction layer. The trust built can be
either in the other party (i.e. party trust) or in the control mechanisms (i.e. control
trust). For example, a TTP (the organization behind the trust service) may explain that
it uses the authentication protocols chosen by VISA. In this case the TTP is using a
Social Sign trust reason to create Control Trust in the Communication Layer.
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Fig. 2. Trust matrix for first trade transaction in electronic commerce

4   Application of Trust Matrix to Trusted Third Parties

Several prominent organizations that act as third parties on the Internet have been
analyzed based on the services they provide for enabling electronic commerce. These
organizations can be divided into two categories:
� Traditional organizations, which already existed before the Internet and use it as a

distribution channel for their existing services: World Trade Organization
(http://www.wto.org/index.htm), International Chamber of Commerce
(http://www.iccwbo.org/index.asp), Dun & Bradstreet (http://www.dnb.com).

� ‘Virtual’ organizations, which have arisen along with the Internet and whose
services are based upon the global existence and use of information technology
for international trade: Bolero (http://www.bolero.net), Identrus
(http://www.identrus.com) , TradeCard (http://www.tradecard.com).

In the following, the analyses and application of the trust matrix are demonstrated for
Dun & Bradstreet and Bolero. We have selected on purpose two rather extreme
opposite cases to illustrate that the trust matrix model can bring out fundamental
distinctions between various trust services that are provided.
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4.1 Dun & Bradstreet Example

Dun & Bradstreet (D&B) is a provider of business information for credit, marketing,
purchasing, and receivables management decisions worldwide. On the D&B web site
a description of the company is given. The emphasis lies on communality, age (159
years), and the reputation of business partners. D&B also provides extensive
information on the services they offer, including their ‘most comprehensive global
database of its kind’ with information on more than 60 million companies in more
than 200 countries around the world. It also provides information on the accuracy and
completeness of the database and the sophistication of the data collection procedures
and tools. The primary business of D&B is providing company information. Its
database with company information allows them to perform and provide business
analyses, which are D&B’s main  products, and reports. Most of the information in
the reports and business analyses is about the financial aspects of an organization.
There is also the possibility to get additional information like the antecedents of the
principal owner or manager of a company and important legal information. D&B does
not have any authority over their customers. Its services are not tied to a special line
of business and anybody can become a member and buy business reports. The amount
of its member clients (over 100.000) is of importance.

Trust Matrix of Dun & Bradstreet
The services and products of D&B apply to the business relationship layer. The trust
in D&B as a TTP, is created through its long history and reputation, and the enormous
size of its user base (i.e. huge international community of companies). The trust
matrix in Fig. 3 helps distinguish the different ways in which trust is created. All the
services of D&B web site are focused on the Business Relationship layer.

A more detailed analysis of these services reveals subtle distinctions. D&B is a kind
of certification institute that applies certain analysis models to assess the
trustworthiness of companies. This is an example of control trust creation with the
analysis models as the control mechanisms. The recommendations of D&B are only
trustworthy to the extent that one is convinced that their models provide the right
analyses of companies. D&B uses Understanding and Communality as trust reasons
to create trust in the quality of its recommendations. From the perspective of
Understanding it is the quality of the D&B database and data collection tools that are
emphasized. Understanding how scientifically the data are collected creates trust in
the recommendations of D&B. From the perspective of Communality it is emphasized
how many companies are using the D&B information. You can trust D&B’s
recommendations, because all your colleagues trust them. Clearly, Understanding and
Communality are two complete different ways to create trust in the control
mechanisms of D&B.

4.2 Bolero Example

Bolero’s aim is to provide a technical and administrative infrastructure that enables
electronic trade document exchange over the Internet among members of its
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community, without the need for a bilateral electronic data interchange agreement.
Bolero first focused on the Bill of Lading. This market was too small so it decided to
expand its efforts and is now working on developing new electronic trade document
standards. Through its ‘electronic trade documents’, ‘core messaging system’,  ‘title
registry application’, and ‘specially designed contracts and agreements’ (like its legal
‘Rulebook’) Bolero provides a global digital marketplace. The platform is primarily
designed to support exchange of electronic trade-documents, electronic registration of
ownership of goods, and electronic messaging. Bolero currently accounts for over
12,500 freight forwarders, container fleet carriers, port authorities, and financial
institutions from all over the world. For all these members Bolero mainly functions as
a TTP and therefore has a great authority over its members. Bolero rules, guidelines,
decisions, etc. only apply to members of its community. However, the legal
framework (created by Bolero) in which the transactions are done is widely accepted
by law.
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Fig. 3. Trust matrix applied to Dun & Bradstreet

Trust Matrix of Bolero
The services provided by Bolero address the first two layers. The third layer, i.e.
business relationship layer, is not addressed to: there are no indices, history of
business behavior, financial reliability or any other information available to establish
the reliability of a potential business partner. The trust matrix as applied to Bolero is
shown in Figure 4.
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Trade Transaction Layer I: Communication
The Bolero architecture provides services for all five issues of this layer. The trust in
the core messaging system of Bolero is created on one hand through an extensive
explanation of the systems and procedures, hence Understanding. On the other hand,
the trust is created by referring to the reputation and size of Bolero’s partners and the
world wide inter bank payment organization SWIFT. They would not have partnered
with Bolero if the quality of the core messaging system was not appropriate.

Trade Transaction Layer II: Trade Documents and Regulation
The explanation of the use and interpretation of standardized electronic trade
documents that are exchanged via the core messaging system, partners’ support, and
an impressive list of members are the main trust-production factors. Bolero also
provides a so-called ‘Rulebook’, which defines the legal status of electronic trade
documents; e.g. it stipulates which electronic messages are considered legal
documents, time-stamping of message exchange via the log files of the core
messaging system, title registry etc. The explanation of the legal framework and the
acceptation of this framework by legal courts create trust in the use of these
standardized electronic documents.

For the Bolero case the Trade Transaction Layer III is empty. The main reason for
this is that Bolero explicitly disclaims to provide any information about the business
relationship. They want to make very clear to their customers that they only guarantee
the secure exchange of electronic trade documents as well as the legal status of these
documents, but they have no insights in the business quality or reliability of the
companies that send these documents. One might argue that this secure electronic
document service of Bolero is itself a business service that requires business
relationship trust of the customers in Bolero as company, but this aspect is already
covered by the reputation of the partners that are backing up Bolero and Swift that is
positioned at the intersection of Layer I Communication and social signs.

5   Conclusions

We addressed a specific problem in electronic commerce, namely how to build online
trust between trading partners that have never traded before, the so-called first trade
situation. Most trust building mechanisms and theories on trust are based on the
assumption that trust is built through experience between partners, but experience is
not always available. Still there are many unique trade opportunities where people can
make very good trades. In electronic commerce, the first trade situation problem is
even more prominent and needs a special investigation. We extended the generic trust
model that was introduced by Tan and Thoen with specific electronic commerce
elements. This resulted in a trust matrix for analyzing trust services for first trade in
electronic commerce. Its usefulness was demonstrated in analyses of the services of
Dun & Bradstreet and Bolero. The result of these analyses was that the services by
these two TTPs are more or less complementary. Our analysis suggests the hypothesis
that a complete service for online trust building should be the right combination of the
services comparable to those of Dun & Bradstreet and Bolero.
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Fig. 4. Trust matrix applied to Bolero

The Dun & Bradstreet and Bolero cases are two rather extreme opposite cases that we
have selected on purpose to illustrate that the trust matrix model can bring out
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fundamental distinctions between various trust services that are provided. However, a
serious limitation of the trust matrix model is that it is purely qualitative. Hence,
applying the matrix model can be difficult when it comes to case descriptions that are
less clear cut as the ones we presented here. Therefore, we plan to develop in future
research more quantitative measurements for the parameters for the matrix model.
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Abstract. This paper looks at the trust relationships that exist within an
outsourcing scenario finding that whilst some of the trust relationships are clear
other implicit trust relationships need exposing. These implicit trust
relationships are often a result of information supplied for the main explicit task
for which an entity is being trusted. The use of hardware security appliance
based services is proposed allowing trust to be dissipated over multiple parties
whilst retaining efficient execution. Such an approach helps mitigate these
implicit trust relationships by increasing the control and transparency given to
the trustor.

1 Introduction

Trust is seen as a key enabler for e-business [1]. However, trust is also recognised as a
complex phenomenon with technological, behavioural, social and organizational
aspects [2] [3]. It is, therefore, not surprising that trust in electronic records and
transactions is confused – oftentimes the trusted parties and the main tasks for which
they are trusted may be clear, but there are often residual trust relationships that in
many cases remain implicit and unnoticed.

Trust is viewed here as a subjective belief about a system or entity within a
particular context. Further, a trust relationship takes the form ‘A trusts B for C’ and
this paper concentrates on ‘C’, i.e. the reasons or tasks for which ‘A’ is trusting ‘B’.
This is similar to other work that seeks to categorize the aspects or dimensions of trust
[4] [5]. Such categorizations reflect that we trust a car mechanic to service a car, but
not to give medical advice. Most such relationships carry additional implicit trust
relationships, for example, in trusting a mechanic to service my car I trust him with
my keys and address – which can be copied and retained similarly the doctor is privy
to much personal information. In both cases there is potential to copy, and misuse this
information long after the main task is complete.

Making such relationships explicit is important since it reveals the extent to which
an individual or organisation is actually exposed, and is therefore an important aspect
in calculating a trust decision. Moreover, this paper shows that through the
application of secure hardware, there are ways of reducing the need to put blind faith
into a single entity, and that these implicit aspects can even be dealt with by
separately trusted entities, i.e. a 3rd party to manage your car keys, or your medical
data.
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This paper contributes in two ways; firstly, issues around implicit trust
relationships are brought out using in an example outsourcing scenario. Secondly, it is
shown how hardware security appliances can be used to mitigate these problems
changing the trust relationships in a system whilst retaining efficiency.

After discussing related work on trust management this paper discusses the trust
relationships that exist in outsourcing. The next two sections describe hardware
security appliances (HSA) [6] and their application in an outsourcing scenario
showing a resultant increased in control and transparency. The next section
demonstrates how the resulting trust relationships, particularly those implicit ones
relating to information retention, have been changed. With section 7 relating the
approach back to the trust management and summarising its current status of the
research.

2 Related Work

This work builds on the large existing volume of work on trust and commerce. Bailey
[7] describes how philosophers’ right back to Plato grappled with what it means to
trust distinguishing reliance from trust as when the trustor believes the trustee has a
good disposition towards the trustor. For this work the intension of the trustee is not
considered important rather significance is placed on the need to trust as a belief,
without direct control or likely retribution, and how an understanding and adaptation
of this need to trust can lead to an improved trust model. It has been observed [1,3]
that trust is a crucial block for e-commerce, particularly as it widens to e-health and e-
government. This paper is concerned with ensuring that the trust relationships are
fully understood and describes a technique for dissipating this trust over multiple
parties.

O’Neill [8] discusses trust in terms of ensuring transparency thereby ensuring that
entities can be held to account; however, this is contrasted with the costs of
observation. In some ways transparency and data collection is easier to achieve
electronically, as it requires little extra effort. The work described here introduces
third party observers gathering, certifying storing and evidence thereby enabling
transparency as well as adding limited third party control, both are achieved using
HSA technology to ensure the associated costs are minimised.

Grandisone & Sloman [5] and Abdul-Rahman & Hailes [4] categorise aspects of
trust in terms what entities are trusted for, and the level to which they should be
trusted. Jong Kim et-al [2] distinguishes technology, product, institutions, and
transaction as different dimensions of trust. They also include information content,
but focus on the reliability of web content, rather than trust placed to hold, manage
and delete information as appropriate. These approaches try to understand holistically
the determinants of trust; this paper tries to identify and separate various concerns so
that they can be addressed.

Also highly related is the significant body of work done on trust management
following the model of KeyNote and PolicyMaker [9]. This work defines trust
management as “a unified approach to specifying and interpreting security policies,
credentials, relationships which allow direct authorisation of security critical actions”,
a major contribution being to bind the policy with the public key (as opposed to just
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identities). This binding and its strong enforcement is a major concern in the HSA
work described [6].

Josang [10] defines trust management slightly more generally as “the activity of
collecting, codifying, analysing and presenting security relevant evidence with the
purpose of making assessments and decisions regarding e-commerce transactions”.
The paper observes that “the evidence should include, in addition to belief and
expectation of intent, proof of competence and correct behaviours”.  In pushing
transparency via HSA based third party observers this work aims to expose this
correct behaviour by competent parties.

Also in the field of trust management Grandisone & Sloman [5] describes the
SULTAN toolkit, which incorporates an expressive language for specifying and
analysing trust relationships. Such languages and toolkits are essential in ensuring
trust relationships can be discovered, expressed and reasoned about. It is important to
ensure that these tool kits support reasoning about the implied trust relationships and
residual information as well as the major trust issues.

3 Trust in Outsourcing

The intent of this section is to describe a scenario of a small or medium sized
merchant outsourcing their online presence. They should have a large range of trust
concerns although typically, only a few will be explicit and many  will  be  implicit  in
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Fig. 1.  Operational and Trust Relationships between an SME and it’s IT Service Provider
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the normal IT operations. The model shown in Fig 1 shows three parties and basic
trust relationships between them; the customer trusts the SME who in turn trusts the
outsourcer – but it is important to break the trust relationship down into a set of
simpler task orientated relationships of the form of ‘A trusts B for C’.

Trust is, of course, strongest where there is the least evidence that C is or will be
achieved. Trust here is often based on reputation; brand and certification (e.g. operate
using best practice). This section describes some of the implicit and explicit trust
relationships in this outsourcing scenario with later sections addressing how the trust
model can be changed using HSAs.

Consider the case of an average small to medium enterprise (SME) wishing to
trade electronically. They may already have some IT infrastructure but may consider
the extra web and security skills not core and therefore outsource these functions. On
the surface the trust relationships are quite straightforward, the use of an IT provider
is transparent to the SME’s customers, and the SME trusts the provider to run the IT
to the specified standard so that the customer has a good experience of dealing with
“them”, see fig1.

To be cost effective and to gain economies of scale the IT provider will manage
similar infrastructures for many clients. They will ensure that there data centre is run
to best practice; that appropriate security measures are in place; that hardware is
maintained; disaster recovery policies exist; and that there is sufficient redundancy in
their systems to meet the contract and SLAs. Where possible they will use shared
infrastructure between clients – for example, storage may be on a SAN, and there may
be a single management server. An extreme is the utility data centre [11] where
machines are dynamically re-provisioned as needed by customers.

The IT provider is therefore being trusted with commercially sensitive data,
processes, cryptographic keys and therefore the identity of a number of, potentially
competing, SMEs. These SMEs are also trusting that this data is correctly managed
within the data centre; that there is no interference between the various customers and
that information will be destroyed on termination of the relationship.

3.1 Identity

The simplest example of this is the identity problem. As fig 1 shows, customers
directly interact with the IT Provider, and yet are intended to believe they are
interacting directly with the merchant. This means the provider must hold the ability
to masquerade as the merchant1. Grounding this example in current technology,
identity will likely be based on a public key infrastructure (PKI) with the private key
being associated with the SME. The private key will be invoked to prove to a
customer that they are interacting with the SME (eg using SSL), and potentially to
sign/authorize significant transactions (for example, quotes, dispatches, or payments).

Certification Authorities (CAs) are an example of a trusted 3rd party that resolves
some of the trust problem by binding the public private key pair to an entity (in this
case the SME), see Fig 2. But this is separate from trusting the IT provider with
custodianship (and control) of the private key. Fig 2 shows these relationships more
explicitly.

                                                          
1 It is assumed to be inefficient to pass all authentication requests back to the SME itself.
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The IT provider will of course follow best practice in protecting such keys – for
example using hardware security modules (HSMs) to stop accidental disclosure. Such
systems provide some protection but they are still under the control of the IT provider,
or a hacker gaining access to their systems. That is although the private key is
unlikely to leak from the hardware the IT provider can request its use for any
operations they wish.

3.2 Information Management

The SME trusts the IT provider with their data both to hold it, and to ensure it is
correctly used. The SME needs to retain control over the data and decisions made to
change it (eg prices or credit privileges). There are a number of trust relationships that
exist here:
1. Data will be kept confidential. The SME will not want sensitive data disclosing to

outsiders but should also be concerned about disclosures within the IT providers
systems for example to a rogue administrator or to one of the other hosted parties.

2. Data is held with integrity. The SMEs business processes will be dependant on the
data (including business rules) held. The SME trusts that the IT provider provides
the necessary security such that only the SME can change the data. Data is
vulnerable to change from other parties with access to the IT infrastructure (eg
administrators, other SMEs through to hackers).

3. Processes are run with integrity.  This is at the heart of the outsourcing; the SME
wants a third party with IT expertise to run their IT system. Hence the SME trusts
that the IT outsourcer will do this correctly – but they will have issues over
validating that SLAs are achieved [10].

4. SME remains in control of the data. The SME needs to know that changes they
make to their data (e.g. a price change) will occur as specified and that the IT
provider has accepted their changes. Audit systems may help here but electronic
information is easily created and faked.
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3.3 Summary

This section has described a scenario and expanded on some of the trust relationships
that exist within the IT infrastructure. Clearly these trust relationships could be further
refined and are highly interdependent; however, there is sufficient detail here to look
at how the trust relationships can be changed using hardware security appliances. The
trust relationships have been examined from the external merchants perspective –
clearly the IT provider would need a different analysis that would also include its
internal trust relationships with their administrators, operators etc. The next two
sections describe the HSA concept and how it can be applied in this situation to
change some of the trust relationships.

4 Hardware Security Appliances

The example above requires a merchant to place considerable trust in many aspects of
the outsourced IT provider, their systems and staff. This paper is concerned with
changing the trust model by introducing further parties who are trusted for particular
elements in the overall process – thus enhancing the overall trust. Such services may
help build trust by controlling certain operations or by ensuring there is a non-
repudiable evidence trail of actions. Such services could not take the form of
conventional web based trust services [12] which would involve considerable network
traffic and inefficiencies. Instead, it is proposed, that a set of simple services running
on trusted hardware within the IT outsourcers infrastructure provides an efficient
mechanism for adding additional trust anchors into the system.

A hardware security appliance (HSA) is a trusted environment where such services
can be run. As well as providing physical security for keys (as in hardware security
modules HSMs) the HSA model retains control over them ensuring that processes
authorising the use of keys are also protected with in the secure hardware. The service
aspect suggests that a third party will load a service on a HSA; certify its operation
and in doing so give that service instance an identity (and associated private key).
Relying parties can now check this certification – they need to trust that the service
running in the hardware is secure and that the hardware will prevent observation and
tampering.

The HSA is a protected piece of hardware capable of running a simple service such
as binding policy checking with the use of cryptographic keys (e.g. controlling
signing). The HSA includes a general-purpose processor (e.g. ARM or Pentium)
along with supporting RAM and flash memory for service code. It also includes
protected memory for storing secrets, counters, and cryptographic keys along with the
private key and associated certificate identifying the service instance. The hardware
has a protected shell (for example as specified in FIPS 140- level 4 [13]) which would
prevent tampering with processes and keys with the contents of protected memory
being destroyed on tampering. HSM hardware with a high level of protection exists
[Att02] although the HSA usage model is different. These devices can be integrated
into existing IT infrastructure as either PCI or LAN devices.
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5 Using HSAs

The HSA provides a way that a service provider can run a simple service that remains
under their control even when part of an alternative infrastructure. Other parties can
interact securely with these services using the service’s identity and therefore can
have confidence in the role that these services play within the overall system. This
section briefly looks at the way HSA based services can be used within the
outsourcing example to change the trust model with the introduction of additional,
and remote, third parties (the HSA service providers).

5.1 Order Processing

One of the critical operations with in an outsourced e-commerce site is the production
of quotes or prices for the end customer. This example considers the production of a
signed quote as should happen in more complex e-business processes where
documentation is retained; for example, insurance or maintenance agreements or
where web services are composed to form more complex purchase solutions (eg
booking travel).

The quotation processing system responds to a request made by the customer and
takes information from the product, price and customer database. This information is
then combined according to a set of, potentially complex, business rules into a
quotation, which is then signed and sent back to the customer. These rules may
include discounts for packages of products, or for certain customers, types of
customers etc. Errors or mistakes in this process could lead to quotations that are too
cheap (reducing profit) or too expensive thus leading to a loss of contracts. A greater
misuse of the signing identity could allow the outsourcer (or a hacker gaining control)
to have the ability to make arbitrary offers, quotations or contracts on behalf of the
merchant. Typically, the merchant needs to put a great deal of trust in the outsourcer
their systems and staff – as discussed in section 3.

An alternative solution, Fig 3, uses an HSA (labelled HSA1) to control the
merchants signing identity by taking the raw quotation generated by the business
rules, validating the form of the quotation and that it meets certain policy constraints.
In doing so the HSA based signing service ensures that the merchant’s identity can
only be used within a set of constrained operations making identity theft or misuse
much harder.

The quotation must be in a structured machine-readable form, say some form of
XML or ASN.1 such that the signing service can first parse and check the form of the
quotation. A number of simple constraints can then be validated against a set of policy
constraints that the merchant has issued for the signing service ensuring they are
tightly tied to the identity. For example, in producing a quote for medical insurance
the policies may check that the liability limits are within certain bounds; that certain
contractual clauses are present and that there is a reference to a health statement from
a patient. The signing HSA will only sign the quotation after these checks have been
correctly completed.
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Figure 3 shows this basic process, however, an extra complication is how the signing
service can trust the integrity of the price/product database. The simple answer is that
there should be cryptographic integrity checks (signatures or message authentication
codes) attached to the data. The next question is why this extra signing process should
be trusted. The suggested solution in figure 3 is to use a change control HSA (in
dotted lines labeled HSA 2). This device receives merchant requests to change
information in the product database, authenticates the request, and only then signs
meta-data to allow independent authentication of the changed data. Validation
policies can now be more dynamic so that rather than checking values are with in
certain ranges checks on the integrity of the source can be made. For example, it is
possible to check that the price and discount offered are derived from legitimate
values from the database.

5.2 Receipting and Audit

One of the key areas of trust between the merchant and the outsourcer is in ensuring
that management actions such as price changes are properly handled. The merchant is
using the outsourcer in the belief that they are more capable of correctly carrying out
changes – this relationship can be supported by providing signed evidence that actions
have been carried out. Such evidence could come from the HSA based services within
the IT providers system – for example, the signing service issues signed
acknowledgements for changes in the quote validation policies.
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Another useful HSA based service is a receipting service that contains an identity
associated with the IT provider but also with the receipting service providers such that
the service will produce timestamped receipts acknowledging requested management
actions. The merchant can then be sent the receipts and they can be kept as proof that
changes were requested, received and should have been acted upon. A receipting
service running within an HSA guarantees that requests cannot be backdated to
correct errors. The merchant must still retain receipts so a more convenient solution
would use a more sophisticated audit service with HSA based notarisation and
allowing the merchant access to their audit records.

5.3 Storage

One of the concerns in section 3 was over the confidentiality of data in both reducing
backdoors to the merchant’s data and ensuring a strong separation of data between co-
hosted merchants. An encrypted SAN system using a HSA based key manager and
corresponding HSA enhanced host bus adaptors (SHBA) for bulk encryption is
proposed by Baldwin and Shiu [6]. The key manager can run as a unique entity
holding and managing secrets that are associated with policies concerning which
machines or SHBAs can access which encryption keys and therefore data. Keys are
always kept within the secure hardware thereby preventing future leaks. The SHBA
can be more tightly integrated into systems above the storage layer providing further
confidentiality guarantees.

5.4 Properties

In each of the above examples, simple services are run within an HSA each of which
has its own identity and its own domain of control. Each service can be thought of as
being independent but they function as an integral part of the IT infrastructure hence
bringing a separation of tasks and control whilst retaining execution efficiency.

6 Transformed Trust Model

Section 3 discussed a number of trust relationships that existed with in the
outsourcing scenario – the use of HSAs (described above) has significantly changed
these relationships. This section looks in more detail at how the trust relationships, in
the quotation process, have been modified using these HSA based services.

The identity relationship has been transformed from trusting the IT provider with
the identity to trusting the IT provider with a set of tasks they can perform with the
identity and trusting the signing HSA to maintain and enforce this task set (Fig 4 (a)).
The signing service has an identity allowing the merchant to send it encrypted
messages (such as its private key) and allowing a signed audit trail to be created.
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On the information management side four major aspects were discussed:
1. Confidentiality. Even with the course grained SAN encryption scheme referred to

above the trust relationship is changed (Fig 4 (b)). A third party holds and allocates
keys to decrypt data thereby reducing the possibilities of its inadvertent release.
Additionally, a strong audit log of when machines had access to disks –combined
with other audit information, helps provides evidence as to the correct handling of
data.

2. Integrity. The IT provider still holds the basic information and must ensure it does
not change but now the integrity checks are securely added and checked as part of
the signing process (Fig 4 (c)). Here the IT provider can still change data but the
chances of unauthorised changes are reduced by auditing and receipting

3. Process. The merchant should trust the IT provider to run the applications correctly
and therefore their processes. The trust relationship is modified in that additional
checks are made before the SMEs identity is placed on the result (Fig 4 (d)).

4. Control. The change control HSA authenticates requests coming from the
merchant and only then issues appropriate integrity checks, hence allowing
changes to be made (Fig 4 (c)). More importantly, the SME will be sent a secure
receipt making the required change non-repudiable – providing evidence of the
request.

From the above discussion it is clear that adding HSA based services into the IT
provider’s infrastructure changes the trust model from one where the IT provider is
more or less completely trusted to one with many more controls in place. These
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changes in the trust relationships are enforced by a mixture of controlling and
checking elements in the processes and by enhancing transparency in the system by
having strong audit trails. These audit trails should act as a control in that the IT
provider’s actions are placed on record – however, this is only really a control if these
audit trails are easily accessible and meaningful.

The HSA model does not necessarily reduce the trust that the merchant must place
in the overall system but it does dissipate it by spreading it over multiple parties. For
example, the merchant is still delegating complete control over its digital identity but
now the control is spread over multiple parties who are assumed not to collude. The
overall effect of this dissipation should allow the merchant to have considerably more
confidence in the solution.

The use of the HSA hardware both makes the use of multiple parties possible and
also involves a remote trusted entity that has no direct access over its service – thus
making collusion hard. The HSA model does rely heavily on device security and trust
in its ability to prevent intruders altering or observing the services.

7 Discussion and Current Status

The outsourcing scenario showed that in a rich (and typical) relationship there are
explicit and implicit trust relationships each taking the form ‘A’ trusts ‘B’ for ‘C’.
The merchant explicitly trusts the IT provider to run their IT processes but other trust
relationships involve trusting them with their digital identity; and with the correct
handling of their digital assets (information and processes). This leads to two
problems: firstly, how to analyse a relationship to ensure all trust implications become
explicit and secondly how these relationships can be expressed and reasoned about.
Tools supporting this type of analysis begin to address the rich set of trust issues in
any relationship and in doing so remove blocks to such relationships.

Section 2 identified that there is a lot of good current work in this area, however, it
is not clear that the tools and methodologies described are sufficiently rich to reason
over the range of levels (from abstract descriptions to implementation detail) required
for security and trust analysis. Further more, ideally such tools would be driven by
those forming the business decisions rather than requiring skilled IT personnel or
expensive consultants. Such a problem could be compared to the policy refinement
problem [15] where a combination of security and business knowledge is required.

There is also a great deal of work on expressivity or how to describe identified
trust relationships. Common within the relationships discussed here has been the
notion of duty of care of information necessarily passed to perform an action. For
example, the keys that can be used to sign on behalf of the merchant or the
commercially sensitive data held within databases. Typically, trust notations allow
you to specify the trustor (A), the trustee (B), an action set or collection of resources
to be accessed (C), a level of trust, and perhaps a constraint set. Nevertheless, in our
case, the action set may be to sign or run a process with constraints being policies on
valid quotes that can be signed, or the need to manage information used in processes
correctly and not to use it elsewhere. Such constraints can be hard to capture and
reason over, especially when they include much longer timescales than those intended
for the trust relationships.
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A further problem with trust management is concerning how polices are enforced.
When expressing policies the ability to enforce those policies becomes an essential
part of assessing the trust relationship. This is one of the motivations behind the HSA
approach. It is ensuring that policies are strongly enforced within the IT systems. This
changes the trust model in the sense that more control and transparency can be given
to the trustor, which reduce the amount of trust they have to place before committing
to a relationship.

This paper has talked relatively loosely about the problem of producing HSA’s and
the services that run on them. Currently a few specific software simulations of HSA
services have been created. They show they can improve the security of various
architectures and a number of patterns for their use are being developed. The next
steps in terms of complex business relationships and showing that HSA’s can be an
enabler, is to deploy a real example service in a trial situation where real trustors and
trustees could be involved in discussing the trust issues and hopefully become
convinced of the value of the approach.

8 Conclusions

This paper treats a trust relationship, as being of the form ‘A’ trusts ‘B’ for ‘C’. The
focus has been on the form ‘C’, i.e. that for which ‘B’ is trusted. The example showed
that there are many implicit and yet extremely significant trust relationships. In the
electronic world, a large set of these relationships concern residual information that is
necessarily shared as part of the overall relationship.

It has been demonstrated that secure hardware, in the guise of HSA's, can be used
to increase the control and transparency given to the trustor relating to these types of
implicit trust relationships. This in turn changes the trust model and makes them a
significant and useful tool for trust management.
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Abstract. Participants in public distributed computing do not find it
easy to trust each other. The massive number of parties involved, their
heterogeneous backgrounds, disparate goals and independent nature are
not a good basis for the development of relationships through purely
social mechanisms. This paper discusses the trust management issues
that arise in the context of the XenoServer Open Platform: a public in-
frastructure for wide-area computing, capable of hosting tasks that span
the full spectrum of distributed paradigms. We examine the meaning
and necessity of trust in our platform, and present our trust manage-
ment architecture, named XenoTrust. Our system allows participants
of our platform to express their beliefs and advertise them, by submit-
ting them to the system. It provides aggregate information about other
participants’ beliefs, by supporting the deployment of rule-sets, defining
how beliefs can be combined. XenoTrust follows the same design prin-
ciples that we are using throughout the XenoServer project: it provides
a flexible platform over which many of the interesting distributed trust
management algorithms presented in the literature can be evaluated in
a large-scale wide-area setting.

1 Introduction

The XenoServer project [9] is developing a public infrastructure for wide-area dis-
tributed computing, creating a world in which XenoServer execution platforms
are scattered across the globe and available to any member of the public. Users
of our platform are able to run programs at points throughout the network in or-
der to reduce communication latencies, avoid network bottlenecks and minimize
long-haul network charges. They can also use it to deploy large-scale experimen-
tal services, and to provide a network presence for transiently-connected mobile
devices. Resource accounting is an integral part of the XenoServer Open Plat-
form, with clients paying for the resources used by their programs and server
operators being paid for running the programs that they host.

The public and open nature of the platform imposes a need for a trust man-
agement system. In the real world, servers and clients operate autonomously.
Servers may be unreliable; they may try to overcharge clients, may not run pro-
grams faithfully, or may even try to extract client secrets. Clients may attempt to
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abuse the platform; they may try to avoid paying their bills, or to run programs
with nefarious, anti-social or illegal goals.

This paper covers the trust and reputation management architecture that is
used in the XenoServer Open Platform. In Sect. 2 we introduce the context in
which we are doing this work and then in Sect. 3 we identify the threat model
within which XenoTrust is designed to operate. Sect. 4 presents the XenoTrust
architecture and the notions of trust and reputation it manages. In Sect. 5 we
discuss the implementation choices and trade-offs that exist. Sect. 6 describes
related work and Sect. 7 concludes.

1.1 Contributions

This paper makes two primary contributions:

– Firstly, as we shall see in Sect. 2, the architecture of the XenoServer platform
sets it apart from those within which existing distributed trust management
systems operate. Unlike simple peer-to-peer recommendation services, we
are concerned with running real tasks on real servers for real money within
a federated system whose constituent parts may have different notions of
“correct” behaviour.

– Secondly, within this setting, the XenoTrust architecture provides a trust
management system which accommodates flexible policies for allowing its
participants to derive their own context-dependent notions of one anothers’
reputations. This is again in contrast to existing systems which assume either
that reputation is a global property or that the way in which it is assessed
is fixed.

2 XenoPlatform Overview

Fig. 1 illustrates the high-level architecture of the XenoServer Open Platform,
distinguishing the various rôles and interfaces involved. On the left hand side we
see a XenoServer, on the right hand side a client, and at the top an entity called
XenoCorp. XenoServers host tasks that are submitted by clients and XenoCorp
acts as a trusted third party. For exposition, it is easiest to assume a single
XenoCorp. However our architecture is designed to support multiple competing
entities, providing that they follow the same basic interfaces. This is analogous
to the way in which the commercial world supports many distinct and competing
institutions and currencies.

To set the general scene, it is important to realize the separation between a
XenoCorp and the organizations running XenoServers. The former provides au-
thentication, auditing, charging and payment, and has contractual relationships
with clients and with XenoServer operators – much as VISA or MasterCard act
as intermediaries between credit card holders and the merchants from which
they make purchases. It is the third party trusted by both clients and servers.

The XenoServers themselves may be run by disparate organizations, akin to
the way in which server hosting facilities currently operate. XenoServers function
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Fig. 1. The XenoServer Open Platform

on a commercial basis using well-maintained machines with long-term network
presence – not in “spare cycles” on users’ desktop systems. This, along with
the existence of XenoCorps, is an important distinction between our system and
“peer-to-peer” distributed computing projects.

In the center of Fig. 1 we see the XenoServer Information Service. This
acts as an intermediary between XenoServers, who advertise information within
it, and clients, who perform queries on the service. There are no architectural
conventions requiring that there be only one XIS although we envisage that this
situation will develop naturally since it makes sense for XenoServers to advertise
as widely as possible, and for clients to draw on the largest possible information
base when performing lookups.

The information held in the XIS takes the form of low-level information
about particular XenoServers – for instance their location and an indication of
the facilities that they offer. Queries take simple forms such as “Which servers
claim to be in the UK?” or “Which servers support IA-64 tasks?”. The timescales
over which XIS updates are made and the currency which queries should enjoy
follows much the same model as the existing Domain Name Service (DNS). That
is, we expect that XenoServer’s advertisements within the XIS will be updated
on the order of hours or days and that it is acceptable to use aggressive caching
within the XIS. Of course, this model raises some of the same problems that
occur with the DNS – for instance, who should operate and fund it. As we shall
see, these same questions also arise for XenoTrust and we shall return to them
in Sect. 5.

The initial XIS implementation is a distributed storage service optimized
under the assumptions that (i) writes are always total rewrites, (ii) XenoServers
arrange that there is only ever one writer for each piece of data, (iii) reads of
stale data are always either safe or can be verified and (iv) information held in
the XIS is for use by tools rather than humans. Self-certifying names [10] are
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used to ensure the authenticity of retrieved information and to allow clients to
complain to the XenoServer’s XenoCorp about inaccurate advertisements.

Although there is nothing to stop clients from using the XIS directly to select
appropriate XenoServers, or indeed from contacting prospective servers directly
without introduction, we anticipate that most will make use of one of a number
of Resource Discovery (RD) systems. These perform a matchmaking process
between clients and XenoServers, receiving specifications of clients’ requirements
and using a search algorithm to identify a number of suitable servers. As with the
XIS, the information returned is based on the advertisements received; clients
then query the suggested XenoServers directly to obtain up-to-date resource
availability and a spot price. However, unlike the XIS, the queries are at a much
higher level, for instance corresponding to “Find a XenoServer for a networked
game of Quake that is suitable for clients A, B and C”.

There may be multiple such RD Systems, either for simple competition (as
exists between online search engines) or for specialisation to particular kinds of
client, XenoServer or task. The algorithm with which the mapping is performed
is entirely dependent on the RD mechanism.

In companion papers we introduce this high-level architecture in more de-
tail [11] and describe our prototype XenoServer platform [3].

3 Threat Model

We assume that some out-of-band mechanism is available to provide assurance
of XenoCorp’s identity; for instance, our first XenoCorp will interact over https
connections with a suitably signed certificate. In turn, one of XenoCorp’s rôles
is to authenticate XenoServers and clients to its satisfaction; in our prototype
deployment this will be evinced by signed credentials that can be tied to the
issuing XenoCorp.

This means that both XenoServers and clients have a way of mapping one
another back to a real-world identity, either directly or through a XenoCorp.
This capability ultimately provides a way in which they can carry complaints
through to non-technical solutions in the judicial system. What, then, is the
rôle of XenoTrust? In answering this question, and identifying the requirements
of XenoTrust, we shall consider the major kinds of threat which exist to the
participants in platform.

Threats to XenoServers. XenoServers face the clearest threats. Disreputable
clients may try to place tasks on them but then not pay. They may also try to
run tasks that use XenoServers as the source of some nefarious activity on the
network, perhaps to try to conceal the actual originator. Server operators must
therefore take care over both the jobs that they accept, and their management
of auditing information for investigating any problems reported. If security flaws
are discovered in the XenoServer software then clients may try to exploit those.
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Threats to Clients. Clients may find that the jobs they submit to a partic-
ular XenoServer are not executed faithfully. A malicious server operator may
overcharge for resource consumption. Others operators may simply have been
unlucky and bought unreliable machines to use as XenoServers. In either case,
technical solutions are not present; to date, software mechanisms such as proof
carrying code have focussed on ensuring the safety properties of clients, rather
than of servers. Although “trusted computing” schemes such as TCPA [15] pro-
vide mechanisms for ensuring tamper-proof execution of core system compo-
nents, they cannot prevent software errors, or faults in the underlying hardware.
In any case, such schemes do not fit with our goal of allowing the XenoServer
platform to host code written in a broad range of existing distribution formats
which may not be supported on the trusted platforms that arise.

Threats to XenoCorps. If there are many XenoCorps then disreputable clients
or server operators may try to register with each in succession if they continue
to be ejected from the platform.
Where these threats involve an identifiable component misbehaving, either a
XenoServer or a task running on a XenoServer, then it is of course possible for
the other parties involved to complain to their common XenoCorp. Problems
can arise, however, in a number of ways. Firstly, it is quite unrealistic to expect
all of the participants to agree on common standards of behaviour – even if a
single “acceptable use policy” could be enforced by XenoCorp then it would
most likely be written in a natural language. Secondly, the volume of complaints
may be large and the distinction between trivial and important ones unclear.
Finally, issuing a complaint is difficult when the source of misbehavior is not
straightforward to determine.

Consider, for example, a situation where a client is running a POSIX ap-
plication on a XenoServer – perhaps within the XenoLinux environment that
forms part of our initial deployment. Monitoring suggests that the XenoLinux
environment in question starts requiring more network bandwidth than initially
specified when the job was started. There are several possible explanations:

– The client’s application is misbehaving as part of its normal operation, per-
haps acting as a server subject to an unexpectedly high level of demand.

– Perhaps the client’s estimate of the resources necessary is simply inaccurate.
The XenoServer will be multiplexing its physical resources between a range of
tasks and predicting context switch overheads or the effects of contention in
caches and shared buffers is difficult. Similarly, there will be subtle differences
between the performance of processors or execution engines even if they
accept the same execution formats (for instance between a Pentium-3 and
Pentium-4 processor, or between a JVM from Sun and a JVM from IBM).

– Perhaps the client’s application has been compromised and is thus being
caused to misbehave.

– The XenoServer itself could have been compromised and be misbehaving.

One can also envisage more intricate causes of problems. For instance, it would
be näıve to assume that the XenoServer software will not exhibit the kinds of
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fault that occur in mainstream operating systems. One task could exploit such
a fault and plant code to cause latent problems for subsequent jobs, to extract
data from them, to consume their resources, to masquerade as their owner or
simply to cause them to fail. Such problems can often only be tracked down after
the fact, once forensic evidence of such an exploit has been gathered.

In a setting like this it is very difficult to identify which of these explanations
is the actual cause of the higher resource demands. Any näıve decision making
policy at this stage would open numerous possibilities for misuse and deception
by sophisticated attackers.

4 XenoTrust Design

Fundamental to all of these concerns is a notion of trust. Should a XenoServer
trust a prospective client to submit reasonable code for execution? Should a
client trust that a XenoServer it is considering will execute its code correctly?
Should a XenoCorp trust that a prospective XenoServer operator or client is
going to be a trouble-free participant? As is usually observed, these questions
are all subjective and context dependent.

We take a two-level approach to managing trust in the XenoServer Open
Platform by distinguishing authoritative and reputation-based trust:

– Authoritative trust. This boolean property is established between a Xeno-
Corp and the clients and servers that register with it. It is evinced by the
credentials issued by the XenoCorp. These can be validated by any of that
XenoCorp’s other clients and servers.

– Reputation-based trust. This is a continuous property which quantifies, in
a particular setting, the trustworthiness that one component ascribes to
another.

We discuss these aspects of our trust management architecture in Sections 4.1
and 4.2 respectively.

4.1 Authoritative Trust

As was illustrated in Fig. 1, each XenoCorp acts as an authority which is re-
sponsible for registering the clients and servers that wish to participate. The
XenoCorp has ultimate authority for registering and ejecting participants and
for establishing authoritative trust between them and itself.

It issues credentials to correctly-validated participants and can rescind these
credentials should the participant de-register from the system or be ejected from
it. Note that the validation step indicated in Fig. 1 and performed between a
XenoServer and XenoCorp before starting a session provides an opportunity to
detect rescinded credentials.

This “authoritative trust” underpins the XenoServer Open Platform because
it confirms that a XenoCorp is aware of a “real-world” identity bound to the
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participant. This enables recourse through the courts should it be necessary and
– so long as new real-world identities cannot be created trivially – makes it
harder for a participant to re-register once ejected.

An analogy with the real world is that an individual may decide to be law-
abiding and socially responsible, or they may decide to behave objectionably and
thereby risk prosecution by a globally acceptable authority – the judicial system.
In important transactions, interaction is often underpinned by the examination
of identification documents or checks for criminal records and so on – that is, by
evidence of authoritative trust between the state and the parties involved.

XenoCorps will differ in exactly what information is required at registration
time – in a commercial setting this may be a credit card number registered to
the participant, or physical evidence of a passport or picture-ID enabling charges
to be traced.

4.2 Reputation-Based Trust

Observing the same analogy as presented above, people in the real world, whether
offenders or not, have a reputation which influences their relationships with other
members of society. In an extreme case, someone might be believed to be an
offender, but not yet be convicted. This notion of reputation is subjective, as
listeners attach different significance to what they hear. Mrs Smith’s reputation
for always being ten minutes late may be of little consequence to her friends
and family (who, knowing this fact, may already incorporate it into their own
timekeeping arrangements), but be of great importance to a potential employer.
These observations carry over to how interactions are managed in the XenoServer
Open Platform and the way in which clients and XenoServers form opinions
about one another.

The second layer of the XenoTrust model is this form of “reputation-based
trust”. Compared to the authoritative trust relationship, this second-level is
established on a point-to-point and highly dynamic basis between individual
XenoServers and clients. Unlike registration with XenoCorp, it is entirely up to
participants to choose whether or not to use the system – as in the real world,
some participants may choose to bear what others believe to be an unacceptable
risk or to rely on other sources of information.

Conceptually, each component forms a reputation vector, which stores values
about different aspects of the reputation of other components in the platform.
Ordinarily, individual clients and servers will build up this information locally
as they interact with others. Their views will be subjective, perhaps with some
clients favouring one aspect of a server’s behaviour (say, factually correct price
advertisements) and others favouring other aspects (say, a reliable service with
low jitter during network transmission). It is the participant’s responsibility to
decide how to interpret the scores in its reputation vector, e.g. to decide at what
point a counterpart is deemed unworthy of further interaction.

Participants will also tell others about their observations. Again, it is up to
participants to decide how to deal with the reports that they hear. However,
the community as a whole may benefit from participants exchanging reputation
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information with one other, each using that information to influence their own
reputation vector. For instance, when a new member arrives in the XenoServer
Open Platform, and is looking to co-operate with other components, it is useful
to give it access to existing participants’ reputation information.

Of course, a direct implementation of such a scheme would not be practical an
any large setting. Broadcasting information from every participant is unfeasible.
In the XenoServer platform many participants will interact with only a small
subset of others and will only need to form trust judgements about them. Instead,
we will present the operation of XenoTrust first of all at the level of the operations
that it exposes to participants and we will then discuss, in Sect. 5, some of the
implementation and deployment options that exist.

Our model involves three steps; statement advertisement in which one partic-
ipant provides XenoTrust with information about another, rule-set deployment
in which a participant describes how to compute its reputation vector and then
reputation retrieval in which entries from its reputation vector are actually eval-
uated and delivered to the participant.

Statement Advertisement. We define a statement as the unit of reputa-
tion information that components advertise to others. A statement is a tuple,
including the advertiser’s identity, the subject component’s identity, a token rep-
resenting the aspect of the subject’s reputation that is being considered and a
series of values which indicate the extent of this reputation. The tuple is signed
using the advertiser’s authoritative credentials to prevent forgery.

The interpretation of these tokens and values is a matter for convention be-
tween the components that are using XenoTrust. For exposition, we may consider
statements such as (C,X,payment, 1, 50) giving component C’s view on how X
scores in terms of making payments. The scores 1, 50 may indicate a maximum
value of 1 on a [0 . . . 1] scale based on an experience of 50 interactions. In other
statements, C may report (C,X,belief, 0.8) meaning that C attaches a weight
of 0.8 to what they hear from X. Again, the interpretation of these is a matter
of convention by C.

Self-certifying names are used to prevent forged statements. However, beyond
that, XenoTrust does nothing beyond this to ensure that statements are in any
sense valid: as with real-world advertisements, users are under no compulsion to
believe what they see or to pay any attention to it.

Rule-set Deployment. Components are welcome to search XenoTrust directly
for statements that have been made. For instance, before hosting a job from a
particular client, a XenoServer may query the XenoTrust system for any state-
ments that have previously been made about the client. Again, these would be
simple queries of the form “return all the statements naming participant A”.
However, this scheme is far from scalable and – unless very extensive queries
are made – it will only take into account direct statements made about the
component in question.

Instead, the approach that we take is to move the computation of reputation
vectors from the participants involved into XenoTrust itself. This allows the
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Fig. 2. Aggregation of statements by XenoTrust

aggregation of information to take place within XenoTrust and, crucially, allows
it to be updated incrementally as new statements are received. It also allows the
results of this computation to be shared between participants who are using the
same rulesets to derive their reputation vectors. Some examples of the kind of
rules we anticipate are given within the example scenario considered in Sect. 4.3.

Reputation Retrieval. The final step in using XenoTrust is for one component
to query the rule-sets that it has deployed in order to retrieve elements from its
reputation vector.

4.3 Example

Fig. 2 provides an overview of how these stages of XenoTrust may be used. This
example shows statements issued by five components – four servers (A, B, C,
D) which have been hosting jobs on behalf of a client X. All of these statements
are held in the XenoTrust system, available for public view.

Statements labeled “payment” refer to the server’s view of whether the client
is reputable when it comes to settling their bills, indicating how likely they be-
lieve an interaction with X is to proceed without problems in this regard (a value
between 0 and 1) and how many times they have interacted with X (an integer).
For instance, A has interacted with X 123 times and assigns X the maximum
score. In contrast, B has interacted with X just once and assigns the lowest pos-
sible score. Furthermore, D has made additional statements indicating the value
it places on statements made by each of the other three servers, again as a value
from 0 to 1. In this case the client X has also made a statement about itself,
claiming to have interacted a great many times and always successfully – other
users of XenoTrust would be wise to attach little credence to this statement.

Various users of XenoTrust have installed different rule-sets for quantify-
ing their trust in clients on the basis of the statements that have been made.
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In this case D is using a rule set “<scaled>” which combines the “payment”
statements according to D’s own “belief” statements. For instance B and X’s
statements would not influence D, but A and C’s would. Other rule-sets select
statements made by other parties (i.e. discarding X’s self-referential statement)
before combining them according to various averages.

4.4 Users of XenoTrust

The service provided by XenoTrust is valuable across the XenoServer platform
in ways beyond its direct use by clients and by XenoServer operators:

Resource Discovery. As we saw in Sect. 2 we anticipate that many clients
will take advantage of search facilities provided by resource discovery systems.
These RD services may use XenoTrust to determine the “trustworthiness” of a
XenoServer as one of the axes along which a resource search may be performed.
If an RD service specializes in a particular category of task – such as networked
games – then this would influence the kinds of rule-set that it would deploy.

XenoCorps. To make valid decisions over when to consider ejecting a participant,
a XenoCorp can use information gathered through XenoTrust. This creates a
link between the authoritative trust level and the reputation-based trust level,
whereby the former is influenced and ultimately modeled by the latter.

From the point of view of the XenoTrust service there is no distinction
between XenoCorp and any other component in the system. Rule-sets used
by XenoCorp and the algorithms employed for deciding whether a component
should be ejected are implementation are policy specific and outside the scope
of this paper. The level of sophistication at a XenoCorp can be expected to be
proportional to the financial, commercial etc. sensitivity inherent in a particular
setting; for example, the amount of anti-fraud insurance cover obtained should
be proportional to the incentive to commit fraud.

The outlined inter-layer links ensure that misbehaving components, whether
faulty or malicious, will eventually be penalized platform-wide by XenoCorp.
An interesting aspect of the approach is that optional reputation-based trust is
projected onto a mandatory authoritative trust level. The effect of this should
be an incentive for components to participate fully within the XenoTrust model.
Furthermore, if an inter-XenoCorp trust information sharing agreement is in
place, offending components may suffer global consequences for misbehaving.

4.5 Discussion

Most widely spread attacks on reputation systems are from the family of so-
called Sybil attacks [8]. Sybil attacks assume that a single hostile or faulty entity
can present multiple indentities, and by using those, substantially influence the
behavior of the overall system. As argued in [8], these attacks are prevalent in
systems in which it is easy to come by fresh identities. However, we argue that
Sybil attacks are not feasible in the XenoServer platform for two main reasons:
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1. XenoCorp acts as a centralized, trusted, certification agency that validates
all identities used in the platform. For an entity to fraudulently register
multiple identities it would be neccessary to present XenoCorp with the same
number of real world, unlinkable, legal identities. The nature of credentials
required by XenoCorp depends on the level of security required against Sybil
attacks; we can expect a balance to be drawn between the cost of validating
credentials and the cost of a successful Sybil attack.

2. As participation in XenoTrust is optional and as the way in which each com-
ponent uses reputation data obtained from XenoTrust is implementation-
specific, it would be difficult for a hostile entity to accurately estimate the
impact of an attack. In effect, an attacker would not be able to balance the
costs of obtaining multiple identities against its financial gain. Furthermore,
as the platform is expected to be dynamic in terms of participants, even
analysis of historical behavior of the system would not gain an attacker deep
insight into the future on which it could base its gain estimates.

A further possible kind of attack on XenoTrust is shilling; providing a financial
incentive to real world entities for providing fake reputation data about a set
of components to XenoTrust. The problem of uncertainty for the attacker, as
described earlier, further influenced by the number of components in the system,
would provide a strong disincentive for this type of attack.

5 Deploying XenoTrust

The previous section discussed the core architecture of XenoTrust. We will now
turn to a number of more practical questions, implementation considerations
and further issues.

5.1 XenoTrust Implementation

There are several options that one could consider in terms of where XenoTrust
will be hosted, how statements are advertised, and how rulesets are deployed and
evaluated. XenoTrust statements could be stored centrally in each XenoCorp,
or in a specialized component, or, indeed, it may be that XenoTrust would
be implemented over the XIS (XenoServer Information Service). In this case,
statements advertised are stored in XIS, and rule-set deployment and reputation
retrieval are performed on XIS.

With XenoTrust one can imagine some people wanting to run storage nodes
for themselves holding their statements, rather than casting them into the “best
effort” XIS cloud. One possibility is for a XenoCorp to provide such a store
and make it mandatory for its clients and servers to feed information back.
Alternatively a “Which?”-style consumer magazine or a “Slashdot”-style online
community could run one from which to promulgate its recommendations.

In the case of our prototype deployment, we anticipate that the same people
who run the first XenoCorp would also run the first XIS and XenoTrust systems,
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providing the latter two as an incentive to encourage business on the former –
much as existing DNS servers are run as a convenience to the Internet community
without explicit transaction-based charging.

5.2 Funding XenoTrust

An interesting aspect of the operation of XenoTrust is how the system’s operation
will be funded in the XenoServer Open Platform. Resources in our platform need
to be paid for in order to make the system economically practical.

One option would be to use a subscription-based system, where components
would have to sign up for using the XenoTrust in advance and pay for it. A
problem with this model is that all components are charged the same, which can
be unfair for ones that use the system less.

Another possibility is to charge components whenever they advertise a state-
ment. The disadvantage here is that participants that advertise a lot of – po-
tentially valuable – information are discouraged from doing so, while compo-
nents that overuse the query mechanisms for obtaining that information are not
charged at all. Participants can also be charged in a per-query basis, but this
model does not encourage components to advertise information. Another diffi-
culty is that queries can vary from very simple to fairly complex, so figuring
out the price of each query according to the deployed rule-sets may be difficult
and/or costly.

Rewarding advertisement is in general rather difficult since there is no easy
way to distinguish between credible statements and ones advertised simply for
gaining credit. Using the “belief” component of the reputation of an advertiser
may offer possibilities here.

5.3 Rule-Set Selection

The selection of a suitable set of rules or the language for defining them needs
to take into account the computational cost of applying them, the possibility for
sharing of this computation between users with similar rules and (perhaps) the
possibility of XenoTrust forming a covert-channel communication mechanism.

In terms of concrete rule-sets that may be used, a promising direction is to
use XenoTrust to support the evaluation of some of the policies being developed
by the SECURE project [16]. This uses a lattice to represent trust values and
allows principals to provide expressions that define their rules for delegation. For
instance one principal might specify:

Pol(tg, p) = (p = Tim)?0.5 : (tg(Alice)(p) � tg(Bob)(p))
In this case tg is the global trust space, conceptually the combination of all of
the principals’ current trust values and p is the principal about whom a trust
decision is being evaluated. In this case if p is the principal “Tim” then a value
of 0.5 is returned directly, otherwise the least-upper-bound of the trust values
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believed by Alice and Bob is returned. The use of a functional language should
allow evaluation work to be shared between users whose policies co-incide.

Of course, we can do other things with this, but it provides an effective
framework whilst still not requiring, on a global basis, a specific method of
computation or set of trust values.

5.4 Load Balancing

The XenoTrust system can also be used to facilitate load balancing within the
network. Highly loaded servers will disobey QoS agreements more often than
less loaded ones, as the resources on those servers will become more congested.

Thus, under the XenoTrust model, this will lead to more negative statements
being issued about them, and, therefore, to a reduction of the tasks that will
be submitted to them for deployment. This will help reduce their load, as the
reputation of fresh and less loaded servers will increase for as long as they provide
good service. This also provides an incentive for XenoServer owners not to over-
estimate what work their machines can do – brief overloading could lead to
long-term underloading, or to their having to lower their prices.

This is an intriguing use of a reputation system, although it throws up a large
number of further issues. We hope to investigate these further in the future.

6 Related Work

Over the last ten years, several researchers have developed trust models and im-
plementations based on them. Josang provides definitions and categorization of
several kinds of trust [12]. One of the first trust models and formal definitions of
trust in electronic communities was introduced by Marsh [13]. His model, based
on social and psychological properties, is considered rather complex, essentially
theoretical and possibly impractical. Beth et al. suggest a theoretical model and
methodology to represent and derive trust relationships [4].

Real-world paradigms that incorporate trust management subsystems in-
clude on-line auctions and retailers, like eBay and the amazon.co.uk market-
place. In such systems, buyers and sellers can rate each other after each trans-
action. The reputation of each participant is computed as the average of the
scores reported over a specific amount of time – e.g. the last six months – and
stored in a centralized repository. Kasbah [7] introduces the use of designated
“regulator agents” that roam the marketplace to ensure that participant agents
do not misbehave.

Systems like Kasbah and the on-line auctions and retailers have very limited
expressiveness, as they assume that all participants agree on the criteria on which
such reputations are based, and that they attach equal credence to everyone’s
statements. Moreover, reputation in those systems is usually single-dimensional,
and their scalability is restricted, as the central repository or agent that stores the
reputation information is a single point of failure, and has to grow in proportion
to the number of participants.
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Another research avenue relates to peer-to-peer systems. In the model sug-
gested by Rahman and Hailes, each participant uses an agent to decide both
which participants to trust, and which other agents’ opinions to trust [1]. Even
though implementation issues are not discussed in detail in that paper, repu-
tation statements advertised are somehow broadcast or multicast between the
participants and are then stored in each peer independently. This is inefficient
in terms of network traffic as well as information redundancy; in the XenoServer
system, many participants will never interact with one another and need not
know one another’s reputation, while statements are stored in XenoTrust rather
than in the participants themselves. Yu and Singh [17] propose a social mech-
anism of reputation management relying on agents that exchange and assess
reputation information on behalf of the users. The model proposed by Aberer
and Despotovic is the one that is closest to ours [2]. Our approach is fundamen-
tally different from all the above, as in the XenoServer Open Platform all entities
are associated with a real or legal identity, and operate in a pseudonymous rather
than totally anonymous manner.

Approaches like the PGP system, the X.509 framework, PolicyMaker [6] and
KeyNote [5] use a different notion of trust, as they focus on techniques to for-
mulate security policies and credentials, determining whether particular sets
of credentials satisfy the relevant policies and deferring trust to third parties.
Maurer proposes a probabilistic alternative to the above models [14]; trust man-
agement in that context is tightly coupled with hard security and the mapping
between keys and identities. In such systems, identity-based certificates create
an artificial layer of indirection between the information that is certified (which
answers the question “who is the holder of this public key”) and the question
that a secure application must answer (“can we trust this public key for this
purpose?”). Hard security approaches help establish that the party one is deal-
ing with is authenticated and authorized to take some particular actions, but do
not ensure that that party is doing what is expected and delivering good service.

Our system differs fundamentally from these in that it combines hard security
trust and soft, reputation-based trust, while maintaining a flexible and scalable
architecture.

7 Conclusion

The XenoServer Open Platform allows users to deploy and run computations
on a large number of globally dispersed XenoServers, while performing accurate
accounting and charging for the resources consumed. In such an environment, it
is crucial to have a model of trust which allows individual components to decide
whether to interact with each other. We have presented XenoTrust, a two-layer
model which combines authoritative and reputation-based trust: the former pre-
vents the Sybil attacks that most peer-to-peer and other ad-hoc open platforms
are defenseless against; the latter avoids the notion of a global interpretation
of “trust” and “risk”. This is crucial in a large-scale computing platform with



Managing Trust and Reputation in the XenoServer Open Platform 73

users and suppliers from many cultures and jurisdictions. It gives individuals the
flexibility to make whatever game-theoretic trade-offs they wish.

The design is simple and should lead to a straightforward implementation.
However the ultimate test will take place when we make our initial public de-
ployment of the XenoServer Open Platform. Please contact us if you would like
to be involved.
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Abstract. Software component technology supports the cost-effective
design of applications suited to the particular needs of the application
owners. This design method, however, causes two new security risks. At
first, a malicious component may attack the application incorporating it.
At second, an application owner may incriminate a component designer
falsely for any damage in his application which in reality was caused by
somebody else. The first risk is addressed by security wrappers control-
ling the behavior at the component interface at runtime and enforcing
certain security policies in order to protect the other components of the
application against attacks from the monitored component. Moreover, we
use trust management to reduce the significant performance overhead of
the security wrappers. Here, the kind and intensity of monitoring a com-
ponent is adjusted according to the experience of other users with this
component. Therefore a so-called trust information service collects posi-
tive and negative experience reports of the component from various users.
Based on the reports, special trust values are computed which represent
the belief or disbelief of all users in a component resp. the uncertainty
about it. The wrappers adjust the intensity of monitoring a component
dependent on its current trust value.
In this paper, we focus on the second security risk. To prevent that
a component user sends wrong reports resulting in a bad trust value
of the component, which therefore would be wrongly incriminated, the
trust information service stores also trust values of the component users.
The trust values are based on valuations resulting from validity checks
of the experience reports sent by the component users. Therefore an
experience report is tested for consistency with a log of the component
interface behavior which is supplied by the component user together
with the report. Moreover, the log is checked for being correct as well.
By application of Jøsang’s subjective logic we make the degree, to which
the experience reports of a component user are considered to compute
the trust value of a component, conditional upon the user’s own trust
value. Thus, users with a bad reputation cannot influence the trust value
of a component since their experience reports are discounted.

1 Introduction

Component-structured software gets more and more popular since applications
can be cost-effectively composed from components which are developed indepen-
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dently from each other and are separately offered on an open market (cf. [1]).
Suitable components are selected according to the particular needs of the desired
user and are coupled to an application. The components are either executed lo-
cally on the application’s host or run on a remote server and are integrated by
means of a special telecommunication service.

The composition process, however, is aggravated by the heterogeneity of the
component interfaces. Here, component contracts, which are ideally legally bind-
ing, prove helpful. They can be used to adapt the interfaces in order to fit to
each other since the context dependencies of a component have to be explicitly
stated in its contract. According to Beugnard et al. [2] a contract consists of four
parts modeling the structure of a component interface (i.e., the methods with
input and output parameters, events, exceptions), constraints about the inter-
face behavior demanded from the component and its environment, synchroniza-
tion aspects, and quantitative quality-of-service properties. Moreover, reflection
and introspection [3] facilitate the coupling of components by providing special
methods enabling the exploration of component properties, methods, and inter-
faces at runtime. These methods are utilized by visual application builder tools
(e.g., [4]) making the component composition easier. Well-established platforms
for component-structured software are Java Beans [3] and, in particular, Enter-
prise Java Beans [5], Microsoft’s COM/DCOM [6], and the CORBA component
model [7]. Each platform provides notations to describe component types, pa-
rameter types, and interfaces. Furthermore, means to introspect components and
special composition support are provided as well.

The heterogeneity of the components also results in a new class of security
risks. Compared with ordinary monolithic applications in component-structured
software new principals and roles are introduced. Besides of application owners
and users we have to consider also a number of different component designers
as well as application builders and component service providers. On the one
hand, these principals introduce their own security objectives which have to
be fulfilled. On the other hand, each principal is also a potential threat to the
application, its components, and the other principals. A taxonomy of security
risks for components is introduced in [8] and an extended list is published in [9].

Here, we concentrate on two main security risks:

1. A malicious component must not be able to distort components of its en-
vironment and, in consequence, spoil the whole application incorporating
it.

2. A component and its designer must not be incriminated falsely for damage in
a component-structured application which in reality was caused by another
principal.

In [10,11] we introduce an approach addressing the first risk. It is based on the
component contracts which are extended by models specifying security-relevant
behavior to be fulfilled by a component and its behavior. We assume that ma-
licious or compromised components behave in a way which diverges from the
contract models. Therefore we use so-called security wrappers observing the in-
terface behavior of the component at runtime. Security wrappers are specialized
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software wrappers (cf. [12]) which are pieces of code extending a component. A
security wrapper is inserted at the interface between a component and its envi-
ronment. It temporarily blocks an event passing the interface and checks it for
compliance with the behavior models in the contract which are simulated. If the
event complies with all models, it may pass. Otherwise, the wrapper seals the
component temporarily in order to prevent harm for the component environment
and notifies the application administrator.

Since the security wrappers cause a significant performance overhead of 5
to 10%, we combined the approach with active trust management [9,13]. The
intensity of the runtime enforcement by the security wrappers is adjusted ac-
cording to the reputation of the observed component. To serve this purpose, a
component user creates an experience report in intervals and sends it to the so-
called trust information service. A positive report states that no contract model
was violated by the component after sending the last report while in the case of
detecting a contract violation a negative report is issued. The trust information
service collects the reports from various component users and computes for each
rated component a trust value (cf. [14]) stating the users’ belief and disbelief
in the particular component resp. their uncertainty about it. This trust value
is used by the component owners to adjust the intensity of supervision by the
wrappers which may reach from permanent observation via spot checks to the
complete removal of a wrapper. A special trust manager component forms the
link between a wrapper and the trust information service. It automates both the
generation of experience reports and the control of the wrapper.

Unfortunately, the approach sketched above does not address the second
security risk. On the contrary, by sending wrong negative experience reports
about a component to the trust information service, a component user may
easily incriminate the component and its designer. Since the trust values are
not only used to control the security wrappers but also to support procurement
decisions (cf. [9]), an incrimination may lead to a significant financial loss for the
component designer. On the other side, a component may protect a designer of a
malicious component by failing to send negative reports after detecting behavior
violations.

In this paper we introduce an extension of the trust information service
in order to prevent component users manipulating component trust values by
issuing wrong experience reports. Now the trust information service also stores
trust values of component users. The trust value of a component user is used to
determine the degree, an experience report of this user is considered in computing
a component’s trust value. Thus, if a component user already sent false reports,
a bad trust value is assigned to him and, in consequence, his experience reports
are not considered for calculating the trust value of a component anymore.

In order to get decent valuations about component users, a user has to com-
plement an experience report by a log of the events passing the interface of the
evaluated component. The trust information service is supplemented by experi-
ence report checker components checking if the rating in an experience report
is acknowledged by the behavior listed in the log. Moreover, by analyzing the
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log the experience report checker tests if the other components of the user’s
application fulfilled the component contract models constraining the component
environment. Finally, an experience report checker tests the log for correctness.
Since there are no possibilities to prevent a principal forging a log if the logged
component is within the principal’s control (cf. [15,16]), the experience report
checker tries to reconstruct a log by running a copy of the component in a sand-
box. It performs a number of runs of the component using the inputs listed in
the log. If in one of the runs the outputs from the component corresponds to the
log as well, the experience report checker accepts the log as correct. Otherwise,
it is rejected as possibly forged. If an experience report passes all three tests the
experience report checker sends a positive rating of the component user and a
negative rating otherwise. The component user’s trust value is calculated from
these ratings.

To avoid correctness proofs of logs by reconstructing the log events, a compo-
nent user may also use a so-called witness host. Here, the component in question
is not executed on the system of the component user but on a remote host and
incorporated to the application by means of a telecommunication service. This
witness host produces an own interface log and passes it to the trust information
system instead of the component user himself. Since it is trusted by the trust
information service, the log is considered to be correct and experience report
checker has only to perform the two other tests.

In the sequel, we give at first a short introduction into trust management
and, in particular, into the computation of trust values. Thereafter, we sketch
the security wrappers and their trust-based control. Afterwards, we outline the
extended trust information service. Finally, we introduce the experience report
checker components and the witness hosts.

2 Trust Management and Trust Value Computation

According to Khare and Rifkin [17] the World Wide Web “will soon reflect the
full complexity of trust relationships among people, computers, and organiza-
tions.” The goal of trust management is to include trust relations between rel-
evant human and computer entities in the decision which security mechanisms
should be used in order to protect certain principals and their assets against
malicious attacks. Jøsang [14] defines two different kinds of trust relationships
reflecting interactions between humans resp. between humans and computers. He
calls humans passionate entities and computers as well as other entities without
a free will (e.g., organizations) rational entities. One trust relationship may exist
between two passionate entities A and B. Here, A trusts B if A believes that B
behaves without malicious intent. The other trust relationship considers trust of
a passionate entity A in a rational entity B. Since B cannot be benevolent or
malicious due to the lack of a free will, this relationship states the belief of A
that B will resist any malicious manipulation caused by an external passionate
entity C.
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Beth et al. [18] define two different types of trust. An entity A has direct trust
in another entity B if it believes in the benevolence of B itself. In contrast, A
has recommendation trust in B, if it believes that B gives a reliable and honest
assessment of the benevolence or nastiness of a third entity C.

Some interesting approaches of trust management exist in the field of access
control. Since traditional discretionary and mandatory access control models are
not adequate for large distributed systems as the Internet with a large number of
fluctuating participants (cf. [19]), credential-based systems like PolicyMaker [20],
REFEREE [21], KeyNote [22], and the Trust Establishment Toolkit [23] gain
more and more popularity. In these systems third party entities issue credentials
to principals if they have direct trust in them. If a principal wants to access
a resource, it passes its credentials to the resource provider. Depending on his
recommendation trust in the issuers of the credentials, the resource provider
decides about granting access to the owner of the credentials.

A variant of credential-based systems are label bureaus [24]. Here, web pages
are labelled in order to protect children from access to objectionable Internet
sites. In contrast to the previous approaches, besides of trusted authorities (third-
party labels) labels may be also issued by the web site designers (first-party) or
by interested web site users (second-party).

Reputation systems (cf. [25]) are another application domain for trust man-
agement. Here, an entity rates another entity according to its experience in deal-
ing with the counterpart. A reputation system collects the ratings and publishes
them either completely or encoded in a certain scheme. The ratings provide other
entities with support in deciding about the trustworthiness of the rated compo-
nent. A well-known example is the feedback forum of the Internet auctioneer
eBay [26] where sellers and buyers can rate each other. A more recent approach
is the Feedback Collection and Reputation Rating Centre (FCRRC) [27] which
is used to create reputation on parties to electronic contracts. According to Del-
larocas [28], reputation systems, however, are vulnerable against attacks leading
to wrong reputations of principals. In particular, sellers of a good may collude
with buyers in order to get unfairly high ratings themselves or to provide other
sellers with unfairly low ratings. In our system, which is also a special reputation
system, we rule out this vulnerability by applying the experience report checkers
(cf. Sec. 5).

In order to use trust management in practice, one has to define a measure to
state various degrees of trust. In [29], Jøsang introduces trust values which are
triples of three probability values. Two values state the belief resp. disbelief in
an entity while the third one describes uncertainty. This third value is necessary
since the knowledge of an entity may be too small to give a decent assessment.
A trust value can be modeled by a so-called opinion triangle (cf. Fig. 1). Here,
the belief, disbelief, and uncertainty are specified by the values b, d, and u which
are real numbers between 0 and 1. Since, moreover, a trust value fulfills the
constraint b + d + u = 1, it can be denoted by a point in the triangle. A trust
value stating a high degree of uncertainty is modeled by a point close to the top
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Fig. 1. Opinion Triangle (taken from [29])

of the triangle while points on the right or left bottom state great belief resp.
disbelief based on large experience with the entity.

In his subjective logic [30], Jøsang extended the trust values to so-called
opinions. Here, a forth probability value, the relative atomicity, was introduced.
It denotes the degree of optimism or pessimism that the current uncertainty
leads eventually to belief resp. disbelief. Since we do not use relative atomicity,
we will apply the original trust value triples.

Trust values are used to describe both the direct trust in an entity and the
trust in the recommendation of an entity about a third one. Jøsang and Knapskog
introduce the following metric [31] to compute trust values from the number p
of positive valuations and n of negative valuations of the entity in question:

b = p
p+n+1 d = n

p+n+1 u = 1
p+n+1

The metric expresses a relatively liberal philosophy to gain trust since neg-
ative valuations can be compensated by an arbitrary number of positive assess-
ments. Since this philosophy is probably too tolerant for some trust-management
policies, we also apply the metric of Beth, Borcherding, and Klein [18]. This
approach follows an unforgiving philosophy. For direct trust, the belief b is com-
puted by the following formula vd:

b = vd(p, n) =
{

1− αp : n = 0
0 : n > 0

Basically, vd describes the probability that the reliability of the trust in an entity
(i.e., the belief b) is larger than the value α. Thus, the larger α will be selected,
the lower will be the value of b. Beth’s approach does not address the distinction
between the disbelief d and the uncertainty u but one can calculate d and u by
means of the formulas

d =
{

0 : n = 0
1 : n > 0 u =

{
αp : n = 0
0 : n > 0
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In this metric, a single negative experience destroys the trust in an entity for-
ever. In contrast, like in Jøsang’s approach for recommendation trust negative
experience can be compensated by positive valuations which is stated as follows:

b = vr(p, n) =
{

1− αp−n : p > n
0 : else

Since, below, we do not need an explicit distinction between disbelief and un-
certainty for recommendation trust, we assume that d+ u = 1− vr(p, n).

The combination of direct and recommendation trust values is addressed by
Jøsang’s subjective logic [30] which contains special trust combining operators.
A trust value stating the direct trust in an entity x based on the recommendation
of an entity r can be calculated by means of the discounting-operator ⊗. If the
trust value ωr = (br, dr, ur) describes the trust of oneself in the recommendations
of r and ωrx = (brx, d

r
x, u

r
x) the direct trust of r in x, the direct trust ωrx =

(brx, drx, urx) of oneself in x based on the recommendation of r corresponds to
the formula ωrx ≡ ωr ⊗ ωrx where

ωr ⊗ ωrx =̂ (brbrx, brd
r
x, dr + ur + bru

r
x)

The consensus-operator ⊕ is used to calculate the trust value ωx stating
the direct trust in an entity x from two trust values ωr1x = (br1x, dr1x, ur1x) and
ωr2x = (br2x, dr2x, ur2x) which describe the trust in x based on recommendations
of two different entities r1 and r2. The trust value ωx is computed by the formula
ωx ≡ ωr1x ⊕ ωr2x and the operator ⊕ is defined by the formula

ωr1x ⊕ ωr2x =̂ ((br1xur2x + br2xur1x)/κ, (dr1xur2x + dr2xur1x)/κ, (ur1xur2x)/κ)

where κ is equal to ur1x + ur2x− ur1xur2x. Since the consensus-operator is com-
mutative and associative, it can be used to calculate the trust of various recom-
mendations.

By application of the metrics we can compute the trust of a particular com-
ponent user in a component based on his experience reports. Thereafter, by using
the discount-operator we can weight this trust value based on the recommen-
dation trust value of the user. Finally, we can compute the trust value of the
component from the recommendation trust-weighted assessments of all users by
associative application of the consensus-operator.

3 Security Wrappers

In order to check that a component fulfills the security objectives specified in
the models of its component contract, we put a security wrapper in between the
component and its environment which checks all incoming and outgoing events
for compliance with the behavior models in the contracts [10,11]. Figure 2 depicts
the wrapper implementation [32] for Java Beans-based component-structured
systems. An adapter bean is put in between the component to be scrutinized
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Fig. 2. Security Wrapper Architecture

and its environment. It blocks all events passing the interface temporarily and
reports them to the observer beans. An observer simulates a contract model and
checks if the event reported by the adapter complies with the simulated model.
If the event violates the model, a report is forwarded to the monitor bean which
acts as a user interface to the application administrator. Moreover, the observer
notifies the adapter which seals the component until the opposite decision of
the administrator. In contrast, if all observers report to the adapter that the
event fulfills their models, the adapter forwards the event to its destination.
Furthermore, the adapter lists all events passing the component interface in the
log database in order to create a complete log of the interface behavior. The
adapters are generated automatically by the adapter generator which uses the
Java introspection mechanism [3] to analyze the interface of the component to
be wrapped. Finally, we use also the built-in Java security manager to prevent
the component using other channels than the wrapped component interface.

The intensity of the security policy enforcement is adjusted by the trust man-
ager bean according to the current trust value of the wrapped component. The
wrapped component may either be fully observed, spot checked only in times,
or the supervision may be terminated1. As an example we introduced in [11,
13] a component-based application performing the commodity management of
fast-food restaurants. In [13] we analyzed the component contracts of this ap-
plication with respect to their relevance for the system security and subdivided
them into three groups each containing models of a certain level of sensitivity.
Afterwards, we defined for each group a wrapper management policy. According
to this policy, the models of the first group describing the most sensitive security
objectives have always to be fully enforced. Models of the second group may be
spot checked if the belief value b of the component’s trust value exceeds the
value 0.999 according to the metric of Beth et al. [18] with the reliability value
α = 0.99. Moreover, if b is larger than 0.99999, the enforcement of the models

1 A supervision should only be terminated if the belief in the component is very high
since after the termination the wrapper cannot be reinstalled again.
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may be terminated and corresponding observers may be removed. Finally, for
the models of the third group we use the more tolerant metric of Jøsang and
Knapskog [31] allowing spot checks for b > 0.99 and observation termination
for b > 0.999. By application of these policies, the performance overhead of the
wrapper for a trustworthy component could be reduced in steps from 5.4% to
3.2%.

Moreover, the trust manager forms the link between the security wrapper and
the trust information service outlined below. In intervals, it reads the current
trust value from the trust information service and adjusts the wrapper enforce-
ment policy accordingly. Furthermore, on request of the trust information service
it returns experience reports about the component interface behavior enclosed
by the log of the behavior which is stored in the log database. If the component
behavior complied with the contract models since transmitting the last report, a
positive experience report is sent. If an observer detected a minor violation (e.g.,
in our commodity management application the violation of a contract model of
the third group), a negative report is sent. In the case of a major violation (e.g.,
of contract models of the first or second group), the negative report is not sent
after request from the trust information service but immediately. If the trust
information service can verify the log or the component user is highly trusted
(cf. Sec. 5), an alarm message is sent to all other users of the component in
order to prevent harm on their systems. If the trust manager receives an alarm
message caused by a negative experience report by another component user, it
instructs the security wrapper to notify the application administrator and to
seal the component.

4 Trust Information Service

Trust values of components and component users are computed by the trust
information service. As delineated in Fig. 3, it is linked with component de-
signers, with trust managers of user systems executing components, and with
third-party certification authorities certifying components on behalf of compo-
nent designers (cf. [33]). The trust information service consists of two parts in
order to guarantee a high degree of privacy. A cipher service stores the registra-
tion data of components and component users and generates for each registered
entity a unique cipher. The assessments of the entities are stored by the trust
value manager which also computes and stores the trust values. Since, however,
the assessments and the trust values are stored only by using the ciphers, neither
the cipher service nor the trust value manager have full knowledge about the
identities and trust values of the entities.

A component designer may register a component with the cipher service
(cf. [9]). In order to avoid man-in-the-middle attacks, the components are sent
accompanied by a digital signature to the cipher service. The cipher service
creates a unique cipher of the component and forwards it to the trust value
manager. Moreover, it also generates a digital signature based on a hash value
of the component code and the cipher and sends it to the component designer.
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Thus, neither the component designer nor anybody else may afterwards alter
a component without the change being detected by the component users. The
component designer may hand the signed cipher over to interested component
users.

Trust managers who want to use the trust information service have to register
their component users, too. Here, the cipher service also generates a unique
cipher which is signed and sent to the trust manager and the trust value manager.
If a trust manager is interested in a trust value of a component, it sends its cipher
to the trust value manager. The trust value manager returns the two trust values
calculated according the two metrics introduced in Sec. 2. Moreover, a trust
manager may ask for the recommendation trust value of its own component user
but — to improve privacy — not of other component users. Finally, the trust
manager sends experience reports about components to the trust value manager.
An experience report is accompanied by the cipher and the interface log of the
evaluated component as well as the cipher of the component user.

For all registered component users u1, . . . , un the trust value manager stores
the number of positive and negative ratings issued by the experience report
checkers which will be outlined in Sec. 5. From these ratings it computes twice
the recommendation trust value ωui of each component user ui according to both
metrics introduced in Sec. 2. Moreover, it keeps for each registered component
c the experience reports of all component users. Based on this information, the
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Table 1. Example for the computation of trust values

Com- Ratings Rec. Trust Ratings Dir. Trust Trust Trust
ponent of ui Values ωui of c by ui Values ωuic Values ωuic Value ωc
Users pos. neg. Jøsang pos. neg. Jøsang Jøsang Jøsang
u1 12 4 (.71,.23,.06) 7 0 (.88,.00,.12) (.62,.00,.38)
u2 15 0 (.94,.00,.06) 8 0 (.89,.00,.11) (.84,.00,.16) (.84,.04,.12)
u3 6 9 (.37,.57,.06) 2 5 (.25,.63,.12) (.09,.23,.68)

pos. neg. Beth pos. neg. Beth Beth Beth
u1 12 4 (.08,.92) 7 0 (.07,.00,.93) (.01,.00,.99)
u2 15 0 (.14,.86) 8 0 (.08,.00,.92) (.01,.00,.99) (.02,.00,.98)
u3 6 9 (.00,1.0) 2 5 (.00,1.0,.00) (.00,.00,1.0)

trust value ωc of c can be calculated for both metrics using the discounting
and consensus-operators of the subjective logic [30]. At first for each metric the
value ωuic of the trust of ui in c is calculated. Thereafter, the trust value manager
computes the trust value ωuic stating the trust in c based on the recommendation
of ui by application of the formula ωuic = ωui ⊗ ωuic . Finally, ωc is computed
from these trust values by means of the formula ωc = ωu1c ⊕ ωu2c ⊕ . . .⊕ ωunc.

To clarify the approach, Tab. 1 delineates an example computation of the
trust value ωc of a component c based on the experience reports of three com-
ponent users u1, u2, and u3 based on both metrics. The example points out that
the negative rating of the component c by user u3 has no significant influence on
the trust value of c since u3 has a very bad recommendation trust value result-
ing from various questionable experience reports. Moreover, the example clarifies
that the metric of Beth et al. with the selected reliability α = 0.99 is much more
conservative than the one of Jøsang and Knapskog. While the belief value of
ωc according to Jøsang’s metric is already relatively close to 1 indicating great
belief in c, it remains very close to 0 in Beth’s metric showing nearly complete
uncertainty.

Besides of trust managers, the trust value manager is also interested in expe-
rience reports from trusted third party certification authorities (cf. [33]). There-
fore, component designers may send certificates of their components during reg-
istration or later. Then, the cipher service asks the certification authority to
send an assessment report describing the results of the certification process to
the trust value manager. Since the certification process tends to be more pro-
found (but also more expensive) than policy enforcement by security wrappers,
we weight these valuations like 50 ordinary reports from component users.

Finally, the trust value manager uses the recommendation trust values of
component users to decide about forwarding alarm messages. If a component
user u reports a severe security violation by a component, alarm messages to
other component users are only generated immediately if the belief b of u’s trust
value exceeds 0.9999 according to the metric of Beth et al. [18] which is reached
after 917 positive valuations. Otherwise, the log passed with u’s report has to be
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checked by an experience report checker before warning the component users. By
this policy we try to make a compromise between informing component users
early about security risks and preventing wrong incriminations of component
designers which would be fostered by unfounded alarm messages.

5 Component User Evaluation

The recommendation trust of component users is computed based on the cor-
rectness of their experience reports which are validated by using the logs of the
events passing the component interface. An experience report checker validates
an experience report by carrying out three different tests. If the tests are passed,
it sends a positive rating of the component user to the trust value manager and
otherwise a negative rating.

The structure of the experience report checker is delineated in Fig. 4. The
valuation checkers are used to perform the first test. They check if the expe-
rience report complies with the log. Similarly to the observers in the security
wrapper (cf. Sec. 3), a checker simulates a model of the component contract
but, in contrast to the observers, uses the log as an input. If the component
user sent a positive experience report, all valuation checkers have to state that
their simulated contract models were not violated by the log. If the experience
report is negative, at least one valuation checker has to detect a violation of the
simulated model according to the log.

In the second test the log events triggered by the component environment
have to be checked for compliance with the component contract models con-
straining the interface behavior. This test is necessary since a component user
may easily provoke wrong behavior by inducing an environment component to
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send wrong events to this component. An environment behavior checker also
simulates a contract model by using the events listed in the log. The test is
passed if all environment checkers accept the log entries.

Finally, the third test reflects that nobody can prevent a component user to
forge a log as long as the component is executed under the control of this user
(cf. [15,16]). Therefore it would be easy to change a log in a way that it complies
with a wrong experience report. To detect this kind of fraud, the experience
report checker tries to reconstruct the log by running the component in a sandbox
environment. From the cipher service it loads the component code which due to
the digital signature of the cipher service is identical with the code running on
the component user’s system (cf. Sec. 4). The event generator creates the events
of the component environment according to the log entries and sends them to the
component. The resulting events triggered by the component are forwarded to
the component event checker which checks them for compliance with the events
listed in the log. If an event does not correspond with the corresponding log
entry, the run is discarded. We laid down that a test run may be repeated nine
times in order to treat nondeterministic component behavior. The test is passed
if at least one of these runs is consistent with the log.

The third test causes a severe problem. A component developer may build
a nondeterministically behaving component in order to harm the reputation of
component users since experience report checks of this component will often fail
the third test and, in consequence, the recommendation trust values of the users
will get worse. To prevent this problem, we introduced an alternative solution
for proving the correctness of logs, too. It utilizes the possibility to execute a
component-structured application on a distributed system. In particular, the
component in question may be executed on a remote host. Here, on the appli-
cation site a proxy is running instead of the component itself. The application
site is linked via a network with the site executing the component and the proxy
organizes the transmission of incoming and outgoing events through this link.
In our Java-based solution we use the communication protocol RMI (Remote
Method Invocation, [34]) to perform the transmission of the event objects. Fur-
thermore, the log of the component interface behavior may be created not only
on the application site but also on the remote host. Here, we use special witness
hosts which are trusted by the trust information service. Since these trusted
hosts send the logs to the trust value manager instead of the component users,
the trust value manager can accept the correctness of the log without an expe-
rience report checker performing the third test. Thus, if a component user feels
that he got an unjustified bad recommendation trust value since his experience
reports often failed the third test, he can forward components to witness hosts.
Thereafter, his experience reports will pass the tests and his trust value will
recover.

The tests performed by the experience report checker rule out the collusion of
component designers and users in order to manipulate trust values of components
by sending wrong experience reports to the trust information service (cf. [28]).
The manipulations will be detected and, in consequence, the experience reports
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will not be considered in the computation of component trust values anymore.
Thus, we avoid the addressed security risk that components and their designers
may be falsely incriminated.

Since the trust information system extension is not yet finished now, we can-
not identify the exact performance requirements of the experience report check-
ers. We estimate the duration of the first and second tests as limited since the
contract models can be simulated based on the log entries without the expendi-
ture of running a real component. In contrast, the third test is considered more
expensive, in particular, if the log reconstruction runs have to be repeated. This
test, however, is only needed if no witness hosts are used. If not all experience
reports can be checked in the time between two rounds of inquiring component
user valuations, we skip the checks of the remaining reports. To guarantee that
the most relevant checks are performed, we carry them out in the following order:
At first, we check reports about severe security violations in order to send alarm
messages as early as possible. Thereafter, we check the other negative experience
reports since they are more relevant for wrong incriminations of component de-
signers than positive reports. We give priority to reports from users with a low
belief-value b in their recommendation trust values. Finally, we check positive
experience reports where again users with a low value b are preferred.

6 Concluding Remarks

We proposed our approach for the fair trust-based enforcement of component-
structured software. The amount of enforcement depends on the trust values
which are computed based on reports stating the experience of running a com-
ponent in question. Moreover, we check the validity of the experience reports
and calculate recommendation trust values of component users based on these
checks. By discounting experience reports of users with a bad recommendation
trust value, we tackle the security objective of incriminating components and
their designers wrongly by issuing false reports. Of course, our approach is still
vulnerable against time bomb attacks where a principal behaves correctly for a
while to get good ratings and thereafter carries out attacks (cf. [25]). Therefore,
we recommend to define conservative security wrapper management policies in
order to allow a reduction of the runtime enforcement only if time bomb be-
havior is not sensible anymore since correct behavior of a component leading
to a good reputation renders a higher profit to the component designer than
the gain based on a successful attack. This is reflected in our commodity man-
agement example [13], where we enforce the most crucial component contracts
permanently.
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Abstract. Trust management has received a lot of attention recently as it is an
important component of decision making for electronic commerce, Internet
interactions and electronic contract negotiation.  However, appropriate tools are
needed to effectively specify and manage trust relationships. They should
facilitate the analysis of trust specification for conflicts and should enable
information on risk and experience information to be used to help in decision-
making. High-level trust specifications may also be refined to lower-level
implementation policies about access control, authentication and encryption.  In
this paper, we present the SULTAN trust management toolkit for the
specification, analysis and monitoring of trust specifications. This paper will
present the following components of the toolkit: the Specification Editor, the
Analysis Tool, the Risk Service and the Monitoring Service.

Keywords: Trust Management Tools, Trust Specification, Trust Analysis, Risk
Service, Trust Monitoring Service.

1 Introduction

Trust management is becoming an important topic as indicated by the substantial
number of research projects that have been initiated in the last few years and the
efforts by leading software and hardware vendors to incorporate trust management
into their products. The impetus behind the interest in this field is the fact that trust is
crucial to Internet business transactions, but these do not permit personal, face-to-face
interactions, so methods have to be devised to engender trust without these important
human elements. The perception of customers that vendors’ products are often
insecure and not trustworthy has also fuelled research into trust management. The
need for software agents to traverse smoothly through a web of interconnected
networks in a trustworthy manner and the benefits from separating trust management
code from application code are all factors contributing to the present popularity of
trust management research.

Current trust management projects, e.g. KeyNote [1-3], REFEREE [4, 5], SD3 [6],
etc., have been readily accepted by mainstream corporate entities. The vast majority
of these projects are primarily concerned with public key authorization, authentication
and access control but do not consider experience, risk and trust analysis. The reason
for this overemphasis on a small part of the trust management problem lies in the state
of affairs in the security world in the mid-90s. At the time, cryptography was used as
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a solution to the Internet’s security shortcomings. However, the problem with
cryptography was that it required a complex key management infrastructure. The
solution to this problem was to create Public Key Infrastructures (PKIs). The trust in
the certificate authority and the keys in a PKI led to another problem. This is what
came to be seen as the trust management problem.

According to Blaze et. al. [7], trust management is “a unified approach to
specifying and interpreting security policies, credentials, relationships which allow
direct authorisation of security-critical actions”.  This has been the dominant view of
trust management since the mid-90s. However, from the definition and subsequent
implementations, we can see that the focus is on the problem of managing public key
authorisation, and ignores 1) the analysis of trust relationships, 2) the use of auxiliary
factors, such as risk and experience, in trust decision making, and 3) the fact that trust
is a dynamic concept that evolves with time.  All these solutions assume that public
key infrastructures (PKIs) will be the basis of future security solution, but this may
not be a prudent assumption, due to the problems of large-scale deployment of PKIs
for the Internet.

In this paper, the view taken of trust management is that it is “the activity of
collecting, codifying, analysing and presenting evidence relating to competence,
honesty, security or dependability with the purpose of making assessments and
decisions regarding trust relationships for Internet applications” [8, 9]. Evidence
could include credential such as certificates for proof of identity or qualifications, risk
assessments, usage experience or recommendations.  Analysis includes identification
of possible conflicts with other trust requirements. Thus, trust management is
concerned with collecting the information required to make a trust relationship
decision, evaluating the criteria related to the trust relationship as well as monitoring
and re-evaluating existing trust relationships.

This paper presents a description of the architecture and basic use of the SULTAN
Toolkit, which is a set of tools for specifying trust relationships, analyzing them,
evaluating risk and monitoring the conditions of trust relationships. A more detailed
discussion on the application of the toolkit is given in [8]. In section 2, we present the
basic concepts of trust and highlight the SULTAN trust model and abstract
architecture. Section 3 introduces a scenario that will be used in our discussion of the
tools. Section 4 provides an overview of the SULTAN Specification Editor, while
section 5 provides a discussion on the Analysis Tool. In section 6, we present a
discourse on the Risk Service and highlight the Monitoring Service in section 7.
Section 8 contains information on related work and we look at conclusions and future
directions in section 9.

2 Overview of the SULTAN Trust Management Model

In this section, we will present the basic notions concerning trust. We will also give a
brief introduction to the SULTAN Trust Management Model.

Trust is normally specified in terms of a relationship between a trustor, the subject
that trusts a target entity, which is known as the trustee i.e. the entity that is trusted.
Each trust relationship must be defined with respect to a particular scenario or
context, can be viewed as a mathematically-defined binary relation, must have an
associated trust level, can be stated as adhering to some property and has auxiliary
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factors that influence it (see [9] for more details).  Our view of trust is that it is “the
quantified belief by a trustor with respect to the competence, honesty, security and
dependability of a trustee within a specified context”. Quantification reflects that a
trustor can have various degrees of trust (distrust), which could be expressed as a
numerical range or as a simple classification such as low, medium or high.
Competence implies that an entity is capable of performing the functions expected of
it or the services it is meant to provide correctly and within reasonable timescales. An
honest entity is truthful and does not deceive or commit fraud.  Truthfulness refers to
the state where one consistently utters what one believes to be true.  In this context, to
deceive means to mislead or to cause to err (whether accidentally or not), while fraud
refers to criminal deception done with intent to gain an advantage.  A secure entity
ensures the confidentiality of its valuable assets and prevents unauthorised access to
them. Dependability is the measure in which reliance can justifiably be placed on the
service delivered by a system [10].  Thus by definition, we see that a dependable
entity is also a reliable one.  Timeliness is an implicit component of dependability,
particularly with respect to real-time systems. Depending on a specific trust context,
particular attributes of honestly, competence, security or dependability may be more
important.  For example, the competence of a doctor may be the most important
aspect for a trust relationship.   As stated in [11], it was not possible to use these
attributes to classify trust relationships so there was no point in modeling them in the
trust relationship.  Instead they are reflected intuitively in the trust context
specification.

Distrust is essential for revoking previously agreed trust for environments or when
entities are trusted by default. We define distrust as “the quantified belief by a trustor
that a trustee is incompetent, dishonest, not secure or not dependable within a
specified context”.  The view of trust (and distrust) taken by some researchers has led
to the terms trust, access control, authorisation and authorisation being confused and
used interchangeably.  The fact that Tony trusts Darren to perform network security
testing does not necessarily imply that Tony will allow Darren access to the network.
The principle is simple: trust does not necessarily imply access control rights and vice
versa. Authorisation is the outcome of the refinement of a (more abstract) trust
relationship.  For example, if I develop a trust relationship with a particular student, I
may authorise him to install software on my computer and hence set up the necessary
access control rights to permit access.  Authentication is the verification of an identity
of an entity, which may be performed by means of a password, a trusted
authentication service or using certificates.  There is then an issue of the degree of
trust in the entity, which issued the certificate.  Note that authorisation may not be
necessarily specified in terms of an identity.  Anonymous authorisation may be
implemented using capabilities or certificates.  This leads us to the SULTAN Trust
Management Model (Figure 1).

The SULTAN Trust Management Suite consists of four primary components: 1)
The Specification Editor – which integrates an editor for trust specifications, a
compiler for the SULTAN specifications, and auxiliary tools for storage, retrieval and
translation of the specifications, 2) The Analysis Tool, which integrates a Query
Command Builder, basic editor and front-end to Sicstus Prolog, 3) The Risk Service,
which allows for the calculation of risk and the retrieval of risk information, and 4)
The Monitoring Service, which updates information relating to experience or
reputation of the entities involved in the trust relationships.
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The Specification Editor is used by the system administrator to encode the initial
set of trust requirements. He may also perform analyses on the specifications he has
entered. This information is then stored in the system. Over time, applications present
SULTAN with new information regarding the state of the system, experiences or even
risk information. Whenever a decision is to be made, the SULTAN system may be
consulted to provide information that will enable one to make a better decision. We
will not be discussing SULTAN trust consultation in this paper. The architecture that
supports this model is shown in Figure 2.

Fig. 1. The SULTAN Trust Management Model

Constraint, risk and experience information are stored in a state information server,
and specifications are stored in a Specification Server.

Fig. 2.  Abstract Architecture for the SULTAN Trust Management System
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The Analysis Tool is a front-end for the Analysis Engine, which uses the state
information, specifications and risk information to determine the existence of
conflicts.  The Risk Service is allowed to only retrieve information from the State
Information Server, and the Monitoring Service can only add or change state
information. For the prototype the servers are implemented as whole structures.
Fragmentation and distribution issues would serve to complicate our main goal.
However, these issues will be addressed in later releases.

In the following section we use a simple scenario to elaborate on the concepts of
the SULTAN system.

3 Scenario

This scenario is based on an online multimedia station. We will consider the
management of the trust relationships relating to employee data access and client
service provision. We will refer to our online station as JamRock. JamRock provides
streaming audio and video to clients with either broadband or dialup connections.
Only registered users have access to JamRock’s stock of forty thousand titles.

To register, a prospective client must provide a valid name, a valid email address
add credit card information. IP address information for a user’s last login is
automatically taken. Credit card information is taken only to ensure that minors do
not have direct access to the adult content section of JamRock’s library. Once the
name, email and credit card information are provided, a unique, randomly-created
password is sent to the client.

JamRock is a small business run by Tom Hackett. Tom employs a system
administrator, Calvin, a programmer, Steve and two marketing people to help in the
day-to-day running of JamRock. For legal reasons, Tom must maintain records about
his employees, for tax purposes, etc. Thus, there are databases required for JamRock’s
employee information, its client base and its content. All three databases are
considered separate entities. In Figure 3, we see the organizational structure of
JamRock, which we will be referring in sections to follow.

ContentServer ClientBase EmployeeBase

Infrastructure

Owner

SysAdmin Programmers Marketing

Employees

People

JamRock

Fig. 3. Organizational Structure of JamRock

 Calvin has the enviable task of ensuring that the client’s trust is not betrayed, that
the employees trust in the integrity of their boss is protected and that the owner’s trust
in his ability to ensure that only valid clients use the system is never compromised.
Clients trust that their personal data will not be misused. Employees trust that the
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owner will use their data for legitimate purposes only. The content base should be
used by legitimate clients only.

We will now discuss the SULTAN specification framework to see how Calvin can
explicitly specify his trust requirements in the SULTAN specification notation.

4 Specification Editor

The Specification Editor is a composite toolkit for creating, storing, retrieving, editing
and translating SULTAN Specifications. In this section, we will look at the language
used by the SULTAN Editor, the compiler framework and a few other features of the
Editor.

The Specification Language

In the specification language, one can specify trust, distrust, negative recommendation
and positive recommendation statements.  Entity names are assumed to be abstract.
Thus, relationships can be defined between IP addresses, domains, public keys,
software agents or even router ids. Concrete names are assigned when trust
specifications are refined into a lower-level framework for purposes of security and or
privacy enforcement.  A trust/distrust statement has the following form:

PolicyName :  trust ( Tr, Te, As, L  ) ����
Tr trusts/distrusts Te to perform As at trust/distrust level L if constraint(s) Cs is
true.

PolicyName is the unique name for the assertion. Tr is the trustor, i.e. the entity
that is trusting. Te is the trustee, i.e. the entity is to be trusted. As  is the action set, i.e.
a colon-delimited list of actions (function names) or action prohibitions.  The first
parameter in an action name specifies the entity the action is performed on (whether
on the trustor, or the trustee, or some other entity that is a component of either). L – is
the level of trust/distrust.  L can be an integer or a label. Labels are converted to
integers for analysis and management. For integer values of L, –100 ≤  L < 0
represents distrust assertions and 0 < L ≤  100 represents trust assertions. Cs is the
constraint set, i.e. a set of delimited constraints that must be satisfied for the trust
relationship to be established. The delimiters are the logical and (&) and logical or (|).
Cs must evaluate to true or false. Examples of SULTAN trust statements are given
below.

CustomerVer: trust(Supplier, Customers, view_pages(Supplier), _X )
�B;�!���	�*RRG&UHGLW�&XVWRPHUV��	

    risk(Supplier, Customers, _) <= 2;
Interpretation:  Supplier trusts Customers to perform view_pages(Supplier) at trust level
_X if _X is greater than 0, if GoodCredit(Customers) is true and if the risk that the
Supplier will undertake in interacting with Customers is less than or equal to 2. Note that
the view_pages function is performed on Supplier by Customers.

This example shows the use of two features of the notation: variables and
auxiliary functions. A variable in SULTAN is a series of characters with the
underscore prefixed.  In the above example, _X is a named variable that is used to
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refer to the trust level.  The anonymous variable is represented by the underscore and
it signifies a value that we have no interest in. There is an anonymous variable in the
risk auxiliary function used in the constraints section

Realtor: trust ( Jenny, Realtor, send_deals(Realtor, Jenny), HighTrust)
�WUXVW��-HQQ\��7RP��3URYLGH,QIR�-HQQ\���0HGLXP7UXVW���_

     trust (Tom, Realtor, send_deals(Realtor, Tom), MediumTrust );
Interpretation:  Jenny trusts Realtor to perform send_deals(Realtor, Jenny) at trust level
HighTrust if Jenny trusts Tom to perform ProvideInfo(Jenny) at trust level MediumTrust
or if Tom trusts Realtor to perform send_deals(Realtor, Tom) at trust level MediumTrust.

PDA: trust ( Morris, Symantec, do_definition_update(Morris, Computer), HighTrust )
'HILQLWLRQ6WDWH�6\PDQWHF�� �³ROG´�

Interpretation:  Morris trusts Symantec to perform do_definition_update(Morris) at trust
level HighTrust if DefinitionState(Symantec) = “old”.

A negative/positive recommendation statement has the following format:

PolicyName :  recommend ( Rr, Re, As, L ) ����
Rr recommends/does not recommend Re at recommendation level L to
perform As if constraint(s) Cs is true.

PolicyName is the unique name of the rule being defined. Rr is the recommendor,
i.e. the name of the entity making the recommendation. Re is the recommendee, i.e.
the name of the entity that the recommendation is about. L is the recommendation
level, i.e. the level of confidence in the recommendation being issued by Rr.  L can
either be a label or an integer. All labels are translated to integers for analysis and
management. L is ≥  –100 and < 0 for negative recommendations and L is > 0 and ≤
100 for positive recommendations.  As is the recommended action set, i.e. a colon
delimited set of actions or action prohibitions that Rr recommends Re be
trusted/distrusted to perform. Each action name stipulates the entity on which the
action is performed. Cs is the constraint set, i.e. a delimited set of constraints that
must be satisfied for the recommendation to be valid. Delimiters include the logical
and (&) and logical or (|). One should be aware that: 1) The recommendation level
and trust level are assumed to be independent of each other, unless otherwise
specified, and 2) A recommendation may result in a trust specification (i.e. a
recommendation may be the basis for one’s trust specification).  However, the trust
level need not correspond to the recommendation level. Example recommendations
include:

Credit: recommend ( NatWest, Clients, GetCreditCard(NatWest), HIGH)
�%DODQFH�&OLHQWV��!�������

Interpretation: NatWest recommends Clients at recommendation level HIGH to
perform GetCreditCard(NatWest) if Balance(Clients) is greater than 10000.

AttPol: recommend ( UCL, OpenU, do_research(OpenU), -10)
�5HVHDUFKTXDOLW\�2SHQ8��� ���;

Interpretation: UCL does not recommend OpenU at recommendation level –10 to
perform do_research(OpenU) if Researchquality(OpenU) is less than or equal to 3.

For details about the intricacies of the components of trust and recommend
statements, please see [9].

Now that we know how to specify statements in SULTAN, let us codify Calvin’s
trust requirements for JamRock. We will use the abstract names from the leaves in the
tree in Figure 3. His first task is to ensure that the client’s trust is not betrayed. This
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means the client believes that the data collected by JamRock is not being used by any
unauthorized individuals, for unscrupulous pursuits. It is JamRock’s policy that only
the owner is trusted to view their data (nothing else). Let us codify this as:

ClientPrivacy1: trust(JamRock, Owner, view_client(ClientBase, _AnyEntity) , 50 );

At times, users may forget their login information or may have queries about their
data. At this point Calvin may need to provide this information to them provided they
have been sufficiently authenticated. One could represent this as:

ClientPrivacy2: trust(JamRock, SysAdmin, provide_info(ClientBase, _Client, _Inf), 50 )
�DXWKBWRNHQVBSURYLGHG�B&OLHQW��	�LVBUHJLVWHUHG�B&OLHQW��	

     is_Information(_Client, _Inf);

Calvin’s requirement concerning the employees’ trust in the integrity of the boss
relating to their personal records may be expressed in SULTAN as:

EmpTrust1: trust(Employees, Owner, _X, 50 )
�GHILQHGBRQBIRU�B;��(PSOR\HH%DVH��B(PSOR\HH<��	

     not_compromised(_EmployeeY);
Interpretation: Employees  trust Owner to perform an action _X (at trust level 50), if this
_X is an action defined on _EmployeeBase and concerns EmployeeY and _EmployeeY is
not compromised by this action being performed.

Calvin’s final trust requirement is to ensure that the Owners’ trust in his ability to
ensure that only valid clients use the system. This requirement must be stipulated in
two statements. The first stating that the Owner trusts the SysAdmin and the second
stating that only valid clients can access the content database. These can be specified
in SULTAN as:

ClientAccess1: trust(Owner, SysAdmin, _A, 50 )
�GHILQHGBRQBIRU�B$�B&RQWHQW6HUYHU��B<��	�QRWBDEXVHV�B$��-DP5RFN��

ClientAccess2: trust(JamRock, _AnEntity, get_stream(ContentServer, _ConnType), 50 )
�LVBUHJLVWHUHGBFOLHQW�&OLHQW%DVH��B$Q(QWLW\��	

          has_Connection_Type(ClientBase, _AnEntity, _ConnType);

After typing these specifications into the editor, Calvin can then compile them,
save them and translate them to Prolog to start performing analysis on them. Note that
the trust levels in the examples for JamRock are arbitrarily set to 50. Let’s take a
quick look at the compiler.

The SULTAN Compiler Framework

Figure 4 shows the SULTAN Compiler Framework. The main modules of the
compiler are based on a LALR(1) parser, which was generated by SableCC, an
object-oriented Java parser generator[12]. The syntactic and semantic phases produce
a intermediate representation of the code entered, which is essentially the abstract
syntax tree with an added label. We have produced a translator from SULTAN to
Prolog in order to analyze SULTAN specification. It is also possible to translate to
other Trust or policy tools.
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Fig. 4. SULTAN Compiler Framework

Fig. 5. Compiled version of Specifications for JamRock

Figure 5 shows the results of using the SULTAN Compiler on Calvin’s
specifications. Let us now look at the other features of the Editor.

Other Features

The Editor also includes an Abstract Syntax Tree Viewer (Figure 6). This is included
as an aid for translator developers.
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Fig. 6. Abstract Syntax Viewer for specs for JamRock

Once translators have been created then the Editor provides a facility to specify the
file and its location and have it integrated as a part of the Editor. Figure 7 shows the
dialog used to do this integration.

Fig. 7. How to integrate translators into the Editor

Let us turn our attention to the Analysis Tool.



Trust Management Tools for Internet Applications         101

5 Analysis Tool

The Analysis Tool is a front-end for both the Analysis Engine and Sicstus Prolog. The
Analysis Tool encapsulates the Analysis Engine, which is the bridge between the
Sicstus Prolog System, the Specification Server, the State Information Server and the
Risk Service. The Analysis Tool allows the administrator to produce simulation
analysis and property analysis. Simulation analysis is performed by using the
Analysis Tool to directly add information to the Prolog System (with an option to
store them to the State Information Server) and then using one’s own knowledge of
Prolog or the built-in SULTAN Analysis Model to ask questions.  Property analysis
involves checking whether specified properties hold on trust and recommendation
rules.  The properties can be with respect to the specification source, which is
essentially program reasoning. Source analysis ignores the constraints, i.e. assumes
they are true.   The properties can also be with respect to examining trust relationships
to identify scenarios of interest. Scenario analysis involves reasoning about the state
of the system, and the current state of constraints. For example, in recommendation
Credit, the system must have a value for Balance(Clients) in order to evaluate the
constraint.  The monitoring system would be responsible for updating this
information.

The prototype for the analysis model is implemented in Prolog because this allows
arbitrary application specific analysis to be performed to meet the requirements of a
particular organization.  To perform an analysis query, we use the rules in the analysis
model.  A query is a predicate which defines the property that the administrator is
interested in, and is used to retrieve a set of results.  The format of this construct is:

query(Vars, Conds, ResultSet).

This finds all Vars that meet condition(s) Conds and stores the result in ResultSet,
where Vars are the variables to be collected that must be used in the Conds section;
Conds are the conditions to be satisfied and ResultSet is the set of Vars that meet
Conds. Note that Conds can be any application-specific predicate defined by the
administrator relating to the source rules, scenario data or a system integrity check.

Examples:
query( [T,D], ( p_pos_trust(T), p_neg_trust(D), p_trustor(Tr,T),
     p_trustor(Tr, D),   p_trustee(Te,T), p_trustee(Te, D),  p_actionset(ACT, T),
     p_actionset(ACT, D) ), Result).

Is there a trust rule and a distrust rule,  the specification source, concerning the
same trustor, trustee and actionset? This is an example of source code analysis.

query( [T, NR], ( pos_trust(T), neg_rec(NR), subject(Rr,T),
    subject(Rr, NR), target(Re,T),  target(Re, NR), actionset(ACT, T),
    actionset(ACT, NR) ), Result).

Is there a scenario in which there is a trust relationship and a recommendation
that concern the same subject, target and actionset? This is an example of actual
scenario analysis.

It is important to highlight that the Analysis Tool starts with the SULTAN
Analysis Model, the state information, the domain’s specifications and a template of
common conflicts and redundancies that may be of interest loaded into its current
memory.
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Let’s suppose that Calvin wishes to find out if there are any potential conflicts of
interest in his specifications. This can be specified in the SULATAN analysis notation
as:

query( [X, Y], ( p_pos_trust(X), p_pos_trust(Y), p_target(Te,X),
    p_target(Te, Y), actionset(A, X), actionset(A, Y) ), Result).

The above asks if there are two policies that have the same trustee and actionset.
Figure 8 shows such a query. From the Tool, one sees that the specification does
contain such potential conflicts.

Fig. 8. A Sample Query

The results in Figure 8 show that trust policies ClientAccess1 and ClientAccess2
(amongst others) may pose a conflict of interest (this is based on analysis of the
source code only). More complex queries can be built using the Query Statement
Builder (shown in Figure 9).

Fig. 9. SULTAN Query Statement Builder

The value of the Analysis Tool increases over time, as it acquires new information
and is able to provide the administrator with less obvious results. Note that our
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discussion on the Analysis Tool excluded details on cycle detection, resolution and on
the use of abduction to enable queries concerning the constraints yet to be satisfied.
These topics are covered in [9]. We now turn our attention to the Risk Service and its
operation.

6 Risk Service

Risk is a measure of the probability of a transaction failing.  In general, if there is a
high risk associated with a service provider or business partner, then the lower the
trust in the entity.  However risk is also related to the value of a transaction.  A client
may trust a supplier who is considered a high risk when the services supplied only
cost $10 but may not trust a medium risk supplier when purchasing goods for
$10,000.

The Risk Service has two primary functions. The first is to retrieve any risk
information stored in the State information Server. The second is to perform a risk
calculation based on the information provided to it. When asked to retrieve risk
information the Service is passed information on about the subject, target and action
set in question. The following algorithm is used in this task:

Search the State Information Server for the information.
If the risk information is present for the subject, target and action(s) then simply return the

information found.
If there is risk information present for the target and the actionset, then calculate the

cumulative risk for the target-action pair information and provide this as a guide.
If there is no risk information present, then perform a risk calculation and return the result as a

guide.

The Risk Calculation Model uses a list of common risks (e.g. receipt of malicious
code, refusal to produce goods, service failure, theft of information, fraud, etc.) and
their probability of occurring (likelihood), a list of action dependencies, a list of
trustors and their maximum allowable losses and risk thresholds and a list of the
system resources and their values to help in doing its job.  Additional risks could be
added as required. The model also incorporates the use of Josang’s Opinion and the
Asset Evaluation Model (AEM)  [13, 14].

When risk is to be calculated, the service is given subject, target, action(s) and risk
id. A risk value is returned after the following steps have been performed:

Use the target action information to find the Maximum Allowable Loss (MAL) and Risk
Threshold (RT) for the target.

Uses the risk id to search for the probability of the risk occurring (p).

If the action(s) are dependent on others, then the risk values for all dependent subject-target-
action triples are converted to Opinions and a consensus Opinion is created. The new value of
p is the belief value produced is used as the new probability.The potential loss of the
transaction (L) is either the cost of the transaction or (if a resource) calculated using modified
AEM equation. For the prototype, it is assumed that the potential loss is always with respect to
a resource. The Expected Loss (EL) is the product of L and p.

If EL < MAL, then the risk value is ( (EL/MAL) * 100) else it is 100.

A design decision was made in situations where dependent actions were identified.
As evident from the algorithm, in such a case, a new probability value is calculated
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using Opinions and not Bayes’ Rules. This is done because Bayes’ Rules often
require information on other dependencies, which the system may be ignorant of.

The architecture of the risk service is based on client-server technology. Risk
Service clients run as daemons on user machines and connect to a Risk Service Server
when the Service is called upon to perform a task. Any application that can open a
socket, read from it and write to it will be able to access the Service (once properly
authenticated).

Ignoring the details of authentication, applications can send the following requests
to the Risk Service:

� (get, subject, target, actionset) – this retrieves risk information on the specified
subject, target and actionset.

� (calcRV, subject, target, actionset, riskID) – this calculates the risk value
� (calcEL, subject, target, actionset, riskID) – this calculates the expected loss

Out of curiosity, Jane, one of the marketing personnel at JamRock wants an
estimation of the risk involved when the owner views her data. Her machine sends the
request (calcRV, Jane, Owner, view_emp(ClientBase, Jane), 3). Risk id 3 represents
“Theft of Information”. Following the algorithm used by the Risk Service Server. The
MAL and RT, which are retrieved for Jane regarding the view_emp action, are £3,000
and 0.3 respectively (These figures are gathered by the Monitoring Service and/or by
the system administrator).  The probability, p, of risk id 3 occurring is 0.3 (the risks
and the probability of occurrence are garnered from E-Commerce studies. Though
they are initially set by the system, they can be modified by the administrator). Since
this action is not dependent on others, there is no need for the re-calculation of p. L,
the loss, is determined by looking at the relative weighting of the associated asset, in
this case information, to the other assets in JamRock. Total Assets in JamRock are
worth £60,000 and information contributes 0.10 of this figure (this information is
stored in the asset repository). Thus, the loss may be, at worse, £6,000. Thus the
expected loss is £1,800 (6,000 * 0.3). Since the EL is lower than the MAL, the risk
value would be 60. So, it is fairly risky for Jane.  Let us now discuss the Monitoring
Service

7 Monitoring Service

The monitoring service provides the State Information Server with up-to-date risk,
experience and system state information. The architecture of the Monitoring Service
is similar to that of the Risk Service. However, communication is uni-directional. No
response is returned to the user application. However, upon adding state information,
the Monitoring Service Server performs an analysis of the information in the State
Information Server and the Specification Server, against the template of conflicts and
ambiguities supplied with the SULTAN System. If a potential conflict is detected then
the system sets a flag to alert the administrator the next time the Specification Editor
or Analysis Tool is used by him.

The Monitoring Service client has two interfaces: A GUI-based one, which is
accessible only to the system administrator, and the socket connection.  Information
sent to the Monitoring Service client may have the following format:
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(risk, subject, target, actionset, riskvalue) – provides risk information

(experience, subject, target, actionset, expvalue) – provides experience information

(attribute, value) – provides state information

It is the monitoring service that enables the system to adapt. Suppose, Tom is a
new employee at JamRock and he is skeptical about the owner. Initially, the default
setting for a skeptical new employee would be not_compromised(Tom) is false. This
would imply that the owner is not trusted to manipulate Tom’s employee’s files
(however, this does not stop the owner from doing so anyway). Over time, Tom’s
confidence in the owner’s integrity may increase and at a certain point, the
not_compromised(Tom) attribute may be set to true. Note that trust and access control
are not concerned with the same entities. Trust is only viewed in terms of access
control when one is using trust policies for refinement to access control policies.  .

8 Related Work

SULTAN trust management is a culmination of work from the fields on logic-based
formalisms of trust and on trust management.

All the logic-based frameworks that have attempted to deal with the issue of
trust (namely, Jøsang’s subjective logic [13-16], Jones and Firozabadi’s model [17],
Rangan’s model [18], etc) suffer from one or more of the three basic problems: 1)
their underlying assumptions make them non-applicable to the distributed framework,
2) there is no associated tool support, or 3) they address a subsection of the trust
management problem. The SULTAN Trust Management Framework deals with a
large subset of the trust problem, makes no assumptions that may render it unusable in
reality and comes with software support.

The trust management solutions developed in the last century (namely, AT&T’s
PolicyMaker and KeyNote, REFEREE, IBM Role-based Access Control Model [19],
Poblano [20], etc.) have the following problems: 1) the responsibility of checking the
conditions of the establishment of a trust relationship is entirely the application
developer’s concern, 2) the relationships are assumed to be monotonic 3) these
solutions do not learn from the information available to them and 4) the emphasis is
on access control decisions rather than general analysis of trust, whereas SULTAN
(with Ponder) can cater for both.

9 Conclusions and Future Work

Trust management is the activity of collecting, codifying, analysing and presenting
evidence relating to competence, honesty, security or dependability with the purpose
of making assessments and decisions regarding trust relationships for Internet
applications.  The SULTAN Toolkit contains four tools that facilitate this, namely:
the Specification Editor, the Analysis Tool, the Risk Service and the Monitoring
Service.  This document highlighted the basic system design and use of each of the
tools and presented the two primary important concepts employed in the SULTAN
system, namely: 1) the incorporation of the notions of experience and monitoring,
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which ensures that the SULTAN system models the dynamic nature of a trust
relationship, and 2) the inclusion of risk evaluation, which facilitates the use of risk
information in trust decision-making.

The future direction of the SULTAN project involves moving the system from a
proof of concept to a production line system. This involves organizing the bases by
namespaces to allow context-specific facts to be stored, viewed, analysed and
manipulated together.  The SULTAN system will also be modified to facilitate
reasoning under uncertainty. A generic trust establishment framework, which not only
allows SULTAN trust rules to be used for establishing relationships, but also allows
the use of other trust establishment protocol systems (e.g. Trustbuilder [21]), is to be
included in the toolkit.  Automated refinement from SULTAN specifications to
Ponder policy statements is also a future goal.  This is possible solely because
SULTAN operates at higher level than current security policy languages.
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Abstract. This paper presents a design for an “Augmented City” tourist
guide. The application is designed to be shared by large numbers of users,
who may all contribute new annotations attached to physical objects. The
key aspect is the need to filter content to avoid information overload in
a cluttered augmented environment, without human moderators. To do
this I draw on work from the SECURE project [9] which aims to model
trust and risk explicitly in a global computing framework. This enables
trust-based filtering with distributed recommendations to help distinguish
between pseudonymous principals.

1 Introduction

Large-scale outdoor Augmented Reality (AR) systems have been proposed as an
aid for surveyors, tourists or anyone navigating city streets for some time [4,5].

These generally use a tracking technology such as differential GPS or radio
triangulation as well as inertial trackers and digital compasses to establish the
user’s position and heading. They then present relevant navigational information
and annotations, either overlaid optically on the user’s view of the real world or
displayed on a hand-held device such as a PDA. Of course in addition to viewing
annotations in situ such a system can generally be accessed remotely without
position tracking, if we wish to study an area (virtually) prior to an actual visit.

Work on the technological and user interface problems in this domain is
ongoing; in this paper I shall concentrate instead on questions of information
sharing and filtering. This will be illustrated by presenting a concrete design
for an “Augmented City” application. The purpose is to allow users to attach
virtual post-it notes to geographic locations, describing what may be found there.
This has many possible uses such as restaurant recommendations, tour guide
information, finding local amenities, and advertising special events.

The endpoints are networked so that all users access a combined database
of notes. Anyone is allowed to create new notes, which are then readable (but
not modifyable) by all. Notes consist of a physical location, their author’s name,
creation date, a class (to be described later) and the note’s content.

2 Filtering

When there are large numbers of notes and the deliberate lack of a central
moderator, the system will be prone to clutter, which leads to variable quality
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and information overload. Note density will increase over time, and in practice
there may be hundreds placed close to the user. I found this also became a serious
problem when deploying a wide-area indoor AR system [6]. We therefore need
some automatic filtering mechanisms which allow the system to silently discard
notes the user is unlikely to be interested in, and display the rest.

2.1 Location Filtering

At the simplest level, notes are obviously filtered based on geographic proximity
to the user’s point of view. The AR system may also need to know route infor-
mation, such as travel times along possible routes by foot/bike/car. This will
allow it to do effective location filtering when searching for relevant notes.

2.2 Task-Directed Filtering

It is very likely that a useful AR solution will include task relevance consid-
erations (and detailed classification) — e.g. “show me fast food restaurants”,
“show me toy stores”. There will be fewer things in each of these narrow cat-
egories, which greatly reduces clutter. However, there may still be components
from many different principals, so clutter cannot be completely avoided this way.
We therefore combine it with trust-based filtering.

2.3 Trust-Based Filtering

The SECURE framework allows us to employ trust-based filtering, so that notes
can be selected based on the degree to which we trust their author to write rele-
vant, accurate comments. We could statically configure a list of trusted authors
(role-based access control), but this would prevent us seeing public notes which
might be very useful. In particular if an author is currently unknown to us, but
the system can determine that they have a good reputation (perhaps they are a
travel journalist or a hotel inspector) we would like their notes to be displayed.

To help automate this, the system will incorporate feedback, so we can rate
how useful notes were after reading them. These ratings have an effect on our
trust in the author of each note, enabling the system to learn our preferences
and start to filter. Furthermore this information will be forwarded by the system
to others who haven’t yet encountered the authors in question, in the form of
recommendations. These can be used to determine a trust value for authors
we have not encountered before.

3 Trust and Risk in the SECURE Project

The SECURE project [11,9] has been investigating ways of modelling trust
in other principals, and how to use this information to make access control
decisions.
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3.1 Framework

All entities which can communicate and which it is meaningful to trust or distrust
are principals (they may be human or otherwise). Principals are assumed to
be identified, but unknown (pseudonymous). This means that they have been
authenticated and possess an identification string which we can prove is theirs,
but we may know nothing about their location or real-world identity.

Applications are broken down into sequential actions. These are the points
at which distinct trust-based security decisions must be made by one or both
parties. Actions always involve two principals, the initiator and executor, and
have a set of possible outcomes. The executor must make a security decision
at the start of the action; if they choose to go ahead the action may then take
some time and the outcome will be known at the end.

Each outcome is considered to have a likelihood and a cost which quantifies
the benefit or harmful consequences for the principal concerned. Benefit is seen
as negative cost. The situation is asymmetric, so the set of outcomes as well as
the associated costs will in general be different for each participant (initiator
and executor) as well as for each type of action.

Often costs are not known precisely and must instead be described with a
cost-PDF, that is, a probability density function for the cost of a particular
outcome. Likelihoods are estimated using trust (see below).

Once the set of costs and likelihoods are known, principals make the decision
to authorise an action by performing a risk analysis. Risk is defined to be the
combination of cost and likelihood; the risk of an action is the sum of the risks
of all the possible outcomes.

Each principal has a security policy which maps the risk onto an answer
set. This says how to make the (trust-based) security decisions required by the
action. The answer set is often just {permit, deny} but we allow more than two
values, for cases where several possible responses are available, or to indicate low
confidence in the answer (“not sure”).

A key benefit of our approach is that uncertainty (in costs and probabilities)
is measured explicitly and carried through to the end of the calculation.

The security policy may be based on expected cost, or include variance and
maximum possible loss. This depends on the type of risk analysis which is called
for by the application. For example, if one of the principals is a company there
may be a maximum loss value which they cannot risk incurring at all (the value
of the company). Non-linearity in mapping financial loss to perceived cost is
quite possible and represents the principal’s risk sensitivity.

3.2 Trust

The likelihood of an outcome is estimated using the trust held in the other
participant. Trust is a quantified predictor of the principal’s future behaviour
based on evidence of previous interactions.
Evidence consists of personal observations and recommendations. Ob-

servations and behaviour both relate to a principal’s conduct when partici-
pating in actions.
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Each principal has a trust policy, which is a set of rules that state how to
determine trust values. Some parts of this are mutable as new data is collected,
others are configured based on the user’s long-term policies.

Once a security decision has been made, some interaction may or may not
take place and sometime later there will be feedback from that interaction in the
form of an observation, which is used to update the trust values appropriately.

In some applications the action and feedback are not only separated by a time
delay but may not directly correspond at all. The outcome could be unobservable,
or perhaps a poor indicator of behaviour (for example, in a distributed file backup
scenario it is better to test hosts’ retrieval reliability methodically than to rely
on the presumably rare events corresponding to actual file recovery operations).

3.3 Recommendations

Formally, a recommendation is information passed from principal W, the wit-
ness, to principal R, the receiver, describing their judgement of principal S, the
subject.

The use of recommendations increases the amount of evidence we have re-
garding the subject’s expected behaviour, thus reducing the chance that we will
predict it incorrectly. Recommendations do introduce a new risk however, since
we must decide if we can trust the advice itself.

Our recommendation integrity or meta-trust in another principal mea-
sures their truthfulness, i.e. the accuracy of their recommendations (whereas
the ordinary trust values represent their behaviour performing actions).

The situation is more complex if information is received indirectly. Recom-
mending information which was itself received as a recommendation can help
scalability but must be clearly marked as such to avoid counting the same evi-
dence twice.

There are two ways in which information can be forwarded. Where possible
we prefer to relay information. In this case the client goes back to the original
source of the recommendation for confirmation, and hence does not have to trust
anyone in the relay chain.

The alternative is to form a recommendation chain, in which the information
at each stage is reinterpreted (“discounted”) based on the receiver’s trust in
the sender, and then reissued as if it were a recommendation coming from the
receiver. This dilutes the information but is necessary if the client has no trust
value for the original observer themselves.

It is worth noting that trust transmission via recommendations may not occur
on demand, for scalability reasons in large systems. That being so our model for
the trust life-cycle is based on four asynchronous parallel processes executing on
each node. Depending on the implementation these may be partly synchronised
or some of them may run entirely as background tasks:

1. Action processing. Incoming requests cause the trust model to be invoked,
generating information on which to base risk analysis and admission control.

2. Feedback from observations.
3. Trust transmission to other nodes.
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a) Behavioural recommendations
b) Truthfulness recommendations

If trust transmission does occur on demand, it may be pulled when a request is
made for relevant recommendations, or pushed if a principal wishes to broadcast
a misdemeanor it has observed.

Asynchronous trust transmission is performed instead with ongoing ex-
changes of information. The essential problem is that observations are indexed
within the distributed system by observer, and need to be looked up by subject. If
the distributed system is large we need to store partial information, for example
by exchanging among a randomly selected group of peers (which can be changed
periodically). Communication groups are helpful for bootstrapping newcomers
to the system, since they can decide who to trust by correlating the opinions of
multiple strangers; this technique works if the proportion of trustworthy princi-
pals in the population is sufficiently high.

3.4 Behaviour Models

When we try to assess the likelihood of a principal behaving in a certain way
whilst performing an action, we must have a model for that principal’s behaviour
[8,3]. This will depend on numerous factors, some of which are not observable,
such as whether they are in a good mood, in a hurry, following someone else’s
advice etc. For this reason although they are presumed to be rational it is justi-
fiable to model them as behaving randomly, with a certain expected probability
of choosing each option available to them. We seek to estimate these parameters.

A quite different model is to select between two hypotheses, as is common in
statistics. This is useful in cases where we say that trust is brittle. This means
that we expect complete reliability from principals we are prepared to collaborate
with in a given action, except under extraordinary (statistically insignificant)
circumstances out of their control. The hypotheses then areH0: P is fully trusted,
and H1: P is not fully trusted. This is what is required for a large class of
applications, such as those including electronic cash or safety critical aspects.
The choice of behaviour model motivates the way we map observations onto
trust values.

The usefulness of recommendations depends in part on whether behaviour
is peer-specific. That is to say, whether it is a function of who the principal is
dealing with, in addition to the action, environment and random element. Peer-
dependent behaviour may still be consistent across a range of pseudo-anonymous
strangers, so we can compare recommendations about a certain principal from
a randomly selected cross-section of witnesses who are unlikely to collude.

3.5 Trust Value Formats

Trust values may take various forms; some of the most common are frequency
counts, belief and disbelief, and probabilities.

Belief and disbelief are described in Shafer’s book [10]. Dempster-Shafer the-
ory generalises probabilities so that varying degrees of uncertainty can be ex-
pressed explicitly. Jøsang [7] presents mappings which can be used to translate
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between these representations, and Yu and Singh [12] have applied Dempster-
Shafer to trust information.

Usually it is better to store the evidence itself rather than derived trust
attributes, since transformations potentially lose information and the mapping
can easily be performed late in a context-specific way. The trust values can be
seen as bridging the gap between the evidence space and probabilities/access
rights.

If the behaviour in question is not observable (or even if it is), the best
predictor for it may be a function of various other observables.

4 Augmented City Terminology

Because this application is a “recommendation system” and of course involves
SECURE’s notion of recommendations as well, there is the potential for seri-
ous confusion between recommending principals and recommending the objects
which the application is concerned with. We shall avoid this by using the words
comment or note for the latter case. The principal who creates the note is
called the author. The word recommendation will only be used in its techni-
cal SECURE sense (information passed from a witness to the receiver regarding
their trust in the subject).

We will therefore never say “restaurant recommendation”, preferring “restau-
rant comment”, although we may certainly “recommend a restaurant comment
author”. Although this departs slightly from most natural English usage, expe-
rience shows that chaos ensues if we are less clear about this.

5 Object/Application Classification

A given principal may be an expert on ancient buildings but know little about
pizza restaurants. This means that trust in one context cannot be applied un-
modified in another, and we must regard the Augmented City application as a
collection of related but different “sub-applications”. Each one corresponds to
a type of object that one might comment on. These “sub-applications” are re-
ferred to as application classes, or simply classes. For now we shall assume
that classes are distinct, i.e. each note falls within precisely one class.

The following application classes were chosen for the Augmented City:

1. Restaurants
2. Clothes shops
3. Other shops
4. Buildings/Architecture/College courts
5. Gardens/Parks/Grounds/Countryside
6. Useful amenities (post boxes, phones, taxi ranks etc)
7. Special (swimming pools, museums, theatres, clubs etc)

There will be a class affinity matrix A to represent the similarity between
classes. The value Aijz ∈ [0, 1] signifies to what extent expertise “of type z” in
Ci implies likely expertise of type z in Cj . Types of expertise are explained later
when we discuss the structure of trust vectors.



114 D. Ingram

6 Naming

The system doesn’t constrain which objects can be commented on (since we wish
the users to be able to comment on objects which the designers didn’t initially
include in the database). This puts the burden of object classification on the
comment writer (and our trust logic must know how to deal with the possibility
that an author classifies one of their notes incorrectly).

Recall that a comment consists of a (location, author, class, creation date,
note content) tuple. Comments are indexed by the first four fields and there is
no “physical object” field (except the description of what the comment is about
in the report body, obviously); i.e. we shall not attempt to specify a naming
scheme for the objects which notes might be describing.

Note bodies are in free text format, and do not assign any kind of numeric
value to attractions and facilities, so the system cannot parse them itself; hence
we believe little is lost by not being able to tell when two proximal notes from
different authors describe the same object.

Modifying Notes

In reality, facts go out of date and/or opinions change, but we don’t allow sub-
sequent editing of notes. However authors may delete their own notes, so cor-
rections can be made by deleting a note and creating a new one with modified
content. The system does not make any kind of connection between the deleted
note and the new one (other than the facts that they will have the same author
and presumably be in similar locations, of course).

7 Data Structures

7.1 Trust Values

Basic trust values in this application will take the form (ν, n) where ν is the
fraction of “successes” observed in a count of n events (ν ∈ [0, 1]). Successes
might correspond to “good” notes, for example. In general we shall use greek
letters for proportions of successes and a corresponding roman letter for the
event count.

If we wish to score some notes in a non-binary way, we can easily count
them as partial successes, s ∈ [0, 1]. The trust value is then updated as follows:
n′ = n+ 1 and ν′ = (νn+ s)/(n+ 1).

7.2 Trust Vector

The three components which form a trust vector are all trust values:

– Relevance indicates whether notes are correctly categorised (put in the
right class) and have sufficient importance (non-triviality). Denoted by (ρ, r).

– Accuracy is a measure of factual correctness — whether notes contain true
or false information. Denoted by (α, a).
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– Opinionsmeasures how much you agree with the non-factual claims in notes
(subjective, taste). Denoted by (σ, s).

The complete local state is then as follows. Each participant maintains a
list of principals. For each principal they record a list of trust vectors, one
for each application class, together with a single recommendation integrity
value. There is also a recommendation cache to store trust vectors received
from others.

8 Observations

Observations consist of scoring a note in the three categories of relevance, ac-
curacy and opinions. Observations affect trust values directly, by adjusting the
percentage and incrementing the event count. If a note isn’t considered relevant
we choose not to update accuracy or opinions at all (since it could be in the
wrong class).

The user interface should aim to present the scoring widgets on the same
screen as the note itself so it can be rated quickly and easily. The user may
choose not to fill in all fields (for example, if a note happens to be purely factual
in content, only the accuracy should be reported, since it provides no evidence
for or against the opinions of the author). The scoring is obviously less important
if we already have lots of information about this author. Also we might choose to
input scores for only a random sample of the notes displayed, to impact less on
the user’s experience (after all, everyone can draw on all the other users’ scores
as well, via recommendations).

It is important to realise that scoring will often not be possible when a note
is read. The relevance component can always be ascertained on reading, but
accuracy and opinions cannot unless the user is already familiar with the
object in question. Otherwise they may not be able to comment until they have
had a chance to visit it for themselves. Because of this we will allow scoring to
be postponed (the system may follow up some time later asking for ratings of
previously viewed notes, for instance).

9 Analysis

We apply the risk analysis technique described in Section 3.1 to the application.
There is only one type of action (deciding whether or not to display a note).

One unusual aspect of the Augmented City is that one of the participants in
an action (the author) is unaware of the identity of their readers. This means that
the author cannot “behave differently” (i.e. write different content) depending
on the peer. Recommendations are therefore fully transferable apart from the
subjective “opinions” component.

– Outcomes, costs and benefits:
(a) Don’t display the note. Cost 0
(b) Display an irrelevant note. Cost 1
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(c) Display an accurate note. Cost −X
(d) Display a misleading note. Cost X
The parameter X can be calibrated by the user to set the amount of clutter at
an acceptable level. This is a way of finding out the perceived ratio between
the cost of their time (reading notes) and the benefit of more complete
information in this domain.

– Risk:
∑
o∈Outcomes Probability(o) ∗ Cost(o)

– Policy: display the note for the user to read if the expected benefit is positive.
Alternatively we could have two thresholds, and choose to display some notes
together with a “low confidence” warning sign.

A helpful note may of course not contain information which is new to this
particular reader; they may already be aware of it from a source outside the sys-
tem, for example. However we shall perform the risk analysis on the assumption
that helpful notes actually are of benefit, and misleading ones do cause mistakes.
This is partly because it is difficult to describe the probability of encountering
familiar information, but also because the user’s mental model can easily cope
with the idea that the system is trying to be helpful without knowing what they
already know, and hence interpret the responses correctly.

10 Making Decisions

Assume for the moment we have plentiful direct observations of the principal in
question, acting in the correct application class, stored in the trust vector. E.g.
min(r, a, s) ≥ T for some appropriate level of evidence T .

The trust vector can then be converted into scalar probabilities for each of
the outcomes, to be passed into the risk calculation, as follows:

P (irrelevant) = 1− ρ, P (misleading) = ρ(1− α), P (helpful) = ρα
Currently this analysis ignores the opinions component σ. There are two

ways this could be used: Firstly, we could display all factually correct notes but
mark those from authors with similar opinions to oneself with the addition of an
icon. The reader could then separate opinions from facts and discount opinions
on unmarked notes. This would require another risk analysis to determine the
cost of incorrectly placed marks. Secondly, we could ask authors to label all their
comments as either facts, opinions or both and decide whether to use α or σ on
that basis.

11 Transferring Trust between Classes

Recommendation integrity is implemented as a shared value between all
classes, so there is no need to transfer it. However, relevance, accuracy and
opinions are all per-class, with varying degrees of “transferability” between
classes (probably high, medium and low respectively).

The components of the trust vector correspond with the “types of expertise”
which we mentioned earlier when defining the class affinity matrix A. If we
don’t know what the similarity between classes is to begin with, we can set
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the initial values to zero: Aijρ = Aijα = Aijσ = 0 ∀i �= j. The system can
determine values for these by cross-correlating the local state (observations and
recommendation cache) periodically.

It is important to keep track of information inferred from other classes sepa-
rately from direct observations (which we do by simply re-evaluating the former
from the related class observations every time it is required). When we have a
lot of observations in the right class we can completely ignore inferred trust from
other classes.

12 Recommendations

There are two levels at which trust transmission must succeed. Level 1, dissemi-
nation of information, is successful if it puts one in touch with people who claim
to have relevant information about the subject principal of interest. This is a
distributed systems and scalability problem. Level 2, recommendation integrity,
is successful if you get high-quality information which you can rely on.

12.1 Simplifications

The problem of interpreting recommendations is simplified, because we make
two restrictions to its scope:

1. All principals make recommendations based only on information they have
directly observed (no forwarding evidence gained from other recommenda-
tions).
For this to work the system will have to make it easy to discover the identity
of lots of principals to ask for recommendations (a broad, shallow search
rather than a narrow, deep one).
Note: we do want the system to be implemented in such a way that it could
scale to a city the size of London, say — with many inhabitants and visitors.

2. Recommendations contain the event counts, so they are backed by evidence
which says why we have placed trust in someone, not just how much.

1 ⇒ There can be no cycles and we won’t accidentally count the same piece
of evidence twice (except in the weaker sense that multiple recommenders and
ourselves may have independently rated the same note).

1+2⇒We know exactly which principals and classes were involved in all the
events that we count torwards a trust assignment. We haven’t summarised or
lost any information except for the record of precisely which notes were involved
in the events, so we effectively have all the information about events which is
relevant.

Hence, the only question affecting the validity of recommendations is whether
a recommender is lying (or has incorrectly configured software, leading to mean-
ingless output), since we agree on the format of the information and what it
means (there’s no scope for interpretation error).
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We don’t need to consider if they

– are gullible or a poor judge of character (because of 1)
– have misinterpreted their data and drawn the wrong conclusions from it

(because of 2)
– have bad taste (except for recommendations about opinions; see below)

12.2 Dissemination of Information

Scaling considerations create a trade-off between speed, local storage require-
ments and acting on partial information. If the system decides that recommen-
dations are required, there are various implementation choices for getting this
information. Here are some possibilities:

1. Request recommendations every time (a staggering amount of network traffic
and latency, if we are panning around an area with thousands of comments
and wish to broadcast for recommendations for each one from thousands of
principals).
Requests are infeasible for this application due to speed considerations.

2. Access a central “trust engine” which knows everyone’s trust values.
This doesn’t scale, and can’t be trusted!

3. Try to replicate trust information in a methodical way continuously by pass-
ing recommendations around in a background thread.
This is closer to what we need. Group multicast can be used to help this scale.
The problem is that to replicate a large database we can only store partial
copies, and have to form trust chains to reach the data we need. Batching
requests could help.

4. Store the results of requests in a local recommendation cache which is con-
sulted first.
I currently choose to adopt this method.

The key observation is that the Augmented City must make numerous trust
decisions per principal per second, which rules out queries and recommendation
relays (there’s no time to verify the original sources). I have also chosen to rule
out recommendation chains [1] for simplicity reasons.

Rather than attempting to prove that we can access a slice of relevant in-
formation, I decided on a random distribution method to fill a recommendation
cache for each principal. By employing a form of Least Recently Used cache line
replacement algorithm the system will aim to keep the cache full of useful infor-
mation. Each cache line consists of information from a given witness, organised
as a list of observations of other subjects (so the cache is two-dimensional).

If a peer-to-peer overlay network is available then deterministic methods
could be applied instead, for example the P-Grid system [2].

12.3 Recommendation Integrity

Trust values are transferred fromW to R (re: S) based on R’s recommendation
integrity value for W.
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The transfer of opinions also depend on R’s opinions of W (this is because
W is not telling R how much they think R will approve of S’s opinions, just
what W thinks of them personally). Recommendations of opinions are therefore
usually a weaker form of evidence than accuracy or relevance.

The recommendation integrity (rec. int.) “bit” which we store for each known
principal has three possible states: True, False or Unknown. Initially these are
set to Unknown. In this application recommendation integrity is considered to
be a brittle quantity. This avoids complex weighting functions and limits which
are otherwise needed to prevent one big lie from biasing a trust calculation, since
the data is considered to be either fully trusted or not.

The approach we take to trusting recommendations is to believe those which
correspond well with others people’s recommendations. This policy works pro-
vided most people are honest (if they are not then a trust system isn’t much
use anyway). When we can’t find enough relevant recommendations to form a
consensus opinion we use the rec. int. bits to determine who to trust. The bit’s
value is changed for future reference whenever we decide to use or discard a rec-
ommendation from that principal. We don’t attempt to store a history of these
values. Full details are given in Figure 1.

Request or search
for behav. rec’s from

other principals

Do we have sufficient
direct observations

to make an accurate decision?

Fine; just use
our observations

For each recommender, do:

Check our saved
rec. int. bit for

this recommender
Does the consensus

significantly contradict
our own observations (if any)?

Rec’s may not be
applicable. Fallback on

limited number of
observations only

Was the consensus
True or False?

For each recommender, do:

Is this rec. an outlier
or well correlated?

Add this rec. to our pool
for making the decision,

and set our rec. int. bit for
this recommender to True

Discard this rec. and set
our rec. int. bit for this
recommender to False

Check others’ rec.
int. bits for this

recommender as
published in the

matrix

yesno

Consensus
No consensus,
or not enough

sources to
correlate

meaningfully

Unknown
yes

no

Outlier
OK

True
False

Consensus

No
consensus

Add the rec. to the
pool but leave our
rec. int. bit for the
recommender set

to unknown

Attempt to correlate rec’s
from the different sources

Add this rec.
to the pool

Discard rec.

True

False

Fig. 1. Use of recommendation integrity in interpreting recommendations
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13 Putting It All Together: Combining Evidence

We need to combine evidence from three sources: direct observations, observa-
tions in other classes, and via recommendations.

In most SECURE applications, when we have a lot of relevant direct ob-
servations, we should stop using recommendations entirely. This is a good idea
because subjects may well act differently depending on who they are dealing
with, so recommendations don’t correspond perfectly. In this case however, au-
thors don’t know who is going to read their notes, so this consideration doesn’t
apply. However we shall still choose to diminish the effect of recommendations
to nothing as personal observations accumulate, for efficiency reasons and to
eliminate the risk of untruthful recommendations.

Notice that when we have some direct observations which apply to the situa-
tion at hand, we do not immediately stop using evidence from recommendations
altogether. If we have a few observations and a great body of knowledge in the
form of recommendations it would be foolish to assume that “we know better”
straight away.

Our goal will be to accumulate evidence equivalent to T observed events,
where T might be 20 or so (considerably less in a small-scale system). Beyond
this point we shall not try to add any more information from further sources, to
increase efficiency and reliability. The precision achieved in estimating probabil-
ities is 1/T . Increasing T increases precision but may decrease accuracy if less
trusted sources of information must be added to the pool. Ideally this should be
quantified and included in the risk analysis; for now T is a constant configured
out-of-band.

The strategy will be to initially use all the direct observations we have. If there
are enough of those, no other sources are added. Otherwise, we add evidence from
related classes. If the combined information is still less than T event equivalents,
we search the cache for recommendations. Finally, if we still need more data we
also use recommendations based on related classes (the most tenuous of all).

Giving related class observations priority over recommendations is somewhat
arbitrary. If the additional data results in a weight of evidence greater than T ,
we will scale down the last source so that it brings it exactly to T . This has the
nice effect of reducing the weight of related classes and recommendations as our
quantity of direct observations increases.

Calculation of Probabilities

Our input consists of direct observations, observations in related classes, and
recommendations from different principals (each with an associated recommen-
dation integrity). Related class event counts are discounted according to the class
affinity matrix A. Event counts are also adjusted as described above to bring
the number of observations up to the required level T.

The final expected probability is then calculated as the normalised weighted
sum of all the observed “fractions of successes”, with the modified event counts
as weights. In the special case of no evidence at all we have no choice but to
unconditionally display the note (and hope to learn from this).
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14 Conclusion

Trust models are the basis for an emerging field of distributed algorithms, used
to mediate interactions between unknown participants in peer to peer networks.
We have shown how these ideas could be applied to a large-scale collaborative
Augmented Reality system. Further work is necessary to validate the design, but
the approach seems to be fruitful.

The alternatives would be to manually authorise every interaction (impracti-
cal for näıve, busy users), to trust everyone (insecure), or no-one. In the absence
of a trust model, architectures must be more centralised, which places control in
the hands of a few completely trusted service providers and reduces the potential
functionality of the Internet in emerging peer to peer applications.
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Abstract. In an increasingly automated and networked world humans are facing
new problems stemming from the introduction of machine-intensive
communication. The natural human ability to asses, accumulate and evaluate
trust in other humans through direct interpersonal communications is
significantly impaired when humans interact with systems alone. The
development of applications that rely on trust, like electronic commerce, is
significantly affected by this fact.

This paper outlines a joint project that Nokia and Hewlett-Packard have just
begun which analyses a) the ability of technology to replace the traditional
notion of human-evaluated trust with a measure of trust that can be evaluated
for the human by automated systems, and b) how this measurement can be
communicated to the human by a personal appliance that we call an Intimate
Trust Advisor (ITA).

1   Introduction

As the world becomes more saturated with technology, direct face-to-face
communication becomes an expensive rarity, being replaced by indirect
communication means. The Internet and cryptography enable fast and secure
information exchange, but reduce the natural human ability to evaluate and establish
trust between communicating parties, ending the paradox: “more trust can be placed
in technology than in the goodwill of the information recipient”.

Trust is seen as the “lubricant of the social life” [1] and a critical factor affecting
the introduction of several new technologies, e.g. mobile commerce [2]. A lack of
trust caused by deficiencies in technology itself may significantly hamper its future
adoption.

However, what technology breaks, technology can mend. This paper discusses the
ability of technology to substitute for the naturally developed sense of trust that exists
and works well in interpersonal contacts, with trust that can be evaluated by computer
systems and then communicated to the human.

Special emphasis is placed on the 'lone user' case. This is the situation where the
user is surrounded by technology but also alienated from it, does not understand it and
is afraid of it. Users need to balance not knowing what possible risks may exist with
the desire to carry out a given action. Such situations are quite common in modern
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business and personal life, and will become more so as technology dominates our
environment.

The authors envisage the addition of special functionality to personal devices that
will convert them into Intimate Trust Advisors (ITA). The ITA advises its owner on
the level of trust that can be placed in specific technical components in the
environment. Such devices will utilise vast computational resources that form the
trusted (probably remote) supporting environment in order to evaluate the level of
trust.

This paper presents the foundation of a joint research project being undertaken by
Nokia and Hewlett-Packard. We set out by presenting our assumptions and discussing
why these are fundamental to our research. A reference architecture that we have
developed for the project is also explained in which we focus on the role of the ITA
and the supporting environment. Use cases further clarify scenarios that are of special
interest for the project.

Other planned work items within this research project that will be reported in due
course, including a more detailed analysis of the issues and challenges presented, and
a practical demonstration of a working implementation.

The word “trust” is a homonym; it can take on many different interpretations. It is
important that in our research we recognise this fact and establish the context in
which we operate. This paper defines and discusses the concept of computational
trust, a sub-class of relational trust that can be evaluated with the help of computing
systems.

The set of research questions that we have defined for this project concentrates on
the ability of the ITA to provide reasonable pragmatic advice to the owner on the
trustworthiness of their immediate technical environment.

2   Themes

The strength of this project lies in its unique approach that combines both research
and practical advancements. The project builds on the rich foundations of theoretical
works on trust by developing a unique methodology that focuses on issues that can be
addressed with today’s technology without compromising the breath that a more
general approach offers.

This project demonstrates how trust can be evaluated by an autonomous co-
operative (i.e. trusted) system on behalf and for the benefit of the user, and how this
evaluation can be communicated to the user. It builds on five major themes, as
described below.

2.1   Computability of Trust

The elusive nature of trust has led to several definitions of trust, as well as references
in taxonomies (e.g. [10]). Most of the published works concentrate on generalisations
that cover most (if not all) of the possible meanings of trust.

The authors believe that for a definition of trust to be of any use in a technology-
rich environment it should take into account the limited computational capabilities
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that exists in many current devices. Therefore, the proposed definition explicitly calls
for trust that can be not just evaluated but evaluated efficiently.

For this project a working definition of trust has been chosen (presented later in
section 5) that, whilst derived from theoretical works, allows us to expose the
unexplored areas of trust, namely its efficient and effective computability. Most
existing proposals for trust computation (e.g. [6], [7]) are based on expressiveness and
coverage rather than efficiency. They therefore overlook the practical limitations that
the state-of-art in device development imposes. This is especially the case for hand-
held devices.

2.2   Evaluation of Trust

Several existing works (e.g. [4]) attempt to determine how to increase a user’s trust in
the device or system (e.g. an Internet site) with which they interact, yet relatively little
has been done to assist the users in determining that the device (or system) is worthy
of the trust that it claims.

The idea behind the ITA is to empower users with the means to carry out their own
assessment of the trustworthiness of their environment. This approach is closer to the
general idea of trustworthiness (e.g. as noted in [3]) than to the idea of trust alone,
since our expectation is that the Intimate Trust Advisor will be capable of evaluating
the real quality of the environment.

There already exists an established body of works regarding the calculation of trust
(e.g. [12]), including the algebra of trusts [7]. The definition of computational trust
that is used within this paper does not provide guidelines regarding the exact
function(s) that should be used to calculate trust. Further into the project the authors
will propose certain subsets of functions to serve as examples of the larger possible
set. The authors believe that there is a wide class of possible functions that can be
implemented by each entity depending on its own preferences and capabilities.

2.3   Architecture

Existing works (e.g. [5]) concentrate on Internet-style computation where the user’s
(untrusted) computer has reasonably unlimited access to others’ resources and
communication channels.

The reference architecture (presented in section 3) is asymmetric in that it defines a
portable trusted ITA that seeks co-operation with a possibly large supporting
environment. This asymmetry permits separation of both the workload and trust
computation functionality. The ITA is responsible for local data gathering, user
communication and final assessment, while the supporting environment processes the
bulk of the available data and handles remote communication.

Special consideration is given to address limitations that are inherent in current
mobile communication devices, e.g. relative lower bandwidth, communication drop-
outs and limited computational resources.
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2.4   Context Awareness

The ITA is unlikely to have a perfect understanding of the intended action of the user.
Nor will it be perfect in understanding the environment in which the action is
undertaken. There are several environmental (or working) parameters that can be used
as an input to calculate trust. We recognise that not all of them are easily accessible
by the ITA, and that not all of them are important or always relevant.

The project recognises these limitations and addresses them by allowing for
additional robustness in the trust evaluation process. Specifically, the co-operation of
the local context-aware ITA with the ability of the remote environment to provide
independent context analysis is explored.

2.5   User Communication

The complexity of the environment means that a user cannot make the judgement by
himself on the basis of technical properties alone. In fact, the user is more likely to be
confused if presented with too much information. Conversely, giving too little
information leaves the user with the feeling of being controlled by the machine.

There are works (e.g. [8]) that attempt to determine the most useful way to
communicate trust to the user, including cases examples of decision-making processes
(e.g. [13]). There is also a reasonable body of common experience (e.g. with Web
browsers) regarding how security is communicated to the user.

This project assumes that the ITA performs the role of advisor, leaving the user to
make the final judgement on whether to proceed. The project examines the methods
used to communicate the trustworthiness from the ITA to the user. Specifically,
methods are to be explored that provide the user with meaningful information without
reaching information overload .

3   Reference Architecture

If we are to work effectively with the multitude of possible interactions that may
occur between a user and their technology-rich environments, then we require a
simplified reference architecture. It is the intention of this project to concentrate on a
reference architecture that can be applied to several interesting scenarios in the
expectation that our findings can be applied to other architectures as well.

The reference architecture used throughout the project is depicted in Fig.1.
The architecture consists of two layers: the interaction layer and the trust layer.

The interaction layer deals with the configuration of components and assumed
interaction channels between them. The trust layer exposes necessary trust
relationships, expectations and the computation of trust.

3.1   Interaction Layer

The user operates the ITA (a). The authors envisage an ITA as a personal handheld
device with some communication capabilities, e.g. mobile phone or PDA.
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Fig. 1. Reference architecture

The working environment can be either local (e.g. the physical environment) or
remote (e.g. the remote server). This environment is unknown and to a certain extent
non-trusted, i.e. it can behave in a friendly way or it can be hostile. Despite this
uncertainty the user is willing to (or simply must) operate through and within this
environment (b).

The ITA is aware of the working environment the user deals with and the actions
the user undertakes (c). It can be reasonably expected that the ITA will perform an
important role in the user’s activity, acting as the user’s personal trusted device,
intermediating the communication.

Further, the ITA has access to the supporting environment (presumably remote)
that is not directly accessible to the user (d). The communication between the ITA and
the supporting environment may rely on the working environment, but there are
sufficient protective measures so that the ITA can entirely rely on this
communication.

Within this architecture the user consults the ITA (or otherwise relies on the ITA’s
judgement) as to whether it is wise to proceed with a certain action within the current
working environment. The ITA presents the user with its own assessment of the
trustworthiness of the working environment.

3.2   Trust Layer

It is assumed that the user trusts his ITA at least when it comes to its assessment of
the trustworthiness of the local environment (e). It is further assumed that the ITA
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trusts the supporting environment, but that the way in which the ITA accesses the
supporting environment (f) also has a bearing on the level of trust.

The operation proceeds as follows: The ITA assesses the trustworthiness of the
local environment (i.e. the trust it would put in the local environment) (g). The ITA
presents the results to the user in order to help the user with the judgement regarding
the local environment. The user preferably accepts the ITA’s judgement as a part of
his overall assessment of the trustworthiness of the local environment (h).

4   Use Cases

The project is looking at several use cases to understand how trust can be evaluated
and communicated. Special interest is put on the set of 'lone user' cases, situations
where the person is surrounded by technology but is alienated from it, does not
understand it and is even afraid of it, yet still must perform certain desired actions. It
is believed that such situation is quite common in modern business and personal life,
and will become even more common as technology comes to dominate our
environment.

The following use cases are considered within this project. Each use case is
described by a configuration that matches the reference architecture and address
different issues faced by the user. All the use cases are taken from the reality of the
modern business life.

For each use case the following is highlighted: the ITA, the working environment,
the desired action, the supporting environment, and the trust-related question. Further,
an outline of the possible action undertaken by ITA to evaluate the trust is presented.

4.1   Business Trip

The user is on the business trip and decides to use his computer to communicate
(action) with the home office system (supporting environment) through the Internet
hook-up in his hotel room (working environment). The user has his ITA (mobile
phone with local connection) that is normally used to authenticate him to the home
office system through the local Bluetooth connection.

The attached instruction asks the user to install some code/settings from the
accompanied CD in order to enable the use of the hotel's hook-up. The question the
user faces is: is the working environment trusted enough to install the required
software?

The ITA is able to directly communicate with the office system (e.g. making the
wireless data connection) so that this question can be passed to the system that can
respond according to the corporate policy, taking into account the reputation of the
hotel, prior experience, required certificates, etc. This response is communicated to
the user.

4.2   Wireless LAN

The user is equipped with the personal communication device (that acts also as an
ITA) and is within reach of a wireless LAN that is free to use but unknown to her
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(working environment). She wants to use this opportunity to surf the Internet (action),
but she is not sure whether the network can be trusted, both in terms of security and
reputation. She trusts her regular wireless LAN provider (supporting environment).

The ITA can evaluate both the security features of the working environment (e.g.
the level of security) and the reputation (as reported by the regular wireless LAN
provider) and provide certain advice to the user. Note that the ITA relies on the
working environment to access the supporting one, and that the connection between
them is presumed to be secured in an end to end fashion.

4.3   Visiting the Office

The user is visiting the office of her client. While preparing for the presentation she
realises that some of the files are missing. She can use the client’s computer (local
environment) to access her corporate network (supporting environment) but she is not
certain whether such an arrangement is trusted enough as all her credentials may be
recorded by the local environment and used later on to re-enter the corporate network.

She consults her wireless phone (ITA) that makes a direct call to the corporate
network. The corporate network does not trust the client enough, but the ITA may be
able to arrange the document to be delivered to the client’s network over the
unprotected channel. The ITA informs the user that the action is possible but not
recommended. The user, upon consulting ITA, decides not to proceed.

4.4   Ad Hoc Network

The user plans to engage in the ad-hoc network (e.g. over Bluetooth) in the office he
is visiting to (working environment) in order to print certain documents on the
Bluetooth-enabled printer (action) with the intention to pick up copies and leave no
trace of the text printed (which is presumably of the confidential nature). Due to the
omni directional nature of the Bluetooth carrier and its relatively long range the user
is uncertain whether the documents will reach only the printer or whether they can be
intercepted/overheard by some other pieces of the infrastructure.

The mobile phone, incorporating ITA functionality, is used as a Bluetooth modem.
It is consulted in order to see whether the action should be conducted. The ITA
evaluates technical properties of the Bluetooth link (e.g. security, range) vs. other
possible options understanding that the office environment can be intentionally
hostile. The ITA is able to extract further information from the document itself
regarding the required confidentiality level. Further, the ITA obtains information
about the identity of the office (temporary, secure, competitor’s, subcontractor’s) and
compares it remotely (e.g. though the wireless connection) with information stored in
the corporate office (supporting network).

Consolidated results of the sophisticated evaluation are presented to the user who
then can make the final decision whether to continue with the action.
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5   Definitions

Trust is a homonym, a word that encompass more than one meaning. The literature
brings a significant number of interesting definitions (e.g. [9]) as well as some
overviews of those that describe a classification typology (e.g. [10]).

This project requires definitions that will cover the possibly wide area of the
semantics of the word ’trust’ but which at the same time fit the reference architecture
and use cases. Specifically, the computational aspect of trust should be included. The
phrase ’computational trust’ has been developed to define an approach to trust that is
important to the project.

The authors have decided to clarify and explore two definitions of trust: one that is
believed to be generic enough to encompass all the relationships of trust within the
reference model and another that stresses the computational aspect of it. The project
will focus on exploring trust issues that arise from the second definition.

The authors have intentionally avoided definitions of trust that address one’s inner
emotional state (referred to as ’Dispositional’ in McKnight’s typology) since these are
considered out of scope for this project. Some trust relationships, as explained in the
architecture, provide working assumptions about user’s disposition of trust. Similar
approaches to the definition of trust in a global sense can be found, e.g. in [14].

The definition of computational trust, as provided below, refers to the relationship
(g) in the reference architecture, i.e. the assessment by the ITA of the extent to which
the user should trust the local environment. This assessment may be computed from
data known by the ITA itself as well as from data gathered or calculated by the
supporting environment. It is assumed that the definition of computational trust can be
applied to every trust assessment or trust computation within this process.

Relationships (e) and (f) are implied by the model chosen while the relationship (h)
is the propagation of the relationship (g). Relationships (e), (f) and (h) can be
identified as relational trusts.

5.1   Definition 1 – Relational Trust

Relational trust is one’s expectation that the outcome of the other’s unobservable or
incomprehensible behaviour is favourable.

This generic definition sets the scene. There is the entity A that may receive certain
outcomes from another entity B. The entity A expects the outcome to be favourable to
itself even though A may not comprehend its value. Further, the entity A cannot
observe the behaviour of B and cannot determine in advance what the outcome might
be.

The definition of relational trust encompasses categories of ’Impersonal/Structural’
and ’Personal/Interpersonal’ according to McKnight’s typology.

5.2   Definition 2 – Computational Trust

Computational trust is one’s supported expectation that can be expressed as the
computationally effective function, that the outcome of others’ unsupervised
behaviour is favourable according to one's understanding.
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This definition stresses the rational aspect of trust (’Cognitive State’ aspect of trust
according to McKnight’s typology). The entity A expects an outcome from B, and A
trusts B if A expects that the outcome from B is favourable according to its
understanding. There are no restrictions on foundations of the expectations, be it
reasoning, statistical model or firm belief as long as the expectation looks rationally to
A.

The definition assumes that A is satisfied with an outcome that is favourable to A
according to A’s understanding. It assumes that A can reasonably express what is
favourable and can judge whether an anticipated outcome is indeed favourable.

Note that if A can perfectly and effectively predict every action of B, then A no
longer needs to trust B. In this case one can say that A possess complete knowledge of
B or that trust is replaced by knowledge. Note further that if A can effectively control
B at every stage of it’s the activity, then A need not trust B as A can always ‘steer’ B
towards the desired outcome . In this case the trust is replaced by control [11].

6   Technical Architecture

The technical architecture presented below is used only to illustrate one of the
possible implementations of the reference architecture. The value of the proposed
implementation lies in the use of common components, each directly related to a
project theme, to simplify significantly the overall design.
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6.1   Components

The architecture assumes the existence of three types of components: a context
awareness component, an evaluation engine and a presentation component.
Following is a short description of these components.

It is expected that the design of the components will be portable and scaleable
across all the platforms that they are supposed to work on, so that they form building
blocks that can be used to populate the entire configuration. This is especially
important in the case of more complex supporting environments, as discussed later in
this paper.
Context Awareness.  The role of the context awareness component is to collect all
the relevant information about the function that is going to be performed and the
current context of the device, including such items as user preferences or
communication properties, if appropriate. Even though it is obvious that the context
awareness component will never be able to collect all the information, the expectation
is that it will be able to capture the most relevant ones.

The context awareness component is located on the ITA not only to collect
information related to the function, local environment and user preferences but also to
gather information about the quality of the supporting environment. The context
awareness component at the supporting environment collects information about the
environment itself (e.g. its preferences). It can be also used in more complex
configurations to assess the quality of other environments.

Context awareness component reflects the fourth theme of the project: context
awareness.
Evaluation Engine.  The evaluation engine encapsulates the core of trust evaluation
as it implements the selected trust evaluation function. It processes inputs from
various available sources (context awareness component and other evaluation
engines) and comes out with the synthetic assessment of trust, according to policies
defined for the evaluation engine.

Evaluation engine is covered by the second theme of the project: evaluation of
trust.
Presentation Component.  The presentation component is unique to the ITA and is
responsible for the presentation of the evaluation in a form that is well understood by
the user. The presentation component drives the trust indicator, the element of the
user interface that provides the synthetic statement of trust.

Presentation component reflects the fifth theme of the project: user
communication.

6.2   Information Flow

The context awareness component of the ITA collects information about the context
from the working environment (A), from the user (B) and adds information about the
ITA and its supporting environment. The complete context information is sent to the
supporting environment (C) and to the local evaluation engine (D).

Within the supporting environment the separate context awareness component
produces information about preferences (E) which, together with contextual
information from the ITA is sent to the evaluation engine that processes the
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consolidated trust indicator and sends it back to the ITA (E). Another evaluation
engine at the ITA collects this input and combines it with its own evaluation into the
consolidated trust indicator. This indicator is then sent to the presentation component
(F) and eventually presented to the user (G).

6.3   Configurations

Several possible configurations can be considered, depending on the availability of
the supporting environment, its robustness and configuration, and alike.

If the supporting environment is not available, the ITA is still able to process
information by itself by passing information directly from its context engine to its
evaluation engine. The evaluation engine takes into account that such an evaluation is
local.

Alternatively, the complexity of the evaluation engine in the ITA can be greatly
reduced if the ITA is designed not to support trust evaluation. In such a case it is the
supporting environment that performs the majority of trust evaluation.

The supporting environment provides the essential trust processing components,
but this may not be the only place where trust is processed. The structure of the
supporting environment may be modular in nature, with several interlinked evaluation
engines. Alternatively, the supporting environment may ask for opinions from other
environments.

The technical architecture provides support for such configurations.  The context
awareness component in the ITA may forward its output to several evaluation engines
while each evaluation engine may accept input not only from its own context
awareness component but also from other evaluation engines.
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Fig.3. presents an example of a more complex architecture where the supporting
environment consists of three evaluation engines (A, B and C), each with its own
context awareness components. Information from the ITA is distributed to all three
evaluation engines, while the trust indicators are consolidated by engine A before
being sent to the ITA.

7   Conclusions

This joint research project between Nokia and Hewlett-Packard studies the important
issue of whether a lack of inter-personal trust can be replaced with computed trust in
the environment that the mobile industry workforce experiences every day.

This paper presents the initial approach that the project is taking and use cases to
identify the project’s scope. The project concentrates on five major themes: definition
of trust, evaluation of trust, architecture, context awareness and user communication.
From these themes, initial results based on our definitions and architecture are
presented.

Our unique approach that combines theoretical and pragmatic approach promises
very interesting results.
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Abstract. A significant characteristic of global computing is the need for secure
interactions between highly mobile entities and the services in their environ-
ment. Moreover, these decentralised systems are also characterised by partial
views over the state of the global environment, implying that we cannot guar-
antee verification of the properties of the mobile entity entering an unfamiliar
domain. Secure in this context encompasses both the need for cryptographic se-
curity and the need for trust, on the part of both parties, that the interaction will
function as expected. In this paper, we explore an architecture for interac-
tion/collaboration in global computing systems. This architecture reflects the
aspects of the trust lifecycle in three stages: trust formation, trust evolution and
trust exploitation, forming a basis for risk assessment and interaction decisions.

1   Introduction

The future of distributed computing is likely to bring a massively networked world
supporting a diverse population of hardware and software entities [1]. In this global
computing environment, many of these will be mobile entities that stand to benefit
from the ability to interact and collaborate in an ad-hoc manner with other (possibly
unknown) entities and services to succeed in the tasks allocated to them. In such large
systems, spanning multiple administrative domains, autonomous operation is an es-
sential characteristic of entities that cannot rely on specific security infrastructures or
central control to help in security related decisions. The composition and characteris-
tics of these systems will be both highly dynamic and unpredictable. Entities will
have to deal with unforeseen circumstances ranging from unexpected interactions to
disconnected operation, often with incomplete information about other principals and
the environment.

Freedom for collaboration between entities is an important benefit of such a dy-
namic environment. Collaboration can be defined as a joint interaction between two
or more principals (P), which must perform one or more specific actions (A) on one
of the principals’ resources.

� E.g. Simple collaboration: (A, P1, P2)
� P1 (initiator) must decide if P2 (executor or requesting entity) is authorized
to carry out A.
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To allow a secure collaboration to proceed, it is necessary to predict the behaviour
of other principals. The current security focus on the protection of data in transit using
cryptographic measures does not address the issues of undesirable behaviour of enti-
ties at either end of the communication channel. Entities must be able to make
autonomous decisions about entering into a collaboration and configure themselves
dynamically according to changes in expected behaviour.

The remaining sections of the paper are arranged as follows. Section 2 provides an
insight into the human phenomenon of trust as a security mechanism for the type of
system considered in this paper. Section 3 describes a computational model of trust,
which, in conjunction with the trust information structure outlined in section 4, forms
the basis for a collaboration model architecture. The collaboration architecture dis-
cussed in section 5 incorporates a trust box, which encapsulates the trust model and
implements the trust information structure, to allow a principal’s trustworthiness to be
established based on the available information. Section 5 also describes a risk model,
which utilizes the established trust to perform risk assessment upon which to base the
decision to collaborate. Sections 6 and 7 consist of ongoing work and conclusions re-
spectively.

2   Trust

In real life, humans use the mechanism of trust to cope with the inherent risks when
dealing with only partial information about people and the environment. Accepting
risk via this mechanism allows humans to interact on the basis of available evidence,
assigning privileges or tasks to others accordingly. Similarly, computational interac-
tions require an adequate level of trust between the principals, which is currently pre-
configured by a system administrator. We assume that the administrator will not be
present and measures must be in place to allow entities to form their own opinions of
the trustworthiness of others. The pre-configured, coarse and static configuration of
trust in traditional systems is not consistent with human intuitions of trust as a subjec-
tive and situation specific notion [2], being an individual’s opinion of another entity.
Trust is also dynamic, as an individual’s opinion can evolve and develop based on the
evidence available for subjective evaluation. Due to the complex subjective nature of
trust, people have formed many different views of what exactly trust is. While this
makes it difficult to form an exact definition, we assert that a model of trust can be
developed in sufficient detail for use in a security model.

Within this paper distrust is not considered, as in the type of global systems con-
sidered here, it is possible for entities to change identity when they are distrusted in
order to avoid negative evidence. Distrust is therefore not represented to reduce the
incentive for change of identity.

It is proposed that the development of trust-risk based security architecture for
collaboration incorporating a dynamic model of trust will provide devices with the
ability to operate and make security-related decisions autonomously, on the basis of
changing evidence. With the use of explicit representation trust, enhanced information
is available on which to base decisions. It is proposed that the collaboration architec-
ture can be used either to augment other security mechanisms or as a basis for unen-
crypted interactions.
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2.1   Sources of Trust

There are three main sources of trust information about another entity. Personal ob-
servations of the entity’s behaviour, through recording the outcome of an interaction,
are essential for the subjective evaluation of trustworthiness. Recommendations from
trusted third parties provide the possibility for trust regarding unknown entities to be
propagated in a similar manner to the deferment of trust as seen in current trust mod-
els (e.g. [3]). Recommendations are based purely on the recommender’s personal ob-
servations and as such it is possible to associate a measure of trust in the opinion of
the recommender (this is not the same as trust in the recommender for other actions).
The reputation of an entity can be consulted in the absence of experience or recom-
mendation. Reputation is anonymous in the sense that it is an aggregation of trust in-
formation from different sources (including recommendations that are passed to us via
intermediate parties) and as such we cannot associate a level of trust with the opinion
expressed. Trust information relevant to specific action can be of more use than trust
information about general activities, thus a notion of context is necessary to incorpo-
rate the situational nature of trust. A strong basis for trust is established through an
entity’s subjective observations and the collection of such evidence. Recommenda-
tions may be evaluated subjectively within a similar context to the recommendation
evidence source. Clearly personal experience influences trust to a greater degree than
recommendation, therefore it is important to weight the evidence dependant on the
source of the information. The process of recommendation becomes more important
in cases where we have no personal experience with the entity in question. Requesting
recommendations allows us to consider interacting with unknown entities. The paper
does not currently consider reputation for simplicity although this will be examined in
future work by the authors.

2.2   Dynamic Aspects of Trust

The subjective nature of trust based on evaluated evidence has been introduced. The
dynamic aspects of how trust is formed, how trust evolves over time due to available
information and how trust can be exploited are equally important in striving for an
intuitive representation of trust. These aspects of the model are collectively referred to
as the trust lifecycle [4] and will provide an entity with the ability to reason about and
make security-related decisions autonomously. This dynamic view of trust will result
in a more flexible model able to represent trust in a manner that captures human in-
tuitions, such that positive outcomes of interactions will preserve or amplify trust,
while trust erodes without periodic interactions or recommendations.

Evaluating the trustworthiness of a principle is referred to as trust formation. An
entity’s trustworthiness can be synthesized from available evidence of past interac-
tions, to be used when allocating privileges for specific tasks. Evidence relevant to the
current context will carry the most weight, in particular subjective observations made
by the entity itself about previous interactions. Initially new entities have no evidence
of past behaviour to establish a base for interaction. Recommendations may be used
to establish collaboration between entities that have never met, but who trust a com-
mon third party.

The evolution process takes place, as additional evidence becomes available. Ac-
cumulation of evidence with experience of new interactions must modify the level of
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trust to be placed in an entity, incrementing the trust information to maintain accu-
racy. Evidence from the outcome of interactions must be evaluated against the ex-
pected behaviour of the principal.

The essential problem in exploitation is to determine behaviour on the basis of
trust, by determining the risk of interacting with a particular principal for a particular
action. The calculated trust values enable a full assessment of risk to be carried out to
allow a decision whether or not to collaborate to be made. The decision to collaborate
will be determined by the security policy or the particular entity. Through the evolu-
tion process outlined above, there is feedback from this risk assessment process, dem-
onstrating the cyclic nature of the relationship between trust and risk.

The next section introduces the basis of trust in the collaboration model that can
represent trust in this dynamic manner.

3   The Trust Model

The basis for the collaboration architecture is a formal model of trust developed by
Mogens Nielsen et al in [5]. Each principal in the system has a trust box, a component
that processes evidence and principals to return trust values. The trust box has a state,
represented by the trust information structure detailed later. Within the trust box, the
model represents trust values as elements of a domain forming a complete lattice.
This allows two new structures to be constructed based on intervals for all subsets of
the lattice of trust values. The actual set of trust values used may be application inde-
pendent. For example, if we use the simple set of integers from 0 to 100, the interval
[10, 50] means that the appropriate trust value lies somewhere in the range of from 10
to 50, but we cannot be more precise given the information we have.

The first new structure is a lattice of intervals lifted from the lattice of trust values,
providing an interval ordering (trust ordering) that allows the qualitative comparison
of trust intervals. The second new structure is a complete partial ordering (trust in-
formation ordering) on intervals to represent quantity of trust evidence for a principal.
For example, an unknown entity has the complete lattice of trust values as an interval
such that its trust value could be anything. The narrower the interval, the less possible
trust values we have. This serves as the basis for least fixed-point calculations to pin-
point an entity’s trust value. The local trust policy of each entity determines how it
computes trust. The collection of all local policies determines a global trust function,
which serves as basis for least fixed-point calculations to determine trust in others.
The following section describes the structure developed to represent trust information,
which in conjunction with this trust model facilitates the evaluation of dynamic trust
values.

4   Trust Information Structure

The idea of a trust information structure is to provide information representing the
state of the trust box in the trust based security model. The use of a layered structure
(Figure 1) to store trust information provides a greater depth of information upon
which to base any decision than merely storing the individual trust values relating to



140 C. English et al.

the entity in question. Each entity has one trust information structure, the basis of
which is the store of all trust information available on every other entity with which it
has been associated.

The structure has four layers: the collection of all known trust information in the
first layer, the relevant separated evidence relating to personal experience and rec-
ommendations in the second layer, separate trust values (TvOBS and TvREC) derived
from personal experience and recommendation in the third layer and a fourth layer
containing general trust values. The goal behind these layers is to provide more fine-
grained levels of trust information on entities for which we are unsure about the accu-
racy of the stored trust value. While the structure allows trust values to be used with-
out further examination of available evidence in situations such as low risk assess-
ment or high stored trust values, it may be necessary to re-evaluate trust afresh. If
further information is required, the desired number of previous experiences can be ex-
amined, particularly those relevant to the currently requested action. If the final col-
laboration decision does not yield a positive result it is possible to seek further sup-
portive evidence to re-evaluate a higher trust value.

Fig. 1. The Trust Information Structure

The following points discuss these layers of trust information in more detail:

1. The base layer contains all of the trust information available to the entity, com-
prising of personal experience, recommendations and stored trust values. To pre-
vent this stored information growing to an unmanageable quantity with new evi-
dence, the information may be temporally limited to allow out of date
information to be discarded. This layer also contains information on the entity’s
trusting disposition (TvDISP), i.e. whether or not it is generally trusting. This in-
formation can be used to initiate interaction in the absence of evidence, by se-
lecting a node from the whole lattice of trust values. This dispositional trust may
also be of use in the evaluation of evidence offered as a recommendation. After
an interaction has terminated, the evaluation process will update this layer with
evidence of the outcome, to keep the store of trust information up to date.

2. The information in the second layer is dynamically extracted from the trust in-
formation layer below upon request and contains evidence relevant to the re-
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quested action. In the absence of evidence related to the specific action, general
evidence for the requesting entity may be extracted to provide some basis for the
trust evaluation to proceed. The approach taken is that rather than have two sepa-
rate structures for experiences and recommendations, one structure is used, and
the recommendations are treated in a different manner to personal observations.
This is necessary to ensure that the process of recommendation does not become
merely delegation of trust values from other entities, and that the information
passed can be evaluated subjectively, dependant on the trustworthiness of the re-
commender.

3. The third layer in the structure contains trust values specific to observa-
tion/experience evidence and recommendation evidence. From evaluation of each
of the two sources of relevant trust information, trust values can be established to
represent personal opinion/belief and the opinion/belief from other parties, as to
the trustworthiness of the entity in question. Trust values will take the form of
intervals on the trust lattice and can be compared both quantitatively (quantity of
information supporting the values) and qualitatively (comparison of values di-
rectly) using the two orderings described in the trust model. This allows repre-
sentation of how much recommendations and experience influence the final deci-
sion individually.

4. The fourth and top layer contains the final trust value upon which to base a deci-
sion in the risk model. This layer may contain the stored trust value for the re-
questing entity, extracted directly from the base layer of trust information on the
fly or combine the separate trust values from the layer below in a suitable manner
to derive a single value for trust. A consensus operator (described in the trust
formation section below) combines the two trust values, taking into account the
quantity of evidence that has contributed to the evaluation of each individual trust
value. In any collaboration, when the stored trust value of the requester is high
we can use that trust value without re-evaluating the other two lower layers, or
seeking new evidence. Evaluating the trustworthiness from base trust information
upon each request requires more processing to extract the necessary information
relating to a particular entity than if the trust value itself were used on the fly.
This overhead is acceptable only when further evidence has become available or
must be sought to enable the interaction to proceed.

There are some additional points that should be considered, which are outlined
here. Each piece of trust evidence in the trust information store must be linked to the
action type from which the evidence originated, whether this is a personally observed
outcome, or a recommendation from a trusted third party. This is merely to provide a
simple notion of context, to represent the situational nature of trust by evaluating only
the pieces of evidence of relevance to the currently requested action. It should also be
possible to base the trust evaluation on all the pieces of evidence relating to an entity,
to provide additional support for the decision if necessary.

The representation of evidence from experience and recommendations must be
carefully considered. Each piece of evidence may take the form of a tuple containing
the evaluated outcome or recommendation and parameters to represent the action. The
exact representation of personal observations will depend upon the function used to
evaluate the outcome of an interaction, such as comparison of the expected outcome
with the actual outcome of the interaction (e.g. determination of cost incurred relative
to the cost-PDF predicted by the Risk Model). It may be reasonable to consider any
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deviation from expected outcome should be deemed unsatisfactory and reduce trust
because the outcome is not what was expected, regardless of whether the outcome is
positive or negative. Recommendations may take the form of personal evidence of-
fered for evaluation or trust values offered for evaluation. The use of separate trust
values based on experience and recommendation allows an entity to offer the trust
value based on its own experience as a recommendation, to ensure that the value
passed is based purely on the personal experience of the recommender, rather than
just hearsay (e.g. a police investigator, needs to know what you saw, not what some-
one else told you they saw). Also, if trust values based on recommendations from
other entities down a chain are passed, we run the risk of double counting trust infor-
mation and distorting the final trust decision. It is likely that the transfer of trust rec-
ommendations will take place through the use of certificates, to allow verification of
the source. For example, it will be possible for each entity to offer the other collabo-
rator a certificate containing its opinion of the outcome, which could be used as a rec-
ommendation in future interactions.

Evolution of trust values and update of evidence is an important part of the dy-
namic nature of trust, and the trust structure must facilitate both these functions. After
any interaction, the store of trust evidence should be updated (TU in Figure 1) to
contain the new evidence as a result of collaboration evaluation. The evolution func-
tion (TE in Figure 1) should provide the functionality to alter the stored trust value
without the excess overhead of full re-evaluation. In situations where trust must be re-
evaluated afresh due to the availability of new evidence, the trust formation process
can be re-invoked. The following section will detail the collaboration model archi-
tecture, which uses the trust information structure and trust model outlined above to
model the lifecycle of collaboration.

5   Collaboration Architecture

The collaboration architecture outlined in Figure 2 is an expanded version of work by
David Ingram et al in [6], with the addition of the notion of the trust lifecycle to pro-
vide dynamic secure collaboration support. This architecture shows how we model
these dynamic aspects of trust, in terms of the available trust evidence both from per-
sonal observations and recommendations from trusted entities. The architecture out-
lines how trust is exploited in the process of risk assessment [6], to allow security de-
cisions to be made on the basis of probable cost of the outcome of an action. The
lifecycle of the collaboration follows a series of steps described in the following sub-
sections. These are entity recognition, trust formation, risk assessment, collaboration
monitoring and collaboration evaluation. These steps incorporate the functionality of
the trust lifecycle of formation, evolution and exploitation, through the use of a trust
box, which encapsulates the trust model and the trust information structure defined
above.

5.1   Collaboration Request Analyser

Upon receiving a collaboration request, we must analyze the contents of the request to
determine whether we have the necessary resources to allow the action to take place.
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If the resources are not available, no further processing of the request is carried out,
and a message is sent to notify the requesting entity. This message may also contain
information recommending another entity, which can fulfill the request. Another im-
portant feature of the request analyzer is the process of entity recognition described
below.

Fig. 2. The Collaboration Lifecycle (an extension of figure 1.1 in [6])

5.2   Recognition Mechanism

It may be impossible to establish the identity of unknown entities via intersecting cer-
tificate hierarchies, when entities roaming between administrative domains may be
disconnected from their home network. Even when authenticated identity can be es-
tablished in this manner (e.g. PKI [8]), as in most security mechanisms on the Inter-
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net, it conveys no a priori information about the likely behaviour of an entity. Work
by J. M. Seigneur et al in [7] is relied upon to provide entity recognition in the col-
laboration architecture. It is proposed that all entities be assumed virtually anony-
mous, placing importance on recognition of entities rather than identity. In this way,
the necessity for prior configuration of collaborative entities is removed, allowing un-
foreseen interactions to take place as the need arises. Recognition based on previous
experiences allows the relevant evidence to be linked to the relevant entity. Auto con-
figuration and dynamic enrolment measures must therefore be in place to remove the
reliance on centralised certification authorities and allow the formation of an initial
level of trust (dependant on an entity’s trusting disposition) when entities meet for the
first time, allowing enrolment in an initial low risk collaboration. This will provide
the necessary evidence for future recognition.

A number of entity recognition mechanisms may be available, each trusted to dif-
ferent degree. One of these mechanisms must be selected to establish the level of trust
in the recognition infrastructure. End-to-end trust in a particular collaboration then
combines both trust in the underlying recognition infrastructure and trust between the
principals determined by the trust model. If the final trust evaluation is trust insuffi-
cient for collaboration to take place, it is possible to look for a more trustworthy rec-
ognition mechanism to increase the end-to-end trust.

5.3   Trust Formation

From the set of all available trust evidence, we extract the set of experiences that rep-
resent personal observations and the set of experiences that represent recommenda-
tions. Upon receiving a collaboration request, we can dynamically filter the available
trust evidence to retain only that relevant to the requested action. If there is no evi-
dence for a principal regarding the specific action, it is possible use available trust
evidence from other actions with the principal. This can be seen in the trust informa-
tion structure section as the second layer of the diagram. Recommendation evidence is
treated separately from evidence based on personal experience as the latter has a
greater influence on the trust value.

If the stored trust value (Tv) is high enough an entity may decide to use that value
without performing any further investigation of the evidence. An extreme case of this
is that absolute trust may lead to collaboration without assessment of the risks in-
volved, and absolute distrust might lead to automatic rejection.

If no evidence is available for an entity from experience or recommendation we
must establish an initial trust value to encourage low risk collaborations. This collabo-
ration will provide further evidence upon which to base future trust formation. There
are several schemes available for determining the initial trust value. These include:

� Selecting the minimum trust value for any entity in the trust information
structure, or

� Exploit the trusting disposition of the entity to select a suitable interval
from the trust model.

Trust Formation Function (TFF): For evidence relating to personal observations,
there exists a set of possible experience values Ex, which consists of two subsets, Ex-
NEG and ExPOS to represent negative and positive outcomes of interactions respectively.
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Each element ev � EvOBS takes a value from the set Ex. To assist in the evaluation of a
trust value based purely on the set of observation evidence (EvOBS) we will use the
TFF.

TFF = (#{evi | evi � 0} - #{evi | evi � 0}) / i

The TFF gives a value to indicate the strength of positive evidence relative to
negative evidence to support collaboration. This value (TFF), in conjunction with the
total quantity of observation evidence (#EvOBS), allows us to determine an interval on
the lattice of trust value intervals ordered by the trust information ordering (TvOBS).
#EvOBS determines the width of the interval, while the TFF allows the pinpointing of
the exact interval on the lattice, dependant on how positive or negative it is.

Recommendation Trust Operator (RTO, �): This operator is used to combine all
of the evidence obtained via recommendation. Recommendations will only be consid-
ered based on first hand experiences from a trusted entity, to avoid the possibility of
double counting trust evidence from entities further down the recommendation chain.
This is referred to as recommendation independence, avoiding second hand recom-
mendations. When we have insufficient evidence from personal observations or when
the evidence we have is not relevant to the collaboration request, we may seek the
relevant additional recommendations to encourage collaboration. The RTO seeks con-
sensus between the TvOBS values from trusted entities, collected as elements of a set of
recommendations EvREC. Assuming that we have two recommendations for principal
X � P, RX

A and RX

B (where RX

A = TvOBS for X, from principal A � P), then the RTO
reaches a consensus for TvREC as follows:

TvREC =  RX

A � RX

B

Trust Consensus Operator (TCO): The two trust values, TvOBS and TvREC are com-
bined according to the TCO, in a manner inspired by Audun Josang’s work on com-
bining beliefs [9]. The use of Josang’s consensus operator assumes the consistency of
evidence underlying the opinions; therefore we make a similar assumption, that the
requesting entity behaves in a uniform manner when interacting with all other princi-
pals. This consensus will strike the relevant balance between trust from experience
and trust from recommendation and may also give more weight to the narrowest in-
terval (which by definition must have been determined from more evidence). It is
only necessary to use evidence in the form of recommendations if there is not enough
evidence from personal observations. Thus, if TvOBS is a very wide interval, we will
consider TvREC in order to narrow the interval to obtain a more accurate final Tv.

5.4   Trust Exploitation for Risk Assessment

Having established the relevant trust value for the requesting entity, this is passed to
the risk model [6], in order to determine whether the risks are acceptable to enable
collaboration to proceed. The evaluation of risk involves a combination of the prob-
abilities and costs of the possible outcomes of action. An assumption is that all possi-
ble outcomes of an interaction are known and that cost or benefit associated with each



146 C. English et al.

can be determined. The range of possible costs for each outcome can be expressed as
a cost-probability density function. For each possible outcome, the trust value is used
to select one from a family of cost-pdfs, to represent possible costs or benefits, should
this outcome occur. The appropriate cost-pdfs for all possible outcomes are combined
and analysed according to security policy, to facilitate a decision on accepting the
collaboration. The answer set can contain more than one response if necessary, or
contain a moderator to express low confidence in the response.

5.5   Collaboration Monitoring

The goal of this stage is to monitor the progress of the individual actions of which the
collaboration is composed. Defining policy for an interaction does not guarantee the
secure execution of that interaction; therefore monitoring plays a crucial role. This is
essential to ensure that the interaction is progressing towards the desired outcome
rather than towards a negative outcome predicted during the risk assessment for that
interaction. Moreover, we can measure the state and behaviour of principals during
the interaction process, in order to terminate prematurely when a security infringe-
ment or some other form of incorrect behaviour occurs, resulting in a drastic reduc-
tion in trust. This protects resources immediately rather than waiting for the interac-
tion to complete and then modifying trust levels. While modifying the trust level is
important, it is also important to ensure that an action can be terminated without fur-
ther damage being permitted. Monitoring offers further opportunity for the exploita-
tion of trust values. If trust in a principal is very high, it may be your policy not to
monitor the interaction to reduce processing overheads. The monitoring process is of
increased importance for interactions established with unknown entities.

5.6   Collaboration Evaluation

After the interaction is finished, the outcome will be recorded and an evaluation will
be carried out. The outcomes of the interaction will be evaluated with respect to the
range of outcomes established during risk assessment, recording any deviation from
the expected outcomes. Based on this evaluation, each action should be classified as a
positive or negative experience according to the overall outcome. This information is
recorded for each action, but may be grouped together in terms of the overall collabo-
ration within which the action took place. This evaluation of the experience can be fed
back into the trust lifecycle and used to evolve the trust value for the entity in ques-
tion. Our work in this area contemplates a similar approach to the work of Catholijn
Jonker and Jan Treur [10], but differs in that update affects only the trust information,
not the trust value. The view of evolution here also differs from [10] concerning the
narrowing and pinpointing of intervals on the trust information ordering. The evalua-
tion of an interaction as a negative (ExNEG) or positive (ExPOS) experience will update
the stored trust evidence layer of the trust information structure for possible re-
evaluation in future interactions.

Trust Update (tu). After each evaluation the outcome, in the form of experience evi-
dence must be added to the store of trust information in the base layer of the trust in-
formation structure. The store contains the set of all trust evidence, Ev, to which we
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add the latest experience, an element (ex) from the set of all possible experiences, Ex,
to produce an updated set of trust evidence, Ev�. This can be represented as follows:

tu : Ev � Ex 	 Ev�
tu (Ev, ex) = Ev�

By updating the trust evidence in this manner, it is possible to re-evaluate trust val-
ues based on the most recent evidence, by following the procedure of trust formation
again.

Trust Evolution (te). It is also important to allow the evolution of trust values over
time to take place on the fly without incurring the processing overhead of trust for-
mation. For this reason, we define the Trust Evolution function, which takes a new
piece of evidence from experience (ex) and modifies the stored trust value (Tv) di-
rectly, producing a new trust value (Tv�). The function can be represented as follows:

te : Ex � Tv 	 Tv�
te (ex, Tv) = Tv�

To recap, this collaboration architecture will facilitate the establishment of secure
interactions between autonomous entities, showing how it is possible to base the deci-
sion to collaborate with another entity on evaluation of trustworthiness. The following
section will introduce some of the open issues for the model and examples of ongoing
work.

6   Open Issues and Ongoing Work

The work in this paper is still in progress and as such there remains many open issues
to be addressed. Examples of such issues include the examination of the notion of
reputation and how to represent this. It clearly should convey less reliable information
than the other two sources of trust evidence highlighted in the paper. The idea of sec-
ond hand recommendations based on the TvREC of a recommender may constitute one
view reputation, but the aforementioned issues of double counting of trust evidence
must be addressed.

The process of monitoring requires some notion of how to model a principal’s be-
haviour over the range of possible incorrect and correct behaviours with respect to the
expected outcomes of an action.

Work is in progress to examine further the use of a set of policies, which affect the
manner in which a decision is taken, dependant on existing trust values. The dynamic
selection from a set of policies affords greater flexibility in decisions than hard-coded
behaviours. For example, a family of evolution and update functions may exist, pa-
rameterized by policy, further increasing the flexibility of the system.

A scenario to explore an example implementation of the collaboration lifecycle is
currently in development. In section 3.4 of [11], a smart space scenario is outlined, a
context-aware distributed system that gathers context information about individuals.
In a smart university campus or department, smart applications allow the tracking of
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student and staff activities through effective use of the context information. For ex-
ample, staff and students can use the system via PDAs or mobile phones, to check the
availability and location of colleagues for a meeting. An issue of growing concern in
these systems is security and privacy. It is crucial to provide secure access to context
information in order to prevent its misuse and breach of users’ privacy. This challenge
motivates the consideration of smart spaces as an application scenario for the applica-
tion of trust-based security mechanisms. This scenario has characteristics such as dif-
ferent methods of information sharing and a large number of possible principals,
which will be important in addressing aspects of complicated collaborations. An ex-
ample interaction that may occur in this scenario, involves a student (P1) wishing to
access the supervisor’s calendar (P2) in order to book an appointment (A), which in-
volves a variety of risks to security and privacy. More complex collaborations com-
posed of interdependent interactions may impact upon the functions outlined in the
paper, and will be the focus of future work. The scenario will also provide useful in-
formation on the practicality of such complex lifecycle processes in the context of
smart environments using small devices with limited processing capability.

Also in development is a simulation framework, where entities are represented by
agents, for the investigation of trust and collaboration lifecycle issues. The model will
be tested using simulations rather than implementation scenarios, as this allows con-
trol over independent variables and a range of complex behaviours to be studied. We
are unlikely to be able to run “real-life” experiments of more than a few cases even if
these were desirable in the first instance. In real life we cannot control independent
variables so failure (of our model to live up to expectations) would tell us little. Also,
we could only test very benign scenarios where no one was really going to suffer as a
result of their behaviour. Simulation is, therefore, an important weapon in our ar-
moury. The simulations will test the applicability and scalability of all aspects of the
model and address issues such as the use of a dropping window of evidence to limit
the trust evidence considered in trust formation, the use of time limited evidence to
represent out of date information and the issues involved in more complex interac-
tions with multiple principals performing different actions, which may rely upon one
another. It may be possible to examine the correctness of assumptions such as agents
always behave in a rational manner and examine the effects on the system when such
assumptions are removed. Work started with an implementation of two specific sce-
narios, an agent-based file sharing facility and trust based dynamic routing in ad-hoc
networks, which we are now generalizing to produce the simulation framework. It is
also hoped that privacy implications of propagating trust information will become
clearer through these investigations.

7   Conclusion

The new paradigm of global computing requires a new methodology for tackling the
problem of security of interaction. Conventional hard coded security mechanisms lack
the flexibility required for use in such systems, where only incomplete information is
available on which to base security decisions. A more flexible mechanism is the ap-
plication of trust based security models to cope with the risk inherent in interactions
in this environment. Current security mechanisms with pre-configured representation
of trust fail to capture the notion and its relation to risk in a manner suited to systems
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with no form of central control. This paper proposes an architecture with the charac-
teristics necessary to provide a basis for reasoning about trust in security related deci-
sions for these systems. Although it is clear there are open issues, these will only be
fully determined by the continuing work, which is expected to address these prob-
lems.
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Abstract. This paper aims to show the importance of the function assumed by
trust in the present society, and to provide an overview of the main interaction
patterns between  trust and private law. We shall start by trying to give a defi-
nition of trust according to the socio-cognitive theory. Then we shall examine
the most important private law principles involved with both trust and reliance,
such as good faith, and shall particularly focus on the so-called appearance
principle and its main applications by jurisprudence and doctrine1.

1   Trust from a Legal Perspective

In this short contribution we will discuss the topic of trust from a legal perspective,
focusing on Italian law.  As is well known, trust has recently become the object of an
increasing attention on the part of psychologists, sociologists and computer scientists.
This attention is well deserved since trust is an essential component of the functioning
of social institutions (both human and artificial ones). It is a basic mechanism which
contributes to the development of social co-operation. Trust is good for trusters and
trustees to whom it opens larger possibilities of interaction. Moreover, in a society
that is based upon extensive exchanges and forms of cooperation between its mem-
bers (as is required by the division of labour, and by democratic politics), trust also is
a public good. If there was no trust, co-operation would end, and the whole fabric of
society would collapse.
Given the social importance of trust, we should not be surprised that the law, being
the most important mechanism for ensuring social co-operation, takes a special inter-
est in trust.
However, law and trust have frequently been opposed one to the other. Some authors
viewed law (formal rules) and trust as alternative, opposed mechanism for social
regulation. From this perspective law is required in a society exactly because recipro-
cal trust is insufficient: formal rules and sanctions are a rigid and brutal mechanisms
that unfortunately becomes necessary where sense of community and attachment to
social norms are insufficient to restrain the opposed egoisms, to ensure mutual  trust.
We believe that this vision of the relationship between law and trust is basically mis

                                                          
1 Daniela Memmo and Giovanni Sartor are authors of paragraphs 1-7, while paragraph 8 has

been written by Gioacchino Quadri di Cardano.
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taken. Rather then a conflict there is usually a cooperation between law and trust. The
law does not aim at substituting trust, but rather on the one hand may provide the ba-
sis for trust to exist (even in large and anonymous societies), and on the other hand
frequently recognises and supports those trust relationships which autonomously
emerge or which are based upon non-legal norms. It is true that sometimes the law
may disrupt trust: this happens when either the law admits behaviour which violate
reciprocal trust and spontaneous cooperation (consider, for example, laws condoning
fraudulent managerial practice), when it forces individuals to act against one another
rather then reinforcing their spontaneous bonds (the extreme case being represented
by totalitarian regimes requiring the use of informers, up to the extreme vision of Or-
well’s 1984), or when it only requires a formalistic application of its prescription, dis-
regarding and conflicting with that  genuine attention for other people’s interests
which represents the basic ingredient of social trust (goal adoption, as Castelfranchi
[8] and Falcone [9,10] call it). We believe, however, that the cases we have just con-
sidered may be viewed as a degeneration of different patterns, in which law facilitates
and supports trust, as we hope to show in the following pages.

2   Trust and the Law: Main Patterns of Interaction

Relationships between trust and the law can take various shapes, so that it is difficult
to classify them into a few clearcut patterns of interactions. We shall anyway make an
attempt. Let us first introduce a notion of trust. We start with the well known notions
provided by Castelfranchi and Falcone [8. 9]. According to these authors we can dis-
tinguish the two components in trust, core trust and reliance.
Core trust includes the following:

1. The truster has a certain goal, i.e. is interested in the production of a certain result,
2. The truster believes that the trustee is able to bring about that goal (competence

belief)
3. The truster believes that the trustee is willing to bring about the goal (disposition

belief)

Reliance includes the following:

4. The truster believes that it needs to rely on the trustee for the achievement of the
goal (it would be impossible or inconvenient to achieve it directly) (dependence
belief)

5. The truster believes that the goal will really be achieved, thanks to the action of the
trustee.

3   Behaviour-Trust and Situation-Trust: Classification

The definition of trust we have considered only considers trust in the behaviour of an
agent. Let us call it behaviour-trust.
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Equally important for the law is reliance on the existence of preconditions for the
achievement of the legal results on which the agent is interested, and the correspond-
ing reliance on having achieved such result. Let us call it situation-trust. Situation-
trust is similar in many regards to the behaviour trust. The difference is that it con-
cerns not people’s behaviour, but the fact that under certain conditions (given certain
clues or certain appearances, or traces) certain legally relevant situations exist. Con-
sider for example, the situation of a buyer who wants to enter in an Internet-contract.
The buyer needs to put some trust in the behaviour of the seller (i.e. he should expect
that the seller will not use improperly his credit card number or his personal data), but
he also needs to trust that those preconditions exist under which the sale is fully ef-
fective (that the person who appears to be the seller really is the seller, that he really is
the owner of what he is selling, etc.). And after completion of the purchase, the buyer
trusts that it has been effective (that he has acquired the good).

The two aspects of trust we have just described are connected, since trust in certain
clues or appearances may be related to the trust in the fact that nobody has falsified
such clues or appearance, or even that nobody has allowed them to exist without the
existence of the corresponding conditions. However, those two aspects of trust need
to be distinguished, when looking at the phenomenon of trust from a legal perspec-
tive, since they may be protected in different ways.

When considering behaviour-trust we need to focus, first of all, on the fact that the
law establishes duties upon certain persons in order to protect corresponding rights of
other persons. This happens most clearly, as we shall see, in two domains.

The first concerns those legal rules which protect the integrity of the individual person
and of his property. Expectation that such rules are legally binding, and are going to
be enforced by public authorities, if necessary, provides a minimum of security (reli-
ance that my fellows are not going to harm my person or my property) which is the
essential precondition for avoiding an Hobbesian nightmare.

The second concerns those rules which allow the parties to enter into legally binding
agreements (contracts). This allows the parties to ground their trust on the perform-
ance on the other party, also on the fact that such performance is required by the law.
This also means that if the other party does not wilfully perform it may be forced to
do so, or anyway, it may be forced to restore the damage that the truster has suffered.
In both areas, the law increases a right-holder’s reliance  on the rightful behaviour  the
other party.  Reliance is facilitated in two ways.

First of all the law increases what Castelfranchi and Falcone [8] call disposition be-
lief. The duty-holder knows that if he defaults, he risks being punished, and this pro-
vides a powerful incentive to fulfil his duties. The public nature of the legal process
(and in particular of judicial proceedings) provides a further incentive to rightful be-
haviour: the defaulting duty-holder is at risk of seeing his reputation so compromised
that nobody is going to trust him.

Secondly, the law diminishes risk related to trust. The right holder knows that if the
other parties default, he may get compensation, and therefore avoid the losses which
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he would otherwise suffered as a consequence of relying on the performance of the
other party.

In the cases we have just considered trust is put upon the fulfilment of a legally bind-
ing rule: the law comes first, and the truster relies on the execution of a certain be-
haviour for the very reasons (beside possible other reasons) that it is legally man-
dated. We will not consider specifically this pattern of legally-based trust, since its
implications seem on the one hand quite obvious and on the other hand adequately
analysable in the framework provided by trust research: law only is one additional
ground upon which trust-related expectation (in particular disposition-belief) can be
based.

4   Behaviour-Trust Grounded upon Legal Rules

A different pattern is more interesting to us, always within the domain of what we
called  behaviour-trust. This concerns the case where the very fact that one party puts
his trust in a certain behaviour  is the reason why the law provides for its protection,
by requiring that the trustee behaves in such a way that the truster is not damaged be-
cause of his trust. In such cases trust come first, and law comes after.  In those condi-
tions the truster is protected by the law against the trustee’s default exactly because he
has justifiedly put his reliance upon the trustee’s behaviour. So reliance is the ground
for legal protection (rather then the opposite).  The behaviour that is required to pre-
vent damage to the truster can usually be identified by reference to the idea that the
trustee needs to behave according to the standard of good faith.  As it is well known,
good faith identifies the requirement of an honest and correct behaviour, a require-
ment which includes the need that one takes care to prevent damage to others because
of their reliance on one’s behaviour. Consider for example, the legal requirement that
parties behave towards one another according to the principle of good faith when they
are contracting (before the contact is made). This does not mean that they have any
obligation to make the contract. However, they certainly have the obligation to pre-
vent the other party suffering losses for having justifiedly relied on the conclusion of
the contract. Note, however, that the law does not protect every hope or expectation
concerning other people’s behaviour: there must be both a sincere and reasonable
trusting attitude, and the legal protection is especially intense when such reliance was
caused by the trustee’s behaviour.

Another general principle which supports the protection of trust (at least in legal sys-
tems which are based upon a general clause for tortious liability), as we shall see  is
provided by the need to restore „unjust damage“ which one has caused to other (this is
the expression which is used by article 2043 of the Italian civil code). The violation of
the other party's reasonable trust, which is based upon the trustee's behaviour, can
certainly be viewed an unjust damage.

As we said above, we will not discuss the obvious fact that the existence of legal obli-
gations (established by law or by contract) may lead people (and especially right-
holders)  to trust that such obligation will be fulfilled. However we need to mention
that there are some cases where the word „trust“ (or „fiducia“) is specifically used for
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referring to legal obligations. This is when one is legally bound to use his property for
some specific interests (or goals) which have been set by somebody else (not that this
corresponds to that element of trust which Castelfranchi and Falcone call goal-
adoption).

This is the notion of „trust“ as it is used in commercial and property law in common
law systems, a notion which corresponds in civil law system to the Roman notion of
„reliance with a friend“ (fiducia cum amico). This covers what is called in Italian law
„proprietà fiduciaria“ (ownership with trust), and on the other hand „contratto fiduci-
ario“ (contract with trust).

1) Proprietà fiduciaria2 . This concerns the case where a person (the trustee) becomes
the holder of a property right which he is entitled to use not for his own interest, but
for the interest of the truster (for example, the property right which is exercised by a
manager of an association without legal personality, or by the owner of an inherited
property subject to an obligation stated in the will, called fideicommissum, etc.).

2) Contratto fiduciario3. This is a contact, usually concerning property rights, where
the parties, besides transferring such rights, establish special obligations between
them which ensure that those rights are exercised for determined purposes (which are
not typical for that contract).  For example, in the compravendita fiduciaria (sale with
trust) the buyer (trustee) of a property undertakes the obligation to transfer that prop-
erty in the future to a third party or back to the seller or to use that property for a cer-
tain time according to the instructions of the seller (truster).

5   The Legal Protection of Reliance and Good Faith

Let us now move to the second pattern we have considered, i.e. to those cases where
the law protects reliance of the truster upon the behaviour of the trustee.  In this sense
the idea of trust is related to the idea of good faith. To understand how the law pro-
tects reliance we need to examine two different uses of the notion of good faith
(buona fede)4. In Italian law those two notions are respectively called „buona fede in
senso soggettivo“ (good faith in the subjective sense) and „buona fede in senso og-
gettivo“ good faith in objective sense (good faith in the objective sense).

a) Good faith in the subjective sense is especially relevant in the law of property and
possession, and is usually defined as  „not knowing that one is violating other peo-
ple's rights“5. In fact it frequently happens that a person who violates the rights (or

                                                          
2 This topic has many connection with the Anglo-Saxon institute of trust. See De Angelis [16],

Lupoi [28] and Malaguti [29].
3 See the researches of Ferrara sr. [20], Gambini [25] and Grassetti [26], as well as Trimarchi

[38]
4 The traditional researches of Bigliazzi Geri [5-7] have been recently continued by Nanni [30-

33].
5 As defined by art. 1147 of the civil code. According to the jurisprudence of the Supreme

Court, in order to acquire the possession it is necessary that ignorance is not due to a lack of
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the legitimate interests) of other people without being aware of that, enjoys a certain
degree of protection by the law.  For instance, in Italian law the possessor of a thing
that belongs to somebody who believes that he is the rightful owner enjoys a better
position than the possessor who knows that his possession is against the law. Simi-
larly, when one person buys a thing from somebody who is not the owner, and ac-
quires the possession of that thing believing that the seller was entitled to sell, then
that person acquires the property of that thing.  On the contrary, if the buyer was not
acting in good faith (he knew that the seller was not the owner) the contract would not
be effective.

b) Good faith in the objective sense is usually said not to consist in a purely subjective
state (a mental state) of an agent but in the fact that the agent behaves correctly.6

Therefore it is also said that good faith is a standard of behaviour. Such standard is to
be identified not only with reference to legal rules, but also with reference to social
norms and to reasonableness. This is the sense in which good faith (correctness) is re-
quired in the fulfilment of an obligation, in the negotiation of a contract, in the inter-
pretation of a contract.7

It is easy to see that both good faith in the subjective sense and good faith in the ob-
jective sense can be viewed as specific ways of protecting trust.  More specifically,
good faith in the subjective sense can be viewed as a way of protecting situation-trust:
the agent who sincerely believes that he is not violating other people’s rights (who
trusts that there exists a legal situation which is favourable to what he is doing) enjoys
a legal advantage that he would not have otherwise. In some cases that protection is
so strong that this person will obtain exactly those results which he would obtain if
the situation he believes to exist was really there.

On the other hand good faith in the objective sense can mainly be viewed as a way of
protecting behaviour-trust. The agent may safely expect that his counterparty will be-
have correctly, since the law protects such expectation. Moreover, one of the most
important requirements of correctness is that one does not let down those who have
put their trust in oneself. Therefore, objective good faith requires, in many cases, that
the trustee takes care to avoid damage to the truster, especially when the trustee’s be-
haviour induced the truster’s reliance.

It is interesting to remark a general tendency in the way in which trust is protected.
While protection of behaviour-trust usually is provided  by an obligation of the trustee
to compensate damage suffered by the truster (because of his reliance), the protection
of situation-trust is provided by allowing the truster’s false belief in the existence of a
certain situation (in the appropriate circumstances) to produce  the same legal result
(in favour of the truster)  that would have  been produced by that very situation.

                                                                                                                                     
that ordinary prudence and diligence that would have permitted to the purchaser to under-
stand that he was violating somebody’s right: "non intelligere quod omnes intellegunt" is an
unforgiveble error that is not compatible with the concept of good faith itself (Cass. civ., sez.
II, 7-05-1987 n. 4215, Cass. civ., sez. II, 7-05-1987 n. 4215)

6 Bessone[3] and D’Angelo [14 - 15] are the most important authors that have written about
this topic, but the studies of Del Bene [19] and Franzoni [22] are relevant too.

7 See art. 1337 of the civil code that states that „the parties must act according to good faith“
and art. 1366 that obliges the parties to interpret the contract according to good faith, that
means that the declarations of the parties must be assigned the sense that the average man
would assign them.
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6   Protection of Situation-Trust and Connection with
Behaviour-Trust

Finally, we need to consider what we called situation-trust. This, as we said, concerns
the truster’s belief that a certain situation exists, which has a positive relevance for his
situation and interests. For example, a buyer is certainly interested in the fact that the
seller is the owner of what he is selling to him (or was authorised to sell by the
owner). If this was not the case, he would not be able to buy what he wants. However,
the buyer’s sincere and reasonable belief (his good-faith) in the existence of such
situation is protected by the law: the person having such belief would acquire the
good even if the seller did not own the goods.

We need to focus on situation-trust, since we need to consider the special form which
the legal protection of the trusting party usually takes.  Protection of situation-trust
often justifies the following: one person’s erroneous belief that a certain state of af-
fairs exists is attributed the same legal effect which the existence of that state of af-
fairs would have had.  For example, in contract law, one party’s erroneous belief that
the counterparty made a certain declaration (which the counterparty did not make) or
had a certain intention (which the counterparty did not have) can sometimes produce
the same effect that the counterparty’s making that declaration or having that intention
would produce. This happens to protect the party who was justified in believing that
the counterparty made that declaration or had that intention (who put its trust in this
belief). However, one cannot invoke the protection of trust as the justification for al-
lowing the effects of a certain situation (in the absence of that situation), when no-
body believed in the existence of that situation, or when it was completely unreason-
able to believe that it existed. Moreover, usually one party’s erroneous belief that a
(mental or physical) state of affairs exists can be equated to the existence of that state
of affairs, only when the counterparty contributed to producing that erroneous belief
(as in case of deceit and mispresentation)
The idea of situation-trust, and the form of protection which it enjoys can be seen also
in contexts which lawyers do not label under the heading of good faith (in the subjec-
tive sense). In fact there are various circumstances in which a person relying in the
existence of a certain situation (which may concern both external circumstances or
circumstances pertaining to the counterparty) can achieve exactly the result which
would have been produced by that situation, even when it does not obtain.  For exam-
ple, protection of reliance may prevail over the principle according to which a party
may be bound only by a contract which that party wanted, and wanted on the basis of
a rational volitional process which was not affected by mistake, violence or deceit.
Correspondingly, a contract which is affected by the mistake of one party remains
valid (has the same legal effect which the contract would have had if there was no
mistake) if the contract did not and could not recognise the mistake.  Similarly, the
contract which was made by a person who has not the capacity of making contracts is
valid if the other party relied on the validity of the contract. Consider that, on the
contrary, a unilateral juristic act (such as a will) can always be voided when it dam-
ages the incapable author of that act, since in such a case there is no reliance that
needs to be protected. Similarly, an only simulated contract (which should in principle
be ineffective, since the parties did not agree to make it, but only to create the appear-
ance that they made it) produces its effect in regard to the third parties who, relying
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on the validity of the simulated contract, acquired rights which depended on it. So, if
A and B organize a fake sale of A’s house to B, and subsequently B  makes a contract
with C, for selling A’s house to C, the latter contract is valid, and C rightfully acquires
the ownership of the house, since C relied on the validity on the sale contract between
A and B (C would obtain, on the basis of his reliance on the fact that the contract be-
tween A and B was valid, the same effect which he had obtained if that contract was
valid).

The law can not always protect the party who has relied on the existence of certain
conditions by ensuring to that party the same results which would have obtained if
those conditions really existed.  When this is not possible, however, the law fre-
quently establishes upon the party who failed to provide such conditions a duty to
compensate damage which the truster has suffered as a consequence of his reliance.
This is the case for example, when a contractor suffered damage for relying on the
validity of a contract with which was invalid because of the other party’s behaviour.

Obviosuly, a duty to compensate damage is the only protection which can be provided
to the truster in the case of behaviour-trust. An instance of this can be seen in the case
where during negotiation one party was induced to rely on the future conclusion of
the contract. The party who abandoned negotiation without justification violates the
standard of correctness (good faith in an objective sense) and is therefore bound to re-
store the damage which the other party (the truster) has suffered.

 Even though  the law often protects a truster, we cannot assume that the law estab-
lishes a general duty to restore any damage which a truster has suffered because of his
reliance on the trustee's behaviour (or in the existence of situations which pertained to
the trustee's sphere). However, we may say that in general the trustee may be bound to
compensate the damage of the truster,  when the trustee induces (either intentionally
or negligently) the truster to rely on his behaviour.

With reference to the Italian law, we may also say that person who has put a reason-
able reliance on somebody, can be considered to have a legally protected interest. The
violation of such interest produces an unjust damage, for which compensation can be
requested, when the damage was intentionally or negligently caused, by suing the
violator for  tort. In Italian law this can be done on the basis of art. 2043 of the Civil
code which is viewed as establishing a general principle of tort law.
Moreover, we need to consider that in some cases the truster is protected even when
his reliance in a certain appearance is not due to the fault of the other party. Under
those circumstances, however a justification may be found  in the fact that the law
puts upon the other party the risk for the innocent reliance  of the truster, where by
risk one means „the negative effect on an activity which a subject undertakes in his
own interest“.

Finally, we need to consider that according to the law, only reasonable trust is pro-
tected. This means that the truster is only protected only when circumstances exist
that justify his expectations (behaviour trust) or his beliefs (situation-trust). When
situation-trust is at issue, the circumstances which create a reasonable belief in the
existence of the facts on which the truster relies are said to provide the appearance
(apparenza) of such facts. The problem of legally relevant appearance will be consider
ed in the following paragraph.
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7   The Limits of the Legal Protection of Trust

As we have seen above, the law does not always ensure the protection of trust. Reli-
ance as a mental state is not always relevant to the law (besides the the cases of good
faith in a subjective sense which we mentioned above). On the other hand there is not
always a duty to act in such a way as to protect other people’s reliance (unless this is
required by the principle of correctness).

There are two limitations to be considered.

First, usually the law only protects the truster when his reliance is justified by objec-
tive circumstances. Reliance must be reasonable and legitimate. It is frequently said
by jurists that the law protects reasonable people, not silly or credulous ones.

Secondly, the law needs to balance the protection of reliance with the interests of
other people. For example, in deciding when and to what extent we need to protect the
buyer’s reliance on the validity of the contract (on the fact that the seller is entitled to
sell), the law also needs to consider the interests of the real owner, by considering that
the seller may be a thief.

Therefore, the protection of reliance is not an absolute exceptionless rule, but rather a
principle that needs to be balanced with other values, interests and principles, it is a
standard to be used (along with others), to adjudicate conflicts of competing interests.
Moreover, by choosing to protect the reliance of one party, in certain specific circum-
stances, the law does not only aim at the generic objective of increasing social trust: it
may also, and more significantly, aim at specific objectives. Protecting the reliance of
one party appears to be a technique for privileging certain parties and certain interests,
against other parties and other interests, i.e., for providing a legal discipline for certain
conflicts of interests.  For example, protection of the buyer corresponds to the idea of
facilitating trust, but is more significantly a way of adjudicating the conflict between
the buyer  (from a false owner) and the real owner. The ways in which this conflict is
solved in the Italian legal system, i.e. by protecting the reliance of the buyer in good
faith, clearly correspond to the purpose of facilitating commercial transactions, elimi-
nating the risk that the real owner may attack the buyer.

We are aware that our discussion of law and trust is inadequate and does not exhaust
its subject matter. There are many other areas of the law where the idea of the protec-
tion of trust is relevant, besides the one we have just mentioned. There are also many
other theories of trust in specific areas of the law with we have not examined. There
are also many connections between the law and trust studies which we have failed to
consider. We are aware that our work is a preliminary declaration of intent, and we
shall try to address more deeply the issues pertaining to the legal protection of trust in
the future.  We are also aware that we have only considered Italian law, while the as-
sessment of the legal relevance of trust needs  a comparative analysis, though we tend
to believe that different legal system (at least in Continental and Anglo American le-
gal families) tend to approach the trust issue in very similar ways.
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We hope, however, that our short discussion may have illustrated the need that trust
studies focus their attention also on the legal domain. The law has much to learn from
the current discussion on trust, since it seems to lack a clear and coherent framework
for approaching this subject.  However, it has also to offer an invaluable collection of
cases, problems, and patchwork that which can provide a very significant input to
trust studies. We strongly believe that here there is the possibility for a very fruitful
interdisciplinary cross-fertilisation.

8   Appendix: The Principle of Legal Appearance in Italian Law

The topic of the juridical appearance is quite recent and was almost unknown by Ro-
man law, that just considered the case8 of the apparent heir who alienates an heredi-
tary good to a third, who could be protected as a bone fide possessor.

Indeed it was only in the 19th century that French scholars9 elaborated a wide number
of theories that turn on the idea that law must protect all those who have guiltless re-
lied on appearance. By this way the principle of juridical appearance has been used to
solve different problems such as the apparent domicile, the marriage apparent, 10 the
apparent society and so on. We must however point out that all the cases where the
appearance principle is invoked must be considered as exceptions which are called to
compensate the imperfections of the publicity systems that permit the application of
the general rules and –by this way- to assure equity and justice.

We have a very different situation in Germany, since the BGB decrees the victory of
the mechanism based upon delivery, publicity and formality over the consensual prin-
ciple, and the scholars follow the declaration dogma without giving importance to the
will11. The bona fide holder who has acquired something from who results as the heir
apparent on the heredity certificates, or from who is indicated as the owner in the
property register is always directly protected by law, and so the appearance principle
is superfluous. However German scholars12 elaborated the complex theory of
Rechtsschein to explain the reason of this rigorous formalism that implies that „ju-

                                                          
8 In D. 5, 3, 25, § 17, also if this solution is not followed in public law by  D. 1, 14, 3 that dis-

cusses the case of Philippus Barbarius, who was nominated praetor although being a slave.
We must however point out that this concerns the efficacy of the praetorial measures adopted
by the praetor (edicts) and, finally, is a problem of certainty of law.

9 DEMOLOMBE, Cours, Paris-Bruxelles, 1847-1876, II, p. 293 e ss; AUBRY et RAU, Cours,
Paris, IV, 1873, p. 439 e ss.; MERLIN, Répertoire, V, Paris, 1836, voce Héritier, III ;
CREMIEU, De la validité des actes accomplis par l’héritier apparent, in Revue Trimestrielle
de Droit Civil, 1910, 39 ; COLIN, CAPITANT et JULLIOT de la MORANDIERE, Traité,
Paris, 1957, n. 873, p. 517 e ss.

10 It is the simple more uxorio cohabitation, that has originated in our legal system the para-
digms of the „unione di fatto“ and of the „famiglia di fatto“.

11 The two greatest theorics of this theory were NAENDRUP, Begriff des Rechtsscheins und
Aufgabe der Rechtsscheinsforschungen, Münster, 1910; and KRUCKMANN, Sachbesitz,
Rechtsbesitz, Rechtsschein in der Theorie des gemeinen Reghts, in Arch. f. d. civ. Praxis, vol
108, 1902.

12 See GIERKE, Deutsches privaterecht, I, Liepzing, 1895, pag. 187 e ss.
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ridical reality always corresponds with the results of the publicity instruments preset
by the legislator. In the German legal system the third parties can rely onto publicised
facts because he is safeguarded also if they do not correspond to reality, and so he
does not have to fear the coming up of circumstances that he previously ignored. This
solutions comes from the ascertainment that the publicity results correspond almost
always to the real state of things and so the sacrifice of the interested of the legitimate
holder of a right can only happen in very marginal cases“13 .

Finally under Anglo-Saxon right the liquidation of the hereditary goods is made by an
administrator or an executor whose legitimisation and powers directly arise from a
specific grant of probate or from specific letters of administration, which do not leave
any protection to unaware third parties. While the other cases where the continental
have recourse to the appearance remedies, are usually solved with some equity rules
and some applications of the estoppels.

In Italy ever since in the codification of 186514  the „rights acquired by bone fide
third parties in force of onerous conventions stipulated with the apparent heir“ are
declared save, while article 1242 assigns a redeeming effect to the bone fide payment
made to the possessor of credit. Nevertheless the inspiring model of the reform of pri-
vate law is still the French one, firmly bond to the dogma of the will, with regard to
which the two above mentioned cases must be considered two exceptions that reveal
that the protection of collective interests to private one’s detriment is not considered
as meritorious of protection yet.
Scholars were strongly divided between those15  who affirmed that „appearance has
the same charm as the things we do not know very well, and we should refuse to as-
sent to such a bizarre theory“ and who was persuaded that „the interest of third par-
ties becomes an element so strong that forces the creation of opposite canons where
the necessities of the crowds are more relevant of individual ones“.
It was the jurisprudence that created the appearance principle into our legal system,
especially after Sen. Mariano d’Amelio [20-22], the First President of the Cassation
Court, authoritatively took sides for the French theory of appearance in 1934 and this
principle was subsequently acknowledged by the Supreme Court and by the Italian
magistracy. D’Amelio’s theory does not lies in simple „analogical interpretation of
article 933 of the civil code, but it is rather the recognition of a principle that was af-
firmed to resolve a specific relation and that becomes a part of the general system
and can be consequently be invoked to regulate other juridical situations. Between the
two principle, the first affirming that nobody can transfer to others more rights that
he actually got, and the other one proclaiming the protection of the bone fide third
party in the contractual domain, it is not exact to say that they are each one’s excep-
tion; we’d rather say that, according to the case, they replace each other and that
they both work jointly in their respective fields of application“.
So under this point of view, which was widely followed by the Italian courts, the
problem that arises for the jurist is to determinate in every single case whether the

                                                          
13 This topic has been recently studied by Rajneri [54]
14 Art. 933 of the Civil Code, in the sense that what distinguishes the apparent heir is „the ex-

ternal appearance towards third parties, the opinion that the others or the public have“ apart
from his good faith, as affirmed by Bonfante [10].

15 Among the others we remember Stolfi [60]



Trust, Reliance, Good Faith, and the Law         161

principle of the certitude of law must prevail of if, instead, the good faith must be
predominantly protected.

In the case law of the last decade, the theme of appearance prevalently concerns the
topic of representation and the problems produced by the behaviours of the falsus
procurator. According to a constant opinion16 , indeed, „the application of this princi-
ple to the contractual representation requires that appearance is based onto objective
elements that are suitable to justify the erroneous conviction of who invokes the prin-
ciple that the apparent situation reflects the juridical reality; that this conviction is
reasonable and arises from an excusable error and not from fault; and that the ap-
pearance is produced by a guilty behaviour of the apparent represented. So the ap-
parent representation can be a case of appearance of law only if we can prove not
only the existence of the apparent power of a subject to represent an other one and
the lack of fault of the third party to whom this situation appears, but also the exis-
tence of a guilty behaviour of the appearing represented that determines the arising of
this appearance“.
Similarly the jurisprudence generally affirms that „both the common fund of the asso-
ciation and the members of an unrecognised association that have acted in the name
and interest of the association are responsible for the obligations contracted with
others by the members of the association, according to article 38 of the civil code. In
fact since our legal system does not make provision for publicising the power of rep-
resentation, those third parties for whom it is objectively impossible to verify the rep-
resentative capacity of the counterpart can only be protected by the application of the
appearance principle according to which the persuasion, that is not generated by a
faulty mistake, to be in front of somebody legitimised to represent the association is a
sufficient condition to make valid the stipulation of the contract and the creation of
the consequent obligations both for the third party and for the unrecognised associa-
tion. Obviously that does not imply that the above mentioned lack of representative
power can not produce the legal liability of the member towards the other members
and towards the association“. 17

While who wants to have recognised a right against the joint-ownership must call in
action who was invested of the representative power by the assembly of the joint-
owners, and cannot consider what results from documents other than the official min-
utes. 18 In fact the principle of appearance can not be invoked in those situations where
the law prescribes particular forms of publicity by which it is possible to check, using
normal diligence, the real extent of somebody’s representative power, because this
principle stems from the legitimate entrustment of third parties onto a reasonably reli-
able situation (although not corresponding to reality) which can not be controlled if
not by its exterior manifestations.19

                                                          
16 Cass. civ., sez. III, 22.04.1999, n. 3988; Cass. civ., sez. I, 29.04.1999, n. 4299 and Cass. civ.,

sez. II, 21.03.2000, n. 3301.
17 Cass. civ., sez. lav., 16 maggio 2000, n. 6350. Cfr. anche Cass. civ., sez. III, 18 maggio 2000,

n. 6461.
18 Cass. Civ.  sez. III, 4.01.2002, n. 65
19 Cass. civ., sez. I, 7.03.1997, n. 2093; Cass. civ., sez. II, 3.04.1999, n. 3287; Cass. civ., sez.

lav., 24.02.2000, n. 2127.
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Two classic examples are art. 1189 c.c. that redeems the bone fide debtor that has
paid to the apparent creditor, as well as art. 1415 and 1416 that concern the effect of
the simulation of the contract.
The protection of appearance can also be found in our family law, especially in the
complicated domain of the validation in Italy of the judicial decisions on marital top-
ics that are given by canonical courts.
Indeed the homologation of the canonical decision that declares the inexistence of the
canon marriage due to the exclusion by only one of the spouses of one of the bona
matrimonii (in the specific case, the exclusion of the duty of fidelity) can find and ob-
stacle in the Italian law and order whenever this exclusion remained unexpressed in
the psychic domain of its author without never being externated (or without being
otherwise recognised or recognisable) by the other spouse, according to the binding
principle of the protection of good faith and unconscious reliance.
The Supreme Court20  however specified that „this principle, although always bind-
ing, is connected to an individual value that belongs to the availability of the subject
and is consequently invoked to protect this value against unfair external attacks, and
not against the will of its titular, to whom we must recognise the right to chose
whether to conserve or not a relationship which is defected by an act of the other
part, what means that this obstacle does not exist when the spouse (that ignored or
could not be know the will flaw of the other) requires the exequatur of the ecclesiastic
decision by the Court of Appeal, or does not make opposition against this declara-
tory“.

An other interesting case that was discussed by the Court of Cassation is that of the
appearing society, whose existence is configured every time two or more persons ex-
ternally act in such a way that bona fide third parties are inducted to believe the exis-
tence of a social relationship that does not exist really.
We must however warn that „the topic of the apparent social relationship must not be
confused with that of the hidden one nor with the different situation of the de facto so-
ciety: we call apparent society that one that appears as existing to third parties al-
though there is not a real social contract, while the de facto society is that one where
the social contract does not result from a deed or from an other kind of written act,
but results as such by facta concludentia“. So in the case of the apparent society, in
force of the principle of the juridical appearance whose reason of being can be found
in the necessity to protect third parties’ reliance, to make possible the legal extension
of the liability for the social obligations to the subject who acts as a partner, it is just
required that the externalisation of the social bond happens in such a way to reasona-
bly persuade third parties of the real existence of the social bond.21

It now must be clear that the protection of the reliance aroused by appearance is the
ratio of numerous legal rules, and there are many other ones that share the same goal.
The reliance onto the simulated contract is protected by art. 1415, comma I and 1416,
comma 1 of the civil code; the one who purchases in bona fide from the possessor –
which is definitively who externally appears as the owner of the good- is strongly pro-

                                                          
20 Cass. Civ. sez. I, 28.03.2001, n. 4457; Cass. Civ. sez. I, 8.01.2001, n. 198; Cass. Civ. sez. I,

16 maggio 2000, n. 6308.
21 Cass. civ., sez. I, 9.08.1996, n. 8168; cfr. anche Cass. civ., sez. I, 26.07.1996, n. 6770 e Cass.

civ., sez. I, 12.09.1997, n. 9030.
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tected, as well who –without fault- has entrusted on somebody’s will declaration that
was affected by an obstative error.

However, according to Prof. Francesco Galagano (Diritto Civile e Commerciale, vol.
II t.1, Padova, 1999, p. 393) this cannot and must not be considered enough to affirm
the existence of a general „principle of appearance“, which should enable appear-
ances always to prevail over legal reality, in every situation.
Indeed there are many rules that defend the entrustment onto reality rather than onto
appearance, as art. 1416 c. II by which, in case of conflict between the creditor of the
simulated purchaser and that of the simulated seller, the latter is preferred if his credit
is antecedent.
In fact, as Galgano observes, the  Supreme Court22  has  made clear that „the appear-
ance, outside of the specific cases of protection of the reliance it can generate that are
contemplated by law, does not integrates a general institute, with firm and clear
characteristics, but only operates in those specific juridical relationships, according
with the different tolerance decree that they accord to the prevalence of appearance
over reality“.

In fact almost all the cases of apparent procurator or of apparent society where third
parties are protected  by the law are cases of tacit simulated proxy or of simulation of
the social contract, where one may also appeal to the principle of the protection of
good faith.
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Abstract. This paper analyses data from two large-scale community surveys to
explore the relationship between community trust relations, as an expression of
social capital, and perceptions of the quality of locally available government
services. The analysis leads to a model of trust propagation within communities.
The factors which connect different forms of trust suggest information and
communication technologies for the public sector have an important role to play
in mediating trust relations in the community. We indicate some implications
for designers, managers and developers of these technologies.

1 Introduction

Our interest in trust arises from a desire to make explicit the connection between trust
relations and social capital and thus the link between trust and community wellbeing
and sustainability. We explore this link through analyses of two large-scale surveys
conducted in the South Yorkshire region of the UK.

Social capital is one of four forms of capital in a community [1]. Fixed capital rep-
resents the buildings, plant and machinery used in the production of goods and serv-
ices. Environmental capital includes natural resources, greenspace, bluespace, and
may be broadened to include housing, estate design, and community amenities (espe-
cially social amenities). Human capital is the sum of the skills and knowledge in a
community. This is a narrow definition which constrains human capital to ‘fitness for
work’ in terms of (educational) qualificatios and training. A broader definition in-
cludes health and all forms of skill and knowledge that contribute to community well-
being, including community governance. Social capital may be considered as the
productive investments in social relations [2] and has been described as the ‘glue’
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holding all other forms of capital together [1]. Adequate levels of all four forms are
essential for sustainable community development [1].

Coleman recognises that social capital makes possible the achievement of commu-
nity ends that would not be attainable in its absence [3]. We observe that trust facili-
tates the same ends. Warren suggests that social capital provides four antecedents of
social cooperation; information, influence, certification of trustworthiness and rein-
forcements for commitments [2]. All of these can be related to trust factors and
mechanisms. ‘Information’ can be connected to notions of reputation; ‘influence’ to
notions of dependability and enforcement; ‘certification’ to reliability (of information)
and reputation; ‘reinforcement’ to a community’s institutional frameworks for apply-
ing rewards and penalties in relation to trust-based obligations, either met or not met.

Trust enables both a division of labour (people may trust each other to perform
specialised roles in a community) and sharing of labour roles (people distribute re-
sponsibilities in time, e.g., sharing child supervision). Community-based trust relations
are an expression (possibly the principle expression) of a community’s capacity to
cooperate to achieve a better quality of life than would otherwise be available if its
members acted merely individuals. This ‘trust capacity’ can be valorised, hence it is a
form of capital.

The remaining sections of this paper are organised as follows. In section 2, we
identify three research questions to be addressed in analysing the survey data. In sec-
tion 3, the survey methodology and the results of the analyses are described. Section 4
contains a discussion of the results. Section 5 identifies some of the implied challenges
for the design of information and communication systems related to public interaction
with community services, including the problem of secure access.

2 Research Objectives

Braithwaite and Levi, amongst others, suggest that it is possible to differentiate be-
tween vertical and horizontal community trust relations [4]. Vertical trust reflects the
quality of relations between citizens and the institutions of community governance and
their associated services (e.g., elected councils, housing, police and justice, health,
education, transport). Horizontal trust reflects social cohesion between members of a
community (e.g. between friends, family, neighbours, work colleagues). The first
objective of this research is to look for evidence of this distinction. (If such a distinc-
tion is established, the focus of this paper will fall upon vertical trust as this is the
principle trust relation between the community, the policy makers, and the providers
of electronically mediated e-government services.)

Rothstein conjectures that there is a further distinction to be made between vertical
trust as it relates to representative fora which develop policy and determine service
provision (“input” vertical trust) and vertical trust in relation to agencies providing
government services (“output” vertical trust) [5]. The second objective of the research
is to seek evidence for this distinction.



Social Capital, Community Trust, and E-government Services         167

Finally, we seek to relate social capital and trust by seeking evidence of a connec-
tion between selected antecedents of cooperative activity and community trust levels.
We take two of Warren’s antecedents, [amount and quality of] information and [sense
of] influence, and add a third antecedent, a ‘sense of control/autonomy’, that we con-
jecture is significant in facilitating community action. Autonomy is defined ‘a person’s
sense of their ability to control their own life in the community’.

3  Survey Methodology and Analysis

In this section we first describe the surveys that provided the data and then present the
results of these analyses.

3.1 Community Surveys

The data used in this analysis was captured as part of two sample surveys of economi-
cally deprived communities in the UK’s South Yorkshire coalfields. The South York-
shire Social Capital Survey was commissioned primarily to evaluate UK government’s
South Yorkshire Health Action Zone and European Union Single Regeneration
Budget 5 strategies. It was designed and supervised by a local consortium of agencies
and interviews were undertaken by 50 trained members of the local communities sur-
veyed. It elicited responses from 4220 individuals in homes within nine distinct com-
munities with one adult selected per randomly sampled household [6].

The Housing and Regeneration in Coalfield Communities (HARCC) Survey was
commissioned by the Housing Corporation and the South Yorkshire Coalfields Health
Action Zone. This was a postal survey which covered eight similar, but not the same,
communities. The main research thrusts of this investigation were the links between
the nature of housing, particularly social housing, health and sustainable community
regeneration. More than one person per household was sampled and social housing
households were over represented by design. Responses were obtained from 1341
individuals [7].

Non–weighted analysis would emphasise single person household responses over
households with two or more persons. Accordingly, the main results from the Social
Capital survey are based on data weighted by number of adults per household. The
weighted maximum number of returns were thus 77271. Confirmatory analyses of
HARCC survey data were not weighted.

In both surveys, respondent’s levels of trust were expressed on five-point ordinal,
or Likert, scales.

                                                          
1 Unweighted results do not appear significantly different from weighted findings.
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3.2 Data Analysis

In each survey, the analysis of the data was structured as follows. First, a measure of
trust among community members was derived and the issue of whether there was
evidence to support a distinction between horizontal trust and vertical trust was ex-
plored. Second, the relation between satisfaction with community services and the
level of community trust was explored. Third, the relationship between each of the
three antecedents of cooperative action identified above (information, auton-
omy/control, influence) and levels of trust was explored. We present the results of the
analyses in parallel, addressing each of the steps in this analysis in turn.

3.2.1 Forms of Community Trust

Six measures of trust featured in each survey. In the Social Capital survey, the meas-
ures related to trust in local government politicians, local council administration, em-
ployers, family, friends and neighbours. In the HARCC survey the measures related to
trust in national politicians, local politicians, the local council administration, family,
friends and neighbours. The method of oblique principal component factor analysis
was used to identify the underlying dimensions of the trust measures used. This analy-
sis suggests two underlying dimensions to the level of trust expressed. The first two
components (Tables 1a and 1b) accounted for 56.5% and 68.3% of total variance
respectively.

Table 1a. Social Capital survey: dimensions of community trust

Component (Dimension)Trusted
Party 1 2

Local Politicians 0.887 -0.059
Local Council 0.888 -0.078
Employers 0.511 0.116
Neighbours 0.133 .625
Friends -0.016 .803
Family -0.090 .700

Table 1b. HARCC survey: dimensions of community trust

Component (Dimension)Trusted
Party 1 2

National Politicians 0.867 0.002
Local Politicians 0.936 -0.015
Local Council 0.869 0.015
Neighbours 0.129 .670
Friends -0.045 .841
Family -0.061 .733
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In both tables the squared values of the coefficients (in columns) indicate the
unique contribution of each of the six measures to each of the two components or
dimensions. Thus, in each survey, component 1 relates to institutions of community
government and is interpreted as vertical trust; factor 2 relates to peers in the commu-
nity (friends, family and neighbours) and is interpreted as horizontal trust.

Oblique rotation facilitates non-orthogonal factors and thus may express a correla-
tive relation between factors. On this occasion the method gives the factor correlations
of 0.183 and 0.215 for the Social Capital and HARCC surveys, respectively, which
are both significant at the 0.01 level (2-tailed).

Having thus established sound evidence of two distinct, but correlated, dimensions
of community trust (vertical and horizontal) the analyses that now ensue examine
these dimensions independently, focussing on the vertical trust relation in relation to
each question (as indicated in  Section 2, above).

3.2.2 Community Services and Trust

Both surveys examined respondents’ satisfaction with community services. A number
of services were considered. The Social Capital survey elicited responses for health
services, police and transport services. The HARCC survey examined health facilities,
transport and schools. In each case, satisfaction was expressed on a five-point ordinal
scale. In presenting the results for each service in turn we will concentrate on the rela-
tion between perceptions of the service and the level vertical trust.

Health services and facilities. The relation between satisfaction with health-related
service levels and vertical trust is illustrated in Figs. 1a and 1b. In both surveys there is
a strong, positive, relationship between satisfaction with health service/facility levels
and vertical trust. The relation to horizontal trust was weaker, but both relationships
are statistically significant.

Transport. The relation between satisfaction with public transport services and
vertical trust is illustrated in Fig. 2(a-b). In both surveys there is a strong, positive,
relationship between satisfaction with transport service levels and vertical trust. A
relation to horizontal trust was not evident.

Police. The strong positive relation between satisfaction with the police service and
vertical trust is illustrated in Fig. 3. The relation to horizontal trust is weaker, but still
significant.

Schools. The relation between satisfaction with local schools and vertical trust is
illustrated in Fig. 4. There is a strong, positive, relationship between satisfaction with
the schools and vertical trust. The relation to horizontal trust is weaker, but still
significant.
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Fig. 1. Relation between satisfaction with health-related services/facilities and vertical trust. (a)
Social Capital survey; (b) HARCC survey
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Fig. 3. Relation between satisfaction with police service and vertical trust (Social Capital survey
only)
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3.2.3 ‘Antecedent’ Factors Determining Community Trust Levels

The Social Capital survey allows an analysis of three factors that may influence levels
of community trust: information (the extent to which individuals had suffient and
reliable information about the local community), control (the extent to which indi-
viduals felt they enjoyed personal autonomy or control in the conduct of their commu-
nity life) and influence (the extent to which individuals felt they were able to influence
or shape community life). The results for each are presented in turn.

Information. Fig. 5 illustrates that the relationship between perceptions about the
quantity and quality of information about community life and vertical trust levels.
There is a strong, positive, relationship between how well informed individuals are
and the levels of both vertical and horizontal trust.
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Fig. 5. Relation between how well informed individuals are and vertical trust

Control. Fig. 6  illustrates the relation between perceptions of personal control and
vertical trust levels. There is a strong, positive, relationship between perceptions of
personal control and the level of vertical trust. The relation to horizontal trust is
weaker.
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Fig. 6. Relation between perceptions of personal control and both vertical and horizontal trust.
The positive relation is statistically significant in both cases
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relation is statistically significant for both vertical and horizontal trust



Social Capital, Community Trust, and E-government Services         175

Influence. Fig. 7 illustrates the relation between perceptions of personal influence and
levels of vertical trust. There is a strong, positive, relationship between perceptions of
personal control and the level of vertical trust. The relation to horizontal trust is
weaker.

4 A Trust Propagation Cycle

The results above provide answers to the questions we had posed in relation to com-
munity trust, the possibility of there being distinct forms of such trust, and factors that
might influence the levels of trust in a community.

There seems to be clear evidence from both surveys that the distinction between
vertical and horizontal trust is well founded and that these are correlated (Tables 1(a)
and (b), above). Further, the legitimacy of distinguishing between vertical trust in
representative institutions (input vertical trust) and trust arising from experience of the
services provided (directly or indirectly) by such institutions (output vertical trust), as
conjectured by Rothstein, is also supported. Whilst it might have been anticipated that
satisfaction with community services promoted vertical trust, it is of some interest that,
in nearly all cases, this was also translated into horizontal trust.

The association between the three antecedents of cooperation conjectured and ver-
tical trust is also supported. Here, the strength of the relationship between the antece-
dent factor, information, and both vertical and horizontal trust is, perhaps, striking.
The relationship of the other antecedent variates, control (autonomy) and influence, to
trust levels is also significant for both forms of trust but particularly for vertical trust.

These results suggest a trust cycle that propagates trust within a community (Fig.
8). Levels of ‘input’ vertical trust are promoted by a sense of influence over the poli-
cies determined (and managed) by representative institutions. In the UK, the policies
are determined by a number of fora. Examples of these, at a local level, are directly
accountable (elected) City and Borough Councils, indirectly accountable agencies
such as the not-for-profit hospital and health-care trusts and school governors.

Satisfactory experience of the resulting community services and amenities rein-
forces ‘output’ vertical trust. Here, two experiential factors are at work, the quality
and quantity of information about the services available and the extent to which the
services facilitate personal control or autonomy over one’s life in the community. As
we have noted, satisfaction with some community services and amenities also pro-
motes horizontal trust.

It is tempting to suggest a causal connection between the three factors, influence,
information, control/autonomy and the respective forms of vertical trust and this is
reflected in the figure presented (Fig. 8). A mechanism that underpins the weak but
statistically significant positive correlation between vertical and horizontal trust re-
mains to be elucidated.
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Fig. 8. Proposed Trust Cycle for community government and service-related trust propogation.
The reinforcment relations are only suggested but seem natural at this stage

5 Some Implications for E-government Information Systems

We have seen that, from the point of view of community members, trust relations, and
especially two forms of vertical trust, are partially determined (in a statistical sense)
by three variates:

 i. information: the quantity and quality of information about community govern-
ment, its agencies and services;

 ii. control/autonomy: the extent to which individuals feel these services give peo-
ple a feeling of control over their lives;

 iii. influence: the extent to which people feel able to influence the institutions,
agencies and services provided within the community.

The identification of these variates, and their role in promoting trust-based expres-
sions of social capital, suggests that they should each be explicitly addressed in the
planning, management and delivery of government services. If designers and manag-
ers of public sector information systems are to turn these factors into levers which can
enhance community trust and social capital, then an information and communication
model that translates human experience of levels of information, control and influence
into dimensions of human experience of information and communication systems
which mediate access to community services is needed.
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5.1   Levels of Interactivity

The model we propose achieves this through a mapping from information, control and
influence to levels of interactivity (Table 2).

Table 2. Mapping trust factors to levels of interactivity with electronically mediated access to
community services

Trust Factor Level of
Interactivity

Expression (and examples)

Information:
Quality and quantity
of information cir-
culating within a
community.

Low:
(Zero interactivity)
individuals get access
to personal informa-
tion; restricted intra-
net access rights

Government agencies and services
provide information which can be
accessed but not directly altered by
members of the community, e.g., pa-
rental monitoring of a child’s progress
at school, patient’s monitoring of their
progress in a queue for hospital admis-
sion.

Control/Autonomy:
The extent to which
individuals feel able
to control their own
lives in the commu-
nity.

Medium:
(Constrained)
additionally, restricted
ability to modify
(personal) data and
contract to use re-
sources

Services provide information which can
be accessed and directly altered but in a
predetermined form, e.g., booking an
appointment with doctor, submitting a
domestic dwelling planning application,
reporting vandalism, posting commu-
nity notices

Influence:
The degree to which
individuals can
influence the gov-
ernment (and its
agencies) in their
community.

High:
(Unconstrained)
additionally, ability to
access and analyse
‘raw’ data; e-
government moves
towards teledemoc-
racy

Government and services provide elec-
tronic fora for contributing to policy
formation, e.g., parental input to school
governance, determination of health or
crime prevention priorities, patterns of
public transport provision. This form of
interaction may extend to determination
of policy by electronic referenda/voting.

Facilitating these levels of interactivity for different individuals and community or-
ganisations poses significant problems of security as progressively ‘deeper’ access and
greater interactivity is granted on a selective basis. Security issues relate chiefly to
maintaining confidentiality and integrity of information and ensuring that individuals
have the necessary authority/entitlement to access services at a given level of interac-
tivity.

Trust metrics provide a means to determine (dynamically) levels of author-
ity/entitlement of access for individuals and groups in the community. For example,
entitlement to make online appointments might depend upon responsible use of such
facilities: failure to keep appointments, and perhaps the making of unnecessary ap-
pointments, is untrustworthy behaviour and should, perhaps, result in diminution of
entitlement. Government and service agencies may wish to distinguish between differ-
ent recipients of information, perhaps reflecting levels of sensitivity/confidentiality of
the material and/or the ‘representative’ status of community organisations (e.g., school
governors/boards, residents’ associations). Individual or collective breaches of confi-
dentially are also breaches of trust.
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6 Conclusion

On the basis of two large-scale surveys of local communities we have presented evi-
dence to support a distinction between different forms of trust within a community.
Horizontal trust is expressed between family friends and neighbours. Vertical trust
exists between members of a community and its institutions providing governance and
services. Vertical trust is seen to be related both to satisfaction with services but also
to the extent to which members of the community feel they have sufficient reliable
information about community services and function, the extent to which their experi-
ence of services engenders a sense of control over their own lives and the extent to
which they feel able to influence governance and the provision of services to the
community.

On the basis of this evidence, we have advanced a cycle of community trust propa-
gation that attempts to relate the different forms of trust and the factors which may
influence them.

Given the significance of the role of community related information in fostering
both vertical and horizontal trust, we have attempted to explore how community
members’ relation to information-based services might be structures in order to pro-
mote levels of two other variates promoting trust levels, a sense of autonomy or con-
trol, and a sense of influence.

The communities studied are distinctive, both geographically, economically and
culturally. This should be kept in mind when considering these results. However, we
are confident that there are many similar communities in the UK, Europe, the United
States and possibly elsewhere.
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Abstract. Studies show that reputation systems have the potential to improve
market quality. In this paper we report the results of simulating a market of trading
agents that uses the beta reputation system for collecting feedback and computing
agents’ reputations. The simulation confirms the hypothesis that the presence of
the reputation system improves the quality of the market. Among other things it
also shows that a market with limited duration rather than infinite longevity of
transaction feedback provides the best conditions under which agents can adapt
to each others change in behaviour.

1 Introduction

Individuals and organisations take risks by participating in e-commerce. Transactions
are often conducted with people or organisations who are strangers to each other and
who often have an unknown record of past behaviour. This situation provides plenty of
opportunities for irresponsible and fraudulent players to provide low quality or deceitful
services resulting in a large number of complaints about e-commerce players being
reported [5]. A study by Consumers International [3] involved researchers from 11
countries placing 151 orders at sites in 17 countries. They found that 9% of goods
ordered never arrived. In 20% of cases the amount actually charged was higher than
expected, and there were problems obtaining a refund in 21% of purchases, despite the
fact that the sites in question advertised that refunds were available. When little or no
information about potential transaction partners can be obtained honest players are left
in the dark when making decisions about e-business transactions. Hence, there is a need
to design and introduce systems for recording the behaviour of e-market participants and
make it available to potential transaction partners for decision making purposes. This is
in essence the role of reputation systems.

A reputation system gathers and aggregates feedback about participants behaviour
in order to derive measures of reputation. In the centralised approach which we will use
in our market simulation study, feedback is received and stored by a feedback collec-
tion centre. Fig.1 below shows a typical reputation framework where X and Y denote
transaction partners.
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Reputation Rating Centre
Feedback Collection and

YX

Past transactions

Potential future transaction

X Y

Feedback Reputation
ratings

Fig. 1. General framework for a centralise reputation system

After a transaction is completed, the agents provide feedback about each other’s
performance during the transaction. The reputation centre collects feedback from all
the agents and continuously updates each agent’s reputation rating as a function of the
received feedback. Updated reputation ratings are provided online for all the agents to
see, and can be used by the agents to decide whether or not to transact with a particular
agent. The two fundamental aspects of reputation systems are:

1. Propagation mechanism that allow participants to provide feedback about trans-
action partners, as well as to obtain reputation measures of potential transaction
partners.

2. Reputation engine that derive measures of reputation for each participant based on
transaction feedback and other information.

Studies show that reputation systems can improve the quality of e-markets, and that
the reputation of a particular agent can have positive effects on the agent’s gain as a
result of participating in the marketplace. The quality of the market can for example be
defined in terms of efficiency and honesty as described by Bolton et al. (2002) [1].

The quality of the market and the gain of individual participants as described above
represent very specific and easily measurable properties. Reputation systems thus address
both the overall welfare of communities and the prosperity of individual participants. To
stimulate environments where reputation can develop thus seems to be a promising way
of creating healthy markets. The purpose of this study is to analyse the effect of using a
reputation system in a simulated e-market.

2 The Reputation System

This simulation study was done using the Beta Reputation System [4] which provides a
flexible framework for integrating reputation services into e-commerce applications. The
reputation rating described in Section 2.2 is based on the beta probability distribution
function which will be briefly described next.
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2.1 The Beta Distribution

The beta distribution function can be used to derive probability distributions based on
observations of past events. The mathematical analysis leading to this result can be found
in many text books on probability theory, e.g. Casella & Berger 1990[2] p.298, and we
will only present the results here.

The beta-family of distributions is a continuous family of distribution functions
indexed by the two parametersα andβ. The beta distribution f(p |α, β) can be expressed
using the gamma function Γ as:

f(p |α, β) = Γ (α+ β)

Γ (α)Γ (β)
pα−1(1− p)β−1 , where 0 ≤ p ≤ 1, α > 0, β > 0 , (1)

with the restriction that the probability variable p �= 0if α < 1, and p �= 1if β < 1. The
probability expectation value of the beta distribution is given by:

E(p) = α/(α+ β). (2)

Let us consider a process with two possible outcomes{x, x}, and let r be the observed
number of outcomex and let sbe the observed number of outcomex. Then the probability
distribution of observing outcome x in the future can be expressed as a function of past
observations by setting:

α = r + 1 and β = s+ 1, where r, s ≥ 0 . (3)

As an example, a process with two possible outcomes {x, x} that has produced 7×x
and 1× x will have a beta distribution expressed as f(p | 8, 2) which is plotted in Fig.2.
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Fig. 2. Beta function of event x after 7 observations of x and 1 observation of x.

This curve expresses the uncertain probability that the process will produce outcome
x during future observations. The probability expectation value according to Eq.(2) is
E(p) = 0.8. This can be interpreted as saying that the relative frequency of outcome x
in the future is somewhat uncertain, and that the most likely value is 0.8.
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The variable p is a probability variable, so that for a given p the probability density
f(p |α, β) represents second order probability. The first-order variable p represents the
probability of an event, whereas the density f(p |α, β) represents the probability that the
first-order variable has a specific value. Since the first-order variable p is continuous, the
second-order probability f(p |α, β) for any given value of p ∈ [0, 1] is vanishingly small
and therefore meaningless as such. It is only meaningful to compute

∫ p2

p1
f(p |α, β) for

a given interval [p1, p2], or simply to compute the expectation value of p. Below we will
define a reputation rating that is based on the expectation value. This provides a sound
mathematical basis for combining feedback and for expressing reputation ratings.

2.2 The Reputation Rating

The concept of probability distribution is ideal for mathematical manipulation, but less
so for communicating a reputation rating to human users. A more simple representation
than the probability distribution is therefore needed. Most people are familiar with the
notion of a probability value, and the probability expectation value E(p) from Eq.(2)
therefore seems very suitable. This would give a reputation rating in the range [0, 1] and
this will be used in the simulations. It should be noted however that the reputation rating
can be scaled to any range as mentioned in [4].

The reputation rating will depend on the feedback as well as a base rate that will
be equal for all participants in a market. This will be implemented using base rate
parameters denoted by (rbase, sbase). This will replace the fundamental base rate of
1/2 of the beta probability distribution. The base rate and the feedback parameters will
together determine the reputation rating according to the expression below.

Definition 1 (Reputation Rating). Let (r(Z), s(Z)) represent target Z’s reputation
parameters, and (rbase, sbase) represent the base rate parameters. Then the function
Rep(Z) defined by:

Rep(Z) = r(Z)+rbase
r(Z)+s(Z)+rbase+sbase

. (4)

is called Z’s reputation rating.

The reputation rating can be interpreted as a measure of reputation, that may be used
as an indication of how a particular agent is expected to behave in future transactions. The
parameter r(Z) represents the amount of positive feedback about Z, and the parameters
s(Z) represents the amount of negative feedback about Z.

2.3 Combining Feedback

Reputation systems must be able to combine feedback from multiple sources. In the
beta reputation system this can be done by simply accumulating all the received r and s
parameters from the feedback providers. Assume two agents X and Y giving feedback
about the same target Z. Target Z’s reputation parameters by X and by Y can then be
expressed as (rX(Z), sX(Z)) and (rY(Z), sY(Z)) respectively. By simply adding the
reputation parameters for Z the combined reputation parameters emerge.
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Definition 2 (Combining Feedback).
Let (rX(Z), sX(Z)) and (rY(Z), sY(Z)) be two different sets of reputation parame-
ters on Z resulting from X and Y ’s feedback respectively. The reputation parameters
(rX,Y(Z), sX,Y(Z)) defined by:

1. rX,Y(Z) = rX(Z) + rY(Z)
2. sX,Y(Z) = sX(Z) + sY(Z)

(5)

is then called Z’s combined reputation parameters by X and Y .

2.4 Providing and Collecting Feedback

After each transaction, a single agent can provide both positive and negative feedback
simultaneously, in the form of the parameters r ≥ 0 and s ≥ 0 respectively. The purpose
of providing feedback as a pair (r, s) is to reflect the idea that an agent’s performance in
a transaction can, for example, be partly satisfactory. This could be expressed through a
feedback with r, s = 0.5 which carries the weight of 1, whereas a feedback with r, s = 0
is weight-less, and would be as if no feedback was provided at all. In general the sum
r + s can be interpreted as the weight of the feedback.

In our simulation the buyers will provide the feedback (r, s) = (1, 0) in case the
item is shipped, and the feedback (r, s) = (0, 1) in case the item is not shipped, so that
the weight will always be 1.

2.5 Feedback Longevity

Old feedback may not always be relevant for the actual reputation rating, because the
agent may change its behaviour over time. What is needed is a model in which old
feedback is gradually forgotten or diminished. This can be achieved by introducing a
feedback longevity factor λ ∈ [0, 1]which can be adjusted in order to determine how fast
feedback will diminish. The feedback longevity principle is very similar to the feedback
forgetting principle described in [4]. The idea is that neither a feedback longevity λ = 0
(where all feedback is immediately forgotten) nor a feedback longevity λ = 1 (where all
feedback is remembered forever) will result in a healthy market. Rather, the longevity
factor must have a value which allows market players to, for example, repair a damaged
reputation by improving their behaviour.

Let Z’s reputation parameters resulting from feedback received after i transactions
be denoted by (ri(Z), si(Z)). The feedback longevity factorλ ∈ [0, 1] can be introduced
so that when adding feedback from transaction (i+1) denoted by (r(Z), s(Z)) the new
updated reputation parameters can be computed as:

{
1. ri+1(Z) = (ri(Z) + r(Z)) · λ
2. si+1(Z) = (si(Z) + s(Z)) · λ where 0 ≤ λ ≤ 1. (6)

This is a recursive algorithm which makes it possible to keep the reputation param-
eters of all agents without having to store every single feedback.
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3 Description of the Market Simulation

3.1 Computing Transaction Gains

The market consists of 3 sellers and 10 buyers who trade the same commodity item. The
market activity is structured into sessions of 10 rounds each. In each round every buyer
will attempt to buy exactly one item. A transaction only happens when a buyer finds a
seller satisfying his buying criteria. A buyer who receives the item provides a positive
feedback (r(S), s(S)) = (1, 0), and a buyer who does not receive it provides negative
feedback (r(S), s(S)) = (0, 1). The seller’s reputation is then updated using Eq.(6),
and the change becomes visible to the market at the beginning of the next round.

At the start of each session each seller S defines the selling price Prc(S) and honesty
levelHst(S). Every sellerS will also have a reputation ratingRep(S). Items are shipped
with probability Hst(S), and not shipped with probability (1−Hst(S)).

The production cost per item is Cstprod = $80. In case the item is shipped the actual
transaction gain of seller S can be computed as:

gT(S) = Prc(S)− Cstprod . (7)

The seller will thus make a positive gain gT(S) from a transaction as long as
Prc(S) > Cstprod. By defining a selling price the seller is in fact defining the gain
per transaction because the production cost is fixed. In case the seller does not ship the
item, the actual transaction gain is simply the selling price according to:

gT(S) = Prc(S) . (8)

The intrinsic value of the item to every buyer is denoted by Val = $260. The buyers
are faced with the risk that the seller does not ship, and the buyer’s expected transaction
gain when dealing with a specific seller S is denoted by gTExp(S) which can be computed
as:

gTExp(S) = (Val− Prc(S)) · Rep(S)− Prc(S) · (1− Rep(S))

= Val · Rep(S)− Prc(S) .
(9)

At the start if each session all the buyers will define the risk aversion denoted by
Avs(B) ∈ [0, 1] where Avs(B) = 0 means that the buyer is happy to take any risk, and
Avs(B) = 1 means that the buyer does not want to take any risk at all. By setting a risk
aversion the buyer B requires that the seller S has a reputation rating satisfying:

Rep(S) ≥ Avs(B) . (10)

A buyer will thus choose the seller who yields the highest expected gain according
to Eq.(9) and for whom also Eq.(10) is satisfied.

In case the seller ships the item the buyer’s actual transaction gain is given by:
gT(B) = Val−Prc(S). In case the seller does not ship the item the buyer’s loss is given
by: gT(B) = −Prc(S). In case no deal satisfies Eq.(10) the buyer will not transact in
that particular round and the gain is zero.

After every session the sellers and buyers will compute the profit made as a result of
trading during that session.
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3.2 Market Strategies

Each seller S is initialised with selling price Prc(S) = 100, honesty Hst(S) = 0.9, and
base rate reputation parameters (rbase, sbase) = (9, 1). Each buyer B is initialised with
risk aversion Avs(B) = 0.9. These parameter values (except the base rate reputation)
are subject to change which represents the agents’ strategies for optimising their profit.

Seller Mutation. For each seller the session gain gSk(S) will be compared with the
previous session’s gain gSk−1(S). The seller parameter values that generated the highest
gain are used as basis for defining new and possibly better parameters which will be
used in the subsequent session k + 1. The new parameters are defined as follows:

The price Prc(S) is increased by ∆Prc with probability Prob+Prc, decreased by ∆Prc

with probability Prob−Prc, and remains unchanged with probability Prob=Prc, where:

Prob+Prc = 0.33, Prob−Prc = 0.33, Prob=Prc = 0.34 and ∆Prc = $1 . (11)

The honesty Hst(S) goes up by ∆Hst with probability Prob+Hst, goes down by ∆Hst

with probability Prob−Hst, and remains unchanged with probability Prob=Hst, where:

Prob+Hst = 0.33, Prob−Hst = 0.33, Prob=Hst = 0.34 and ∆Hst = 0.02 . (12)

Seller Intelligence. Under certain conditions the seller mutation is overruled by a set
of simple rules.

1. If a seller has not conducted any transactions during the last session, the selling price
Prc(S) is decreased by ∆Prc, and the honesty Hst(S) is increased by ∆Hst.

2. The minimum selling price is zero, thus allowing sellers to transact with loss in
order to regain reputation and get back into the market.

3. The maximum and minimum honesty is 1 and 0 respectively.

Buyer Mutation. For each buyer the session gain gSk(B) is compared with the previous
session’s gain gSk−1(B). The buyer risk aversion that generated the highest gain are used
as basis for defining a new and possibly better risk aversion which will be used in the
subsequent session k + 1. The new risk aversion is defined as follows:

The risk aversion Avs(B)is increased by ∆Avs with probability Prob+Avs, is de-
creased by ∆Avs with probability Prob−Avs, and remains unchanged with probability
Prob=Avs, where:

Prob+Avs = 0.33, Prob−Avs = 0.33, Prob=Avs = 0.34 and ∆Avs = 0.01 . (13)

Buyer Intelligence. Under certain conditions, the buyer mutation is overruled by a set
of very simple rules.

1. If the buyer has not conducted any transactions during the last session, then the risk
aversion Avs(B) is decreased by ∆Avs.

2. If the buyer has made a loss in the previous session, then the risk aversion Avs(B)
is increased by ∆Avs× the number of times the item was not received.

3. The maximum and minimum risk aversion is 1 and 0 respectively.
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4 Simulation Results

We ran 3 different simulations in order to compare the performance of market with and
without the beta reputation system.

We simulated a market without a reputation system by defining a feedback longevity
value λ = 0.0 which means that all feedback is immediately forgotten before it con-
tributes to the reputation rating. We simulated a market with a reputation system by
setting λ = 0.99 which causes feedback to be slowly forgotten. With this longevity
value, the maximum reputation rating is also 0.99. We also simulated a market with
λ = 1.0 in order to study the effect on the market when feedback is never forgotten. All
3 simulations ran for 1000 sessions and the graphical illustrations presented below are
based on data obtained from those 3 simulation runs.

4.1 Honesty and Reputation

In this section we look at how well the reputation rating follows the honesty of an
individual seller. The honesty represents the sellers personal and private state of mind
whereas his public reputation rating can be interpreted as an estimate of his honesty.
Idealistically the reputation rating should be equal to the honesty, but that can never
be achieved. The reliability of the reputation system can be measured by how well the
reputation rating follows the real honesty.

Fig.3 illustrates honesty and reputation rating for Seller 1 in a market without feed-
back.
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Fig. 3. Honesty and reputation rating for Seller 1 where λ = 0

Because all feedback is immediately forgotten the reputation rating remains constant
at the base rate 0.9. This allows the sellers to reduce their honesty, thus to be more
fraudulent, without suffering a loss of reputation. This causes the market to deteriorate.
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Fig. 4. Honesty and reputation rating for Seller 1 where λ = 1

Fig.4 below illustrates a market where λ = 1, and where the rating suffers.

In Fig.4 it can be seen that the reputation rating follows the honesty fairly well in
the beginning of the trace, but that it deviates more and more further out in the trace.
When feedback is never forgotten, the reputation rating becomes less sensitive to new
feedback. In the end it becomes possible to reduce honesty without suffering a loss in
reputation in the short term. The simulation shows that the seller exploits this effect to
reduce honesty and become fraudulent, thus causing the market to deteriorate.

Fig.5 illustrates the evolution of the honesty and reputation rating for seller 1 in a
market with diminishing feedback, i.e. with feedback longevity factor λ = 0.99.

It can be seen that the reputation rating tracks the honesty fairly well. As a result,
when honesty for example is reduced it will have an effect on sales in two ways: 1) it
will lead to short term increased profit for the seller because some items are not shipped,
and 2) it will lead to long term reduced sales because the reputation rating will suffer
relatively quickly. The balance between these two effects keeps the honesty within a
range of 0.75 - 1.0 during the simulation. This reflects a much more healthy market than
when all feedback is either immediatly forgotten (λ = 0) or never forgotten (λ = 1).

Fig.6 illustrates the evolution of the honesty and reputation rating for one seller with
diminishing feedback during the sessions 50-150.

The figure which represents a close zoom-in on Fig.5 is included to show in detail
how the reputation rating follows the honesty when the longevity factor λ = 0.99. It can
be seen that during sessions 65-70 when the honesty is 1.0 the reputation approaches its
maximum before dropping again.

The fact that the reputation rating follows the honesty in a rather erratic way is of
course due to the fact that the reputation rating is a result of feedback which is a result
of a probabilistic decision to ship or not to ship in individual transactions. It is thus
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Fig. 5. Honesty and reputation rating for Seller 1 where λ = 0.99
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Fig. 6. Honesty and reputation rating for Seller 1 during sessions 50-150 where λ = 0.99

possible that even though the honesty is 0.90 the seller might for example ship only 5
out 10 items in any given session.

4.2 Snapshot of Seller Strategy, Rating, and Transactions

The seller strategy is defined by the honesty and the selling price. The tracing of these
two parameters together on the same plane can be called a “genetic walk” if we consider
the parameters as the “genes” that define the nature of the seller. In Fig.7 below we have
traced the genetic walk for all three sellers during the sessions 600-620.
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Fig. 7. Seller strategy evolution during sessions 600-620 where λ = 0.99

It can be observed that in this period seller 1 and 2 are competing with compara-
ble honesty levels whereas seller 3 operates with a lower honesty level. The resulting
reputation rating for the 3 sellers in the same period can be seen in Fig.8 below.

0.5

0.55

0.6

0.65

0.7

0.75

0.8

0.85

0.9

0.95

1

598 599 600 601 602 603 604 605 606 607 608 609 610 611 612 613 614 615 616 617 618

Session

R
ep

u
ta

ti
o

n

Reputation Seller 1

Reputation Seller 2

Reputation Seller 3

Fig. 8. Seller reputation rating during sessions 600-620 where λ = 0.99

It can be observed that seller 3 has the lowest reputation rating overall, and that the
reputation ratings of sellers 1 and 2 in fact are crossing each other at session 613. The
combination of selling price and reputation rating determines the number of transactions
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that each seller will get during a session. Fig.9 shows the number of transactions of each
seller in the same period.
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Fig. 9. Seller transactions during sessions 600-620 where λ = 0.99

As expected it can be seen that seller 3 has the lowest number of transactions due to
his relatively low reputation rating and high selling price.

4.3 Market Honesty

Market Honesty measures the number of shipped transactions divided by the number of
total number of transactions. We will measure the market honesty for each session and
trace the honesty as a function of session number.

In Fig.10 which illustrates the market honesty when feedback is ignored, it can be
seen that the sellers notice that their base rate reputation rating of 0.9 is not influenced
by cheating, so that they in fact can improve their profit by reducing the honesty level.
The increase in market honesty (around session 550) can be explained by the buyers
getting more risk averse and thus buying less, resulting in reduced business for all the
sellers. By increasing the honesty the sellers will get more business and increase profit,
and the seller mutation process is somehow able to implement this strategy. Even though
the general market honesty increases in the period after session 550, it can be seen that
there are brief periods of very poor market honesty, which never occurred in the period
before session 550. The market around session 800 thus seems to be in a worse state
than around session 200, even though the general market honesty level is equal at both
instants.

In Fig.11 which illustrates the market honesty when feedback is permanent, i.e.
λ = 1, it can be seen that the honesty steadily deteriorates. The difference between this
and the previous graph (where feedback was immediately forgotten) can be explained
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by the fact that the sellers are unable to improve business by increasing honesty because
of the stiffness of their reputation ratings. Due to their myopic view of the world (only
the two last transactions matter) the sellers are unable to keep increasing their honesty
long enough to notice that it influences their reputation in a positive way.

Fig.12 above illustrates the market honesty with feedback longevity λ = 0.99. It
can be seen that when the feedback is slowly forgotten the market honesty remains
significantly higher than is the case when feedback longevity λ = 0 or λ = 1.



192 A. Jøsang, S. Hird, and E. Faccer

0

0.2

0.4

0.6

0.8

1

1.2

0 50 100 150 200 250 300 350 400 450 500 550 600 650 700 750 800 850 900 950

Session

H
o

n
es

ty

Fig. 12. Market honesty where λ = 0.99

4.4 Profit

Fig.13 illustrated the average profit of sellers and buyers for each session in a market
where the feedback longevity λ = 0.99.
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Fig. 13. Profit of sellers and buyers in the market where λ = 0.99

Two effects can be observed:

– In general the curves are mirrors of each other, meaning that when sellers make more
profit over a period, then the buyers make less profit, and vice versa. The periods
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of high seller profit can be described as seller’s market, and the periods of high
buyer profit as buyer’s market. One explanation of why the simulation has periods
of seller’s market and buyer’s market is there is an unstable balance between the
sellers’ and buyers’ opposing strategies for maximising profit.

– There are brief periods when there is a sharp profit drop on both seller and buyer
side. This is obviously caused by a sharp drop in the number of transactions caused
by the sellers’ reputation rating dropping below the buyers’ risk aversion so that
the buyers decide not to transact. These periods are brief because the sellers are
programmed to reduce price and increase honesty and the buyers are programmed
to reduce risk aversion when no transactions occur, so that the market quickly picks
up again. These sharp drops in profit often initiate a period of buyer’s market.

5 Discussion and Conclusion

In our study we simulated a market of selling and buying agents where the buyers
provide feedback about the sellers after each transaction. We were able to demonstrate
some fundamental properties of markets of selling and buying agents:

1. A market without reputation system where strangers transact with each other without
knowing each others past behaviour record will be unhealthy.

2. A market with a reputation system in place has the potential to become healthy.
3. A market with a reputation system can only become healthy when the record of past

behaviour is slowly forgotten.

Conclusion (3) above intuitively makes sense because most people would judge it
unreasonable to put equal weight on behaviour observed in a distant past as on behaviour
observed yesterday. It is interesting to notice that the Feedback Forum used on eBay1

uses a mixture of permanent and forgetting indicators. The overall number of positive
minus the overall number of negative feedback is presented together with the number
of positive, negative and neutral feedback from the past 6 months, from the past month
and from the past 7 days. The reputation rating derived by the beta reputation system
represents similar information in a much more condensed form which can be used
directly for decision making.

The buying agents in our simulation have a strong ability to forgive sellers’ sins of
the past, even too strong one might say. For example when a buyer has been cheated,
he provides a negative feedback, increases the risk aversion by Avs(B) and a part from
that could perfectly well trade with the same dishonest seller in the next transaction as
long as the buying criteria are satisfied.

Typical sayings are that it takes many good impressions to cancel out one bad im-
pression, that you never get a second chance to make a first impression, and that once
your reputation is lost it is almost impossible to regain. Our trading agents certainly
have a significantly more positive view of the world than these proverbs suggest. It thus
indicates that the sellers are able to maintain a lower honesty and still survive in the
market than would have been possible in the real world.

1 eBay is the most successful electronic market that uses a reputation system. (http://ebay.com)
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The buyer side in our simulation consists of only 10 buyers, and even when they have
been ripped off by dishonest sellers and their risk aversion stops them from transacting
for a few sessions they quickly return to the market as the eternal optimists they are. In
the real world, buyers who have been seriously ripped off might leave the market and
never return. In the real world there is also a steady stream of newcomers to the market
whereas our simulation used a fixed set of players. We deliberately gave the buying
agents a positive world view in order to have a functioning market that can produce
transaction data. We also thought this was a simple way to implement the combination
of pessimistic players who leave and new players who arrive. It would be interesting
so observe how the market would be influenced by giving the buyers a more human
pessimistic attitude, as well as have a flux of leaving and arriving players.

The simulation results presented here are the first obtained with our market imple-
mentation, and we plan to continue our study by changing the market parameters and by
analysing other aspects of the market in order to learn more about the ability of reputation
systems to influence markets.

The real benefit of reputation systems will emerge as software agents evolve into in-
telligent entities that are able to automatically make decisions and perform transactions
on behalf of their human masters. We believe that software agents will have characteris-
tics of social entities which are able to follow strategies for interactions with other agents
for mutual benefit while resisting exploitation by malicious agents. Reputation systems
can thus be seen as “navigation instruments” for software agents to find optimal trans-
action partners and to avoid dangerous encounters. In a nutshell, the goal of reputation
systems can be defined as that of optimising the quality of the market and the gain of
individuals.
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Abstract. The aim of this paper is to show how relevant is a trust model based
on beliefs and their credibility.  We will also show how the Fuzzy Cognitive
Maps are convenient and practicable for implementing and integrating
trustfulness and delegation.

1 Introduction

In this paper we will show a possible implementation and advance of the socio-
cognitive model of trust developed in [1, 2]. This implementation uses a fuzzy
approach (in particular, it uses the so-called Fuzzy Cognitive Maps - FCM [3]).

One of the aims of this paper is to show how relevant is a trust model based on
beliefs and their credibility. In addition, given that the credibility of a belief directly
depends from the credibility of its sources, we also analyse the different nature of the
belief sources and their trustworthiness.

The richness of the referred model (trust is based on many different beliefs) allows
to distinguish between internal and external attributions (to the trustee) and for each
of these two attributions it allows to distinguish among several other sub-components
such as: competence, disposition, unharmfulness and so on.

Another important aim of this paper is to show how the FCMs are really
convenient and practicable for implementing and integrating the two mechanisms of
the evaluation of trust (trustfulness) and of the decision to delegate.

1.1 Why the Fuzzy Approach

We have chosen an approach based on the Fuzzy Logic for several reasons. First, we
want to model some graded phenomenon like trust that is difficult to estimate
experimentally. The qualitative approach of the Fuzzy Logic is very useful because it
is intuitive to start the analysis with natural language labels (this doctor is very
skilled) that represent intervals rather than exact values.  More, the behavior of these
systems (e.g. their combinatorial properties) seems to be good in modelling several
cognitive dynamics [3], even if to find “the real function” for a mental operation and
to estimate the contribution of convergent and divergent belief sources remain open
problems.
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We have used an implementation based on a special kind of fuzzy system called
Fuzzy Cognitive Maps (FCM); they allow to compute the value of the trustfulness
starting from belief sources that refer to trust features. The values of those features are
also computed, allowing us to perform some cognitive operations that lead to the
effective decision to trust or not to trust (e.g. impose an additional threshold on a
factor, for example risks). Using this approach we describe beliefs and trust features
as approximate (mental) objects with a strength and a causal power one over another.

2 Scenarios

In order to exemplify our approach and system we will apply it to an interesting
scenario, that is one of the application scenarios identified within the Alfebiite Project
[4]. The scenario we are going to study is medical house assistance in two particular
instances: a) a doctor (a human operator) visiting a patient at home and b) a medical
automatic system for supporting the patient (without direct human intervention).

The case studies under analysis are:
- an emergency situation, in which there is the necessity of identifying an occurring
danger (for example, a hearth attack) as soon as possible to cope with it; we consider
in this case the fact that the (first) therapy to be applied is quite simple (suppose just a
injection);

- a routine situation, in which there is a systematic and specialist therapy to apply
(with quite a complex procedure) but in which there is no immediate danger to cope
with.

We will show how the factors that produce the final trust for each possible trustee
are dependent on:
- the initial strength of the different beliefs (on which trust is based) but also

- how much a specific belief impacts on the final trust (the causality power of a
belief).

It is through this second kind of factors that we have the possibility also of
characterizing some personality traits of the agents [5, 6, 7].

3 Belief Sources

In our model trust is an “evaluation” and an “expectation” (i.e. in our theory special
kinds of beliefs) and also an (affective) attitude and disposition. They are based upon
more specific beliefs which are both basis of trust and its sub-components or parts:
which/how is our trust in (evaluation of) the trustee as for his/her/its competence and
ability? Which/how is our trust in (evaluation of) the trustee as for his/her/its intention
and reliability? Which/how is our trust in (evaluation of) the trustee as for his/her/its
goodwill and honesty? And so on.

Those beliefs are the analytical account and the components of trust, and we derive
the degree of trust directly from the strength of its componential and supporting
beliefs. More precisely in our model [2] we claim that the degree of trust is a function
of the subjective certainty of the pertinent beliefs. We used the degree of trust to
formalize a rational basis for the decision of relying and betting on the trustee. Also in
this case we claimed that the "quantitative" aspect of another basic ingredient is
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relevant: the value or importance or utility of the goal g, will obviously enter the
evaluation of the risk, and will also modify the required threshold for trusting. In sum,
the quantitative dimensions of trust are based on the quantitative dimensions of its
cognitive constituents.
When we have a belief we have to evaluate:
- the value of the content of that belief;

- who/what the source is (another agent, my own inference process, a perceptive sense
of mine, etc.);

- how this source evaluates the belief (the subjective certainty of the source itself);

- how the trustier evaluates this source (with respect to this belief).

Those beliefs are not all at the same layer. Clearly some of them are meta-beliefs,
and some of them tune, modulate the value and the impact of the lower beliefs. The
general schema could be described as a cascade having two levels (see Figure1); at
the bottom level there is the single belief (in particular, the value of the content of that
specific belief; this value should be used (have a part) in the trustier’s evaluation of
some trustee’s feature); at the top level there is the composition of the previous value
with the epistemic evaluations of the trustier. At this level all the contributions of
various sources of the same type are integrated.

Fig. 1. From single beliefs to the belief source

4 Modelling Beliefs and Sources

Following a belief-based model of trust [1] we can distinguish between trust in the
trustee (be it either someone –e.g. the doctor- or something –e.g. the medical
automatic system-) that has to act and produce a given performance thanks to its
internal characteristics, and the (positive and/or negative) environmental conditions
(like opportunities and interferences) affecting the trustee’s performance, that we call
“external factors”.
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In this paper we take into account:
- Three main beliefs regarding the trustee: an ability/competence belief; a
disposition/availability belief, and an unharmfulness belief.

- Two main beliefs regarding the contextual factors: opportunity beliefs and danger
beliefs.

4.1 Beliefs and Sources Overview

Which are the meanings of our basic beliefs in the case of the doctor and in the case
of the medical automatic system?

For the medical automatic system the internal and external factors that we consider
are:
- Internal factors – ability/competence beliefs: these beliefs concern the efficacy and
efficiency of the machine; its capability to successfully apply the right procedure in
the case of correct/proper use of it. Possibly, also its ability to recover from an
inappropriate use.

- Internal factors – disposition/availability beliefs: these beliefs are linked to the
reliability of the machine, its regular functioning, its easiness of use; possibly, its
adaptability to new and unpredictable uses.

- Internal factors – unharmfulness beliefs: these beliefs concern the absence (lack) of
the internal/ intrinsic risks of the machine: the dangers implied in the use of that
machine (for example side effects for the trustier’s health), the possibility of breaking
and so on.

- External factors – opportunity beliefs: concerning the opportunity of using the
machine, independent of the machine itself, from the basic condition to have the room
for allocating the machine to the possibility of optimal external conditions in using it
(regularity of electric power, availability of an expert person in the house that might
support in its use, and so on).

- External factors – danger beliefs: these beliefs are connected with the absence (lack)
of the systemic risks and dangers external to the machine that could harm the user:
consider for example the risk for the trustier’s privacy: in fact we are supposing that
the machine is networked in an information net and the data are also available to other
people in the medical structure.

For the doctor the internal and external factors that we consider are:
- Internal factors – ability/competence beliefs: these beliefs concern the (physical and
mental) skills of the doctor; his/her ability to make a diagnosis and to solve problems.

- Internal factors – disposition/availability beliefs: these beliefs concern both the
willingness of the doctor to commit to that specific task (subjective of the specific
person or objective of the category), and also his/her availability (in the sense of the
possibility to be reached/informed about his/her intervention).

- Internal factors – unharmfulness beliefs: these beliefs concern the absence (lack) of
the risks of being treated by a doctor; namely the dangers of a wrong diagnosis or
intervention (for example, for the health of the trustier).



Integrating Trustfulness and Decision Using Fuzzy Cognitive Maps         199

- External factors – opportunity beliefs: concerning the opportunities not depending
on the doctor but on conditions external to his/her intervention. Consider for example
the case in which the trustier is very close to a hospital in which there is an efficient
service of fast intervention; or again, even if the trustier is not very close to a hospital
he/she knows about new health policies for increasing the number of doctors for quick
intervention; and so on. Conversely, imagine a health service not efficient, unable to
provide a doctor in a short time; or, again, a particularly chaotic town (for the car
traffic, for the frequent strikes in it) that could hamper the mobility of the doctors and
of their immediate transfer in the site where the patient is.

- External factors – danger beliefs: these beliefs concern with the absence (lack) of
the risks and dangers which do not depend directly on the doctor but on the conditions
for his/her intervention: for instance, supposing  that the trustier’s house is poor and
not too clean, the trustier could see the visit of a person (the doctor in this case) as a
risk for his/her reputation.

Each of the above mentioned beliefs may be generated by different sources; such
as: direct experience, categorization, reasoning, and reputation. So, for example,
ability/competence beliefs about the doctor, may be generated by the direct
knowledge of a specific doctor, and/or by the generalized knowledge about the class
of doctors and so on.

5 Overview of the Implementation

We describe an implementation that uses Fuzzy Cognitive Maps (FCM) [3].  In order
to design the FCM and to assign a value to its nodes we need to answer four
questions: which value do I assign to this concept? How sure am I of my assignment?
Which are the reasons of my assignment? How much does this concept impacts on an
other linked concept?

We address the first and the second question above assigning numeric values to the
nodes representing the belief sources. The nodes are causal concepts; their value
varies from –1 (true negative) to +1 (true positive). This number represents the
value/degree of each single trust feature (say ability) by combining together both the
credibility value of a belief (degree of credibility) and the estimated level of that
feature. Initial values are set using adjectives from natural language; for example, “I
believe that the ability of this doctor is quite good (in his work)” can be represented
using a node labeled “ability” with a little positive value (e.g. +0.4). For example, the
value +0.4 of ability either means that the trustier is pretty sure that the trustee is
rather good, or that he/she is rather sure that the trustee is really excellent, etc.

We address the third question above designing the graph. Some nodes receive
input values from other nodes; these links represent the reasons on which their values
are grounded. Direct edges stand for fuzzy rules or the partial causal flow between the
concepts. The sign (+ or -) of an edge stands for causal increase or decrease. For
example, the Ability value of a doctor influences positively (e.g. with weight +0.6) his
Trustfulness: if ability has a positive value, Trustfulness increases; otherwise it
decreases.

We address the fourth question above assigning values to the edges: they represent
the impact that a concept has over another concept. The various features of the
trustee, the various components of trust evolution do not have the same impact, and
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importance. Perhaps, for a specific trustee in a specific context, ability is more
important than disposition. We represent the different quantitative contributions to the
global value of trust through these weights on the edges. The possibility of
introducing different impacts for different beliefs surely represents an improvement
with respect to the trust basic model. FCMs allow to quantify causal inference in a
simple way; they model both the strength of the concepts and their relevance for the
overall analysis. For example, the statement: “Doctors are not very accessible and this
is an important factor (for determining their trustfulness) in an emergency situation”
is easily modelled as a (strong) positive causal inference between the two concepts of
Accessibility and Trustfulness. FCMs also allow to sum up the influence of different
causal relations. For example, adding another statement: “Doctors are very good as
for their ability, but this is a minor factor in an emergency situation” means adding a
new input about the Ability, with a (weak) positive causal influence over
Trustfulness. Both Accessibility and Ability, each with its strength and its causal
power, contribute to establish the value of Trustfulness.

6 Description of the Model

Even if FCMs are graphs, ours can be seen as having four layers. As we have
previously seen, the first layer models the influence of the “beliefs sources”: Direct
Experience (e.g. “In my experience…”), Categorization (e.g. “Usually doctors…”),
Reasoning (e.g. “I can infer that…”), Reputation (e.g. “A friend says that…”). Their
value is meant to be stable (i.e. it does not change during computation), because these
nodes could be assumed being the result of an “inner FCM” where each single belief
is represented (e.g. Direct Experience about Ability results from many nodes like: “I
was visited many times by this doctor and he was really good at his work”, “Once he
made a wrong diagnosis”, …). So their value not only represents the strength of the
feature expressed in the related beliefs, but also their number and their perceived
importance, because belief sources represent the synthesis of many beliefs. The
second layer shows the five relevant basic beliefs: Ability, Accessibility,
Harmfulness, Opportunities and Danger. These basic beliefs are distinguished in the
third layer into Internal Factors and External Factors. Ability, Accessibility and
Harmfulness are classified as Internal Factors; Opportunities and Danger are
classified as External Factors. Internal and External factors both influence
Trustfulness, which is the only node in the fourth layer. For the sake of simplicity no
crossing-layer edges are used, but this could be easily done since FCM can compute
cycles and feedback.

6.1 Running the Model

Once the initial values for the first layer (i.e. belief sources) are set, the FCM starts
running1. The state of a node N at each step s is computed taking the sum of all the
inputs, i.e., the current values at step s-1 of nodes with edges coming into N
multiplied by the corresponding edge weights. The value is then squashed (into the –

                                                          
1 We have used a slightly modified implementation of the Fuzzy Cognitive Map Modeler

described in [12].
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1,1 interval) using a threshold function. The FCM run ends when an equilibrium is
reached, i.e., when the state of all nodes at step s is the same as that at step s-1. At this
point we have a resulting value for Trustfulness, that is the main goal of the
computational model. However, the resulting values of the other nodes are also
shown: they are useful for further analysis, where thresholds for each feature could be
considered.

6.2 Experimental Setting

Our experiment shows the choice between a doctor and a medical apparatus in the
medical field. We assume that the choice is mainly driven by trustfulness. We have
considered two situations: a “Routine Visit” and an “Emergency Visit”. We have built
four FCMs representing trustfulness for doctors and machines in those two situations.
Even if the structure of the nets is always the same, the values of the nodes and the
weights of the edges change in order to reflect the different situations. For example, in
the “Routine Visit” scenario, Ability has a great causal power, while in the
“Emergency Visit” one the most important factor is Accessibility.  It is also possible
to alter some values in order to reflect the impact of different trustier personalities in
the choice. For example, somebody who is very concerned with Danger can set its
causal power to very high even in the “Routine Visit” scenario, where its importance
is generally low. In the present work we do not consider those additional factors;
however, they can be easily added without modifying the computational framework.

6.2.1 Routine Visit Scenario
The first scenario represents many possible routine visits; there is the choice between
a doctor and a medical apparatus. In this scenario we have set the initial values (i.e.
the beliefs sources) for the Doctor hypothesizing some direct experience and common
sense beliefs about doctors and the environment.

Most values are set to zero; the others are:
- Ability – Direct Experience: quite (+0.3);

- Ability – Categorization: very (+0.7);

- Accessibility – categorization: quite negative (-0.3);

- Unharmfulness – categorization: some negative (-0.2);

- Opportunity – Reasoning: some (+ 0.2);

- Danger – Reasoning: some negative (-0.2).

For the machine we have hypothesized no direct experience. These are the values:
- Efficacy – Categorization: good (+0.6);

- Accessibility – Categorization: good (+0.6);

- Unharmfulness – Categorization: quite negative (- 0.3);

- Opportunity – Reasoning: some (+0.2);

- Danger – Categorization: quite negative (- 0.3);

- Danger – Reasoning: quite negative  (-0.3).
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We have also considered the causal power of each feature. These values are the
same both for the Doctor and the Machine. Most values are set to mildly relevant
(+0.5); the others are:
- Ability: total causation (+1);

- Accessibility: only little causation (+0.1);

- Unharmfulness: middle negative causation (-0.4);

- Opportunity: only little causation (+0.1);

- Danger: little negative causation (-0.2).

The results of this FCM are shown in Figure 4: Trustfulness for the Doctor results
good (+0.57) while trustfulness for the machine results only almost good (+0.22).

Fig. 2. Routine Visit FCMs for the Doctor (top) and the Machine (bottom)

The FCMs are quite stable with  respect to minor value changes; setting Machine’s
Accessibility – Direct Experience to good (+0.6), Accessibility – Categorization to
really good (+0.8) and Danger – Categorization to little danger (-0.5) results in a non
dramatic change in the final value, that changes from almost good (+0.23) to quite
good (+0.47) but does not overcome the Doctor’s Trustfulness. This is mainly due to
the high causal power of Ability with respect to the other features. We can also see
the influence of different personalities. For example, if we assume that Doctors are
supposed to involve high external risks (Danger – Reputation: +1), with the usual
values, the  trustier's Trustfulness does not change very much (good (+0.47)). But if
the patient is somebody who gives high importance to Danger (danger: total causality
(-1)), the Doctor’s Trustfulness decreases to negative (-0.42).
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6.2.2 Emergency Visit Scenario
We have hypothesized an emergency situation where somebody needs a quick visit
for an easy task (e.g. a injection). In this scenario the values for the nodes are the
same as before, but some edges drastically change: Reliability becomes very
important and Ability much less. The values for the edges are:
- Ability: little causation (+0.2);

- Willingness: very strong causation (+1);

- Unharmfulness: strong negative causation (-0.8);

- Opportunity: middle causation (+0.5);

- Danger: quite strong causation (+0.6).

The results also change drastically: Trustfulness for the Doctor is only slightly
positive (+0.02) and for the Machine it is quite good (+0.29). The FCMs are very
stable; altering some settings for the Doctor  (Ability – Direct Experience: very good
and Danger – Categorization: only little danger) results in a change in the
Trustfulness value that become almost good but does not overcome the Machine’s
one. We obtain the same results if we suppose that Doctor’s Ability - Direct
Experience: perfect and  Ability’s Causal Power: very strong. On the contrary, if we
introduce a big danger (+1) either internal (harmfulness) or external (danger) in each
FCM the trustfulness values fall to negative in both cases (respectively -0.59 and -
0.74 for the doctor; and -0.52 and -0.67 for the machine).

Fig. 3. Emergency Visit FCMs for the Doctor (top) and the Machine (bottom)
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7 Trustfulness and Decision

At the end of its run phase, an FCM shows a value for  Trustfulness and a value for
each one of the relevant factors: Ability, Availability, Unharmfulness, Opportunity
and Danger. All these factors are relevant in order to make the final choice (e.g.
between a doctor and a machine in our scenarios) and to decide about delegation.
Many choices are possible: to delegate the doctor, to delegate the machine, or not to
delegate at all. For this decision, we have to take into account mainly the Trustfulness
value, even if the final decision is affected by a set of other relevant factors and by
their reciprocal relationships.

More precisely, the trustier is endowed with at least a goal (in our case, to maintain
his/her health), and can evaluate the utility of each possible result of the selected
action.
So we should consider the following abstract scenario (Fig. 4) where we call:
U(X), the trustier’s utility function, and specifically:
U(X)d

+, the utility of the doctor’s success performance (the utility due to the success
of the delegated action to the doctor);
U(X)d

-, the utility of the doctor’s failure performance (the damage due to the failure of
the delegated action to the doctor);
U(X)m

+ the utility of the machine’s success performance (the utility due to the success
of the delegated action to the machine);
U(X)m

- the utility of the machine’s failure performance (the damage due to the failure
of the delegated action to the machine);
U(X)0 the utility of to do nothing.

Fig. 4. Evaluation of the utilities.
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More precisely, we have:
- U(X)d

+ = Value(g) + Cost [Delegation(trustier, doctor, time)],

- U(X)d
- = Cost [Delegation(trustier, doctor, time)] + Additional Damage for failure

- U(X)m
+ = Value(g) + Cost [Delegation(trustier, machine, time)],

- U(X)m
- = Cost [Delegation(trustier, machine, time)]+ Additional Damage for failure

where is supposed that we attribute a quantitative value (importance) to the goals and
where the costs of the actions (delegation) are supposed to be negative.

For each comparison between two branches of the above scenario we have introduced
in a previous work [2] the formula:
TXYt

 * U(X)d1
+ + (1 - TXYt

 ) U(X)d1
- > TXZt

 * U(X)d2
+ + (1 - TXZt

) U(X)d2
-

Where TXYt
 (with 0<T<1) is the trustfulness of the trustier X on the trustee Y about

the task �. Y•Z. Y and Z could be the doctor, the machine, or nobody.
The above formula follows the classical Decision Theory useful for calculating in the
actual scenario the best action to perform on the basis of all the parameters involved
in the calculus (the trustfulness values of the different trustees, the value of the goal to
achieve, the different costs of action results, and so on).
In any case this procedure only considers the best global hypothesis; it does not
permits to take in consideration the possibility of saturation effects such as too high
costs. In other words, it is very important to consider the values of some parameters
independently from the values of the others. This fact suggests to introduce some
saturation-based mechanism to influence the decision, some threshold.
For example, cost value can represent a problem for the decision: even if the costs-
benefits relationship is maximal, sometimes we cannot delegate to the trustee (in our
case, doctor or machine) because the cost is too high. In some sense is how if we are
introducing a sort of threshold on a specific parameter.

Many other factors can have a role as thresholds in the decision process: in fact,
each evaluation on the trustee’s features could have a maximum or minimum value:
ability, reliance, danger, etc. We can fix a threshold for one or more features and
inhibit a choice even if trustfulness is acceptable. In other words, given the same
trustfulness value, many different compositions of the internal ingredients are possible
for that final value of trustfulness. Not all these possibilities are cognitively
acceptable because some of them could be cut from saturation mechanisms that we
will implement by thresholds. For example, someone very concerned with dangers
can decide not to delegate, even if the trustfulness value is good, because there are too
many risks in that specific case.

It is important to distinguish between the trust evaluation (trustfulness) and the
final decision; we can make our evaluation even if there are some factors that
constrain the decision; for example we can evaluate the quality-price ratio of
something even if we know we have not enough money to buy it. An FCM alone
cannot take into account all the necessary conditions for a decision: this result can be
reached only adding additional thresholds. This seems to us a good cognitive feature:
even if there is an evidently unsatisfied necessary condition, humans could compute a
trust value; may be this calculation waste time and resources but in some situation it is
necessary for collecting elements and founding better the final decision. For example,
even if I know I do not have enough money to pay a specific doctor, it would be
possible (and sometimes useful) to evaluate his competence. In the decision process,
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this attitude can lead to counterfactuals (e.g.:  I Trust him, and I would have asked him
to cure me if I have had enough money).

A (positive) trust judgment do not force the decision, even if costs conditions are
satisfied: we can judge something trustable but decide not to trust it. This depends
from the thresholds that I can assign to other factors. For example, in the game of
poker, we can judge that a bet is a good action, and even do it if not so much money is
involved; but we can decide not to do it if too much money is involved (the risk of
loosing the money is too high for us). In this case we do not think that it is not a good
action; we judge the bet a good action to do, but we simply could not take the risk.

In order to distinguish between different thresholds, consider these two different
situations, where I consider a bid a good action but I do not bid:
� I do not have enough money to bid (if I had enough money, I would have bid);
� I have enough money but the risk is too high (if the bet was not so high, I would

have bid).
In the two cases, two different thresholds values are considered: the first one is a

cost threshold; the second one is a danger/opportunity threshold.

7.1 Decide Not to Delegate

Not all decisions are between two choices (as between a doctor and a machine in our
scenario); in some cases, if neither of the two choices is satisfying, I can decide to not
to delegate at all. This can be due to some unsatisfied threshold or to the fact that
“doing it by myself” has a cost-benefit value greater than any other choice.

The solution of “do not decide” is another applicable rule: in this case “doing
nothing” has a cost-benefit value greater than any other choice. Sometimes I am just
waiting for some constraints being satisfied: for example, I can revise my opinion and
decide in presence of new information.

There is another, interesting reason for deciding not to delegate: feeling that we
need more information. This is an ambiguous aspect, because sometimes it is easy to
decide how much information we have with respect to the total information available;
but sometimes this is not true. More, sometimes the problem is not how much
information I have, but how it is relevant or how it is reliable: an information from a
very trusted source, even if there can be more information available, is sufficient. So,
this ignorance measure depends both from quantitative (how much information I
have) and qualitative (sources trustfulness and information relevance) factors.

In our FCM models evaluation and epistemic issues are mixed up (from a certain
layer up); so a low trustfulness value, as well as low features values, can derive both
from quantitative and qualitative reasons; sometimes poor information means poor
trust, but only because we feel that we need more information. We use the same
parameter (trustfulness value) as a first threshold for deciding to delegate, so deciding
not to delegate can derive both from an explicit negative evaluation or from an
estimation about ignorance2.

                                                          
2 However, if we need do know why the final value is poor we can trace back the calculation

in order to split evaluation, epistemic and quantity factors and decide which factor was more
or less important.
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8 Trustfulness, Decision, and Personality Factors

Some personality factors are involved both in the trustfulness value computation and
in the following decision process.

In the Trustfulness value computation (trough an FCM), some personality factors
are important in order to assign the values for some links in the FCMs at different
layers.

At the first layer level the links represent the “causal power” of the beliefs sources
over the features. Some personality factors are involved: for example, somebody who
is self-confident could assign a strong importance to direct evidence and
underestimate reputation (others’ opinions).

At the second layer, personality factors can be involved in assigning the causal
power of each single features over trustfulness; for example, somebody who
particularly cares about his safety can overestimate the impact of danger and
harmfulness.

There is not a fixed (rational) rule for assigning link values, but many contingent
factors can have a “causal power” over them. In the FCM computations we assume
link values as (already) fixed; but how are they obtained? As we have shown in Fig.1,
in the case of beliefs sources building, even link values are computed by another
(inner) FCM, whose nodes represent rational motivations as well as personality
factors. In the case of building belief sources from single opinions, each opinion is
“weighted” by certainty and trustfulness of the single font. So, personality factors can
have important consequences into the values of the edges, i.e. impact factors.

Maybe it can be surprising that personality factors can assume in our analysis the
same role of “more motivated” beliefs, as those concerning the current situation: but
in a cognitive perspective, all the factors that contribute to building a meta-belief like
trust (or to fix its fuzzy value) are equally important; they all have a “causal power”.
No special claim is done about the type of factors that are relevant to a given
computation, only their strength and their impact are considered3.

8.1 Personality Factors in the Decision

Some personality factors have a role even in the decision process, because they can
contribute to fix the threshold for each factor. The costs-benefits ratio is not necessary
a linear relationship (in other words, not always is true that if the risk increases as
much as the benefit the relationship does not change). In the real situations, saturation
mechanisms are introduced such as in the case of a not acceptable risk (independently
by the goal) or in the case of a not sacrificable goal (independently by the risk). The
personality factors can play a role for defining these thresholds. Obviously we have to
consider that there is a difference between the objective risk and the perceived risk
(such as between the perceived benefit and objective benefit). So we can also consider
different kinds of personalities on the basis of the perception ability.

                                                          
3 Choosing the heuristics for summing up the different kinds of relevant factors (especially

diverging opinions) is an open problem: it involves complex cognitive strategies (e.g.:
choosing only the most trustworthy font, choosing only the most competent font, …) and
meta-rules derived from reasoning, past experience and personality factors. In the present
work we simply sum up all the factors; but it is not a cognitive claim, it is only a temporary
(and mathematically simple) solution.
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8.2 Some Personalities

At the end of the analysis, we can say that personality factors have a strong “tuning”
role in the FCM computation and even for the final decision; each personality factor
can lead to different trust values and different decisions even with the same set of
initial values for the beliefs sources.

At this point, we can try to show some simple examples of Personalities involved
in our scenario. Many of them are possible, each with its consequences for the FCM;
for example: Prudent: high impact for danger and unharmfulness; Too Prudent: high
impact for danger and unharmfulness, additional threshold on danger and
unharmfulness for decision; Focused on Reputation: high reputation impact, low
impact for the other beliefs sources; Auto: high direct experience and categorization
impact, low impact for the other beliefs sources.

There is another interesting point about personalities: normally we humans do a
sort of reverse-engineering from others’ decisions in order to guess their personality.
For example, assuming that we all take into account the same factors in a decision
process, if we observe that somebody has overestimated (in our terms) danger, we
assign him the label “prudent” (and we can also use this sort of judgements in order to
“tune” his opinions)4.

8.3 Emotional Factors

Personality factors are strongly related to emotional components, too. They can lead
to important modifications of the dynamics of the FCM, for example modifying the
choice of the heuristic for combining homogenous and heterogeneous fonts or
systematically underestimate or overestimate some factors. “Hot” computation,
especially when oneself is involved, can lead to surprising results that are not directly
due to misinformation but to some changes in the dynamics of the computation itself.
An example: a pessimistic mood can constraint the system behaviour in a very low
level way, for example leading to a systematic overestimation of negative evidence in
a decision process.

The emotional component adds another level to our analysis: sometimes the
emotional impact itself can be seen as a motivation or it is an obstacle. For example,
the decision to jump with a base-jump rope can involve many factors: normally, I
trust the rope and the whole apparatus (I could even bit that the next man who jumps
will have no injury); I can decide not to jump because the risk is too high compared to
the benefit, or because even if I do not have injuries the situation is emotionally too
strong for me.

8.4 Some Experiments with Personalities

In order to show some effects of personalities introduction in the FCM computation,
we present here some examples; these experiments do not contain empirical data but

                                                          
4 This cue can be used in order to define user models in MAS systems
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their main goal is to evaluate how much our methods are able to take into account
cognitive phenomena.

Consider for example the FCM for the Emergency Visit Scenario; it is a risky
situation and Danger and Harmfulness values are high. But perhaps a Prudent can
overestimate them, fixing them at the maximum values (1). This has very little
consequences (the trustfulness value of the Machine changes from 0.29 to 0.28),
because the impact values have a little change and the node values are low. Probably
this change has no consequences even for the Decision phase. But a Very Prudent
may decide to fix a threshold on Danger and Harmfulness. If this threshold is fixed at
-0.5 (little danger), the Danger value of the Machine exceeds it (it is -0.23); as a
consequence of this threshold, in the Decision process the choice to delegate the
Machine is inhibited.

In the same Emergency Visit Scenario, if we consider the Auto personality, that
accords a high value to his own knowledge (represented both by the Personal
Experience and Categorization Belief Sources)  the final trustfulness values change
drastically: the trustfulness value of the Doctor becomes 0.07 and the trustfulness
value of the Machine becomes 0.75.

Since we have set all the Belief Sources about Reputation to zero, experiments
with a personality like Focused on Reputation (that assigns high impact to reputation
and low to all other sources) lead to very low final values for trustfulness, probably
the final values are not enough for the decision to delegate in both senses, so the best
choice can be not to delegate. This can represent the fact that somebody having such a
personality feels that he needs more information in order to decide; even if the
decision is absolutely necessary (as in the case of emergency), the feeling of “risky
decision without enough knowledge” remains (and maybe this can lead to anxious
states that feedbacks on the process).

9 Conclusions

In this paper we have described an approach to trust based on beliefs and their
credibility. Trustfulness value derives from the value of the beliefs about its main
features as well as their impact depending on the scenario; evaluation and epistemic
factors, belief fonts and impacts are described in the paper. However, obtaining a
trustfulness value is only the first step; a decision about to delegate or not to delegate
is the successive phase, based on motivational factors that rely outside the knowledge
level. This second step is described together with its main components, costs and
utilities. Some considerations about personality and emotive factors, as well as many
heuristics (that drive, among the others, the processes of summing up convergent and
divergent belief fonts), are considered. In general, they show that a simple one-
dimensional analysis (as a simple mathematical formula is) is not sufficient for a
complex phenomenon like trust.

It has to be taken into account that considering the knowledge level alone leads to a
poor analysis of the trust phenomenon; we distinguish the trustfulness computation
phase (using FCMs) and a successive decision phase, driven by the motivational
apparatus. So, what we need is not only a flat mathematical formula but a cognitive
architecture that takes into account even motivations (and emotions). More, many
heuristics (driven by the motivational apparatus, too) intervene at different levels:
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combining converging and diverging fonts; setting relevance and impact factors and
in general tuning the system; deciding thresholds; and so on. All these heuristics are
fundamental in order to obtain a cognitively plausible behavior; simply embodying
them into the system (as in many approaches) leads to a one-dimensional analysis.
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Abstract. Trust is playing an important role in communications and
transactions. Based on different reasons of trust, different trusted domains,
possibly disjoint, are formed in mobile communications, preventing complete
systems from working properly. What is lacked therein is a bridge that can link
domains, across trust gaps to establish a complete trusted mobile
communication system. In this paper, the authors propose a generic method to
analyze and model a mobile communication system into a number of trusted
domains. In order to overcome the trust gaps among the originally disjoint
domains, the authors further propose three approaches to bridge different
domains and demonstrate the use of mobile Personal Trusted Devices, such as
mobile handsets to act as the said bridge.

1   Introduction

Trust is an important aspect in the design and analysis of secure distributed systems
[1]. Recently, trust modeling is paid more and more attention in mobile
communications.

Actually, trust is such a subjective and dynamic concept that different entities can
hold different opinions on it even while facing the same situation [2]. Based on
different trust perception, different trusted domains can be formed also in the area of
mobile communications. For example, a trusted domain that contains a security
element (such as a smart card) and its issuer is formed if the issuer trusts the security
element due to its tamper resistance. A trusted domain containing a personal mobile
device (e.g. a mobile phone) and its holder can be constructed if the device holder
trusts the device because its brand has a good reputation. An operator trusts its SIM
(Subscriber Identity Module) card due to the embedded cryptography inside. A SIM
card trusts the phone it is inserted into because otherwise it has no chances to operate.

In today’s mobile communications, we can find many cases in which a system is
actually formed by a number of the trusted domains and the communications and
transactions are actually conducted among and across those domains. Significant
problem may arise from the fact that different domains must cooperate in order to
provide a complete service even though they may not share the same concept of trust.
Specifically, security problems may be caused by the deficiency of trust among
domains. This deficiency is likely one of the major barriers that prevents the
proliferation of the mobile communications and transactions. The deficiency of trust
is visible as gaps between the trusted domains established by different entities. For
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example, the proper arrangement for secure interaction between a smart card that
belongs to a trusted domain of the card issuer and a terminal based application that
belongs to a trusted domain of an application developer has been causing a lot of
problems for a very long time. As another example, identification of autonomous and
potentially malicious nodes in an ad-hoc network is both a security and a trust
challenges that have raised many arguments.

There are several methods to bridge the trust gap, e.g. legal, contractual, and risk
management based solutions. The authors believe that technology is one of the most
important methods. In this paper, a technical method to bridge the trust gap is
provided. The authors propose a methodology to analyze and bridge the trust domains
and then study the use of mobile Personal Trusted Device to work as a trusted bridge
for certain use cases derived from the mobile communications and transactions area.

The rest of the paper is organized as follows. Section two provides an overview of
related trust schemes in literature. Section three introduces necessary definitions while
the next section proposes the method to bridge the trusted domains in the mobile
communications. In section five, the applicability of the proposed method is
illustrated by applying it to some realistic examples. Finally, conclusions are provided
in the last section.

2   Related Work

Current academic work related to the trust covers wide area of interest ranging from
such aspects as perception of trust [4, 5], problem analysis of current secure systems
[11, 12], trust modeling [7, 8, 9, 10], to trust quantification and specification in digital
systems [3, 6].

The concept of trust is defined in various ways in the literature [2, 4, 5, 11, 14, 16].
It is widely understood that the trust itself is a comprehensive concept, which is hard
to narrow down. The trust is subjective because the level of trust considered sufficient
is different for each entity. The trust is also partly objective as it is affected by those
factors that we cannot monitor.

Several papers discuss the role and models of trust applied to electronic
communication. For example, a trust model for a secure multi-agent marketplace in
[13] is based on a concentric sphere structure. The core of this model is the physical
security. A security infrastructure is located in middle sphere: an internal and an
external security infrastructure. In outer sphere, this model uses complex aspects of
the trust such as fairness, reliability, reputation and loyalty to provide a complete
model of basic trust for marketplaces. Unfortunately, this work did not illustrate how
to apply the model into real systems.

Another interesting work in [8] provides a generic model of transaction trust for
electronic commerce. This model is based on separating the mostly subjective party
trust and mostly objective control trust. In the authors’ opinion, party trust + control
trust = transaction trust. If the level of the transaction trust is not sufficient for the
transaction then the party trust should be possibly complemented by the control trust
in order to reach the required level. This work focuses on the Internet based
transactions. It did not consider the scenarios of the mobile communications.

Further, work in [14] gears towards trust management and describes an
authentication trust model, as well as a schema for managing access control in a
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multi-agent system. The trust model and trust management framework proposed can
take advantages of a number of trust management schemas, such as SPKI (Simple
Public Key Infrastructure), RBAC (Role Based Access Control) and Kerberos, for
delegation of authorizations. Similarly, in [10], a model for trust is proposed based on
distributed recommendation. These work do not examine their applicability for the
mobile communications. In addition, they cannot solve the trust gap problem.

As it can be seen from the short discussion above, none of the existing work tried
to address trust in the mobile communications that have its own salient characteristics,
and where mobile devices play a very important role by supporting communication
mobility and flexibility. Further, no work considered or dealt with the trust gap
problem that can be found. A new methodology to bridge different domains of trust is
therefore needed to overcome these issues.

3   Definitions

Due to multiplicity of meanings associated with the word ’trust’ and its derivatives, it
is essential to establish certain set of definitions that can be used throughout the paper.

The working definition of trust used in this paper bases on [16] where the trust is
defined as the confidence of an entity on another entity based on the expectation that
the other entity will perform a particular action important to the trustor, irrespective of
the ability to monitor or control that other entity. Note that the methodology presented
in this paper is not sensitive to the exact definition of trust.

3.1   Trusted Domain

The trusted domains are not the entirely new concept in the literature, but so far, the
authors have not found a concrete definition in available references. Herein, the
following definition of the trusted domain is used throughout the paper.

Definition 1. Trusted Domain

A trusted domain is a set of domain entities (e.g. service providers), defining
statements and domain components (e.g. devices) such that all domain entities
share certain defining statements regarding their trust definition for specified
purpose, and all domain components adhere to such trust definition and
implement the statements. The defining statement identifies requirements of
the domain entities that must be fulfilled by the domain components to be
trusted.

In Fig.1, an example of three trusted domains is presented. Domain D1 consists of an
entity A and two statements s1 and s2. The statement s1 does not define any existing
component (i.e. there are no components that fulfill the statement) while the statement
s2 defines two components a and b. Domain D2 contains entity B and two statements.
The statement s1 (identical with one of the statements from the domain D1) defines
component c while statement s3 defines component d. Finally domain D3 has two
entities: C and D with two statements. Statement s4 defines two components d and e,
in which the former is shared with the domain D2. Statement s5 defines two
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components e and f, in which the former is also defined by the statement s4. Note that
the component d fulfills both the statement s3 and s4, so that the D2 and D3 are
naturally bridged by the component d.

Fig. 1. An example of three trusted domains in a communication system

In other words, a trusted domain is established whenever some entity or entities
(such as a user, an operator or a service provider) trusts some components for the
specific purpose, regardless of the reasons for the trust that can be both subjective and
objective, either rational or irrational. In this paper, special interest is placed in the
domains where their components are hardware or software components in a digital
system.

For example, the mobile operator creates its own domain of trust that includes,
among others, SIM cards. The operator may trust the SIM cards that are fitted in
mobile phones for the purpose of user authentication. The reason the operator trusts
its SIM cards is likely to be rational and may come from the understanding of
physical and cryptographic properties of the card as well as the quality of
personalization process. The user defines his/her own domain of trust. The user may
also trust the SIM card for the purpose of billing relationship due to effective user
authentication. However, this trust may be less rational but rather driven by the
popularity of technology or the visibility of the operator’s brand. In this example the
operator forms its own domain that is built on its understanding of trust while the user
forms another domain on the basis of the user’s defining statement. The SIM cards
exist in both domains, thus enabling the mobile communication.

In another example, the user attempts to roam in another country where no roaming
agreement exists between the user’s home operator and current operator. Even though
the configuration is technically identical, the current operator does not trust the user’s
SIM. Effectively, the user’s SIM is out of the operator’s trust domain and the user
cannot use the mobile network.
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3.2   Trusted Bridge

Based on the above definition and examples of the trusted domain, we can see that the
full trust is retained inside the trusted domain while the trust may be missing among
the domains. This may cause the trust gap in places where the trusted domains do not
overlap.

For the success of the mobile communication systems, all the trusted domains that
are essential for the complete system must intersect, i.e. there must be at least one
component (or a chain of them) that is trusted by the entities communicating with
each other. If it is not the case, a bridging solution should be identified and on that
basis the bridging component must be created. Such trusted bridge can be as simple as
the component that is trusted by both domains, or complex, with its own respective
entities, statements and components that can bridge the disjoint trusted domains.

Definition 2. Trusted Bridge

A trusted bridge is a component or a set of components that is/are trusted by
more than one domain. Therefore such component(s) can work as a bridge to
establish the trust among those domains. Note that if any of the bridged
domains contain more than one statement, it is sufficient for the trusted bridge
to implement one of those statements for each of the domains it is bridging.

In Fig.1, the domains D1 and D2 are disjoint and no trust can be readily established
by any technical means, while the domains D2 and D3 intersect so that the component
d can be used to establish the trust between them.

As illustrated by the previous example, the SIM card operating in the home network
acts as a bridge between the operator’s domain and the user’s domain. If, for example,
the operator extends its domain to cover some digital content merchants, they can
immediately benefit from the existing trusted bridge.

3.3   Personal Trusted Device

Most of use cases in the section five explore the applicability of a Personal Trusted
Device (PTD) to bridge the trust gap. Certain references to the concept of PTD can be
found in [16]. Due to the fact that there is no formal definition of the PTD, the
working definition is provided below.

Definition 3. Personal Trusted Device (PTD)

PTD is a platform device that accepts multiple technologies with special focus
on mobile communications and is personal to its user.

Further it will be demonstrated that by exploring the above properties the PTD can
become a trusted bridge for the multiplicity of services thus acquiring desired trust
property that has been intentionally removed from the original definition of the PTD.

The mobile phone acting as the PTD plays an important role in the mobile
communications. It has hardware support for the trust, such as a slot for the smart
card. Tamper-resistant device like the smart cart inside the mobile phone offers high
level of trust through security. Most of the mobile phones have a SIM (Subscriber
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Identity Module) card, trusted by the mobile network operator who can audit the
phone’s network activities. In addition, the mobile phone can hold a WIM (WAP
Identity Module) card (either as a separate card or as an application located at the SIM
card) for generating digital signatures that can realize non-repudiation. With its
inherent characteristics of mobility, portability and security, the mobile phone is very
flexible in approaching any other devices to realize communications regardless of
time and location. The PTD implemented by the mobile phone is therefore potentially
the best device that can link the user, the operator and the service providers, acting as
a bridge for several mobile services.

4   Methodology

In this section, the authors introduce a new methodology into the area of mobile
communications. This methodology helps to analyze the trust inside any mobile
communication system by modeling the system into a number of trusted domains
formed by different entities. In order to solve the issue of trust gaps, the authors
further propose three approaches to bridge the disjoint domains.

In any mobile communication and transaction system, we can always specify the
system as a number of trusted domains. The communications and transactions are
actually conducted among those domains. Inside each trusted domain, the domain
entities trust the domain components according to their defining statements, for
whatever reasons they find appropriate. Among the trusted domains, it is expected
that the trust must be usually created and constructed logically and rationally. The
authors propose the methodology to analyze the trust domains and to create the
trusted bridge, effectively enabling the domains to form a complete solution. The
proposed methodology is summarized as follows.

1. Model the mobile communication system by separating it into a number of trusted
domains formed by different entities.

2. Analyze each domain in order to extract the defining statements and list existing
domain components. The resulting graph may resemble Fig.1.

3. For each pair of disjoint domains that must trust each other for the purpose of a
given service, seek bridging solution that can satisfy both domains (see the
discussion below).

4. Form the trusted bridge by finding or creating the suitable component (or
components), or by establishing bridging domains, depending on needs (see the
discussion below).

There are several approaches to identify the bridging solution and to introduce the
trusted bridge, depending on the defining statements within the trusted domains as
well as on non-technical limitations. Following is a short list of those. Throughout the
discussion, the domains D1 and D2 from the definition of the trusted bridge (as shown
in Fig. 1) will be used to illustrate concepts.
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Fig. 2. Methods of bridging trusted domains

a.   Use existing component (Fig.2.a.)
The analysis itself may lead to the discovery that there is already an existing
component that may be trusted by more than one domain. Even though such solution
may seem trivial, it is the trust-based analysis itself that is frequently needed. For
example (Fig.2.a), as the domains D1 and D2 share the same defining statement s1, it
is sufficient to verify that the component c (currently within the domain D2) that
fulfills the statement s1 is accepted also by D1.

b.   Create new component (Fig.2.b.)
If the bridging component does not exist it is possible to create it. Some components
may conform to only one statement so that they require the identical statement in both
domains. Some components may conform to more than one statement so that they can
be used to bridge the domains with different statements. Note that the meaning of the
identity of defining statements requires further discussion that goes beyond the scope
of this paper.

The use of multi-statement component has been already demonstrated at the
intersection of the domains D2 and D3. Such solution is also viable for the domains
D1 and D2, e.g. in a form of a component g that conforms to both the statements s2
and s1, as shown in Fig.2.b.



218         Z. Yan and P. Cofta

c.   Create separate domain (Fig.2.c.)
If there is no potential component that may satisfy the domains (e.g. the statements
are significantly different), the solution may be to create a separate domain such that
its domain components fulfill statements from both disjoint domains. Such domain
may share existing or new components with all the domains it is bridging. The authors
call the created domain as bridging domain.

For example, domain D4 can be introduced to bridge disjoint domains D1 and D2.
Domain D4 consists of the entity E and three components: the existing components a
and b that conform to the statement s2 and is trusted also by the D1 and a new
component h that conforms to the statement s1 and is trusted also by the D2.

If necessary, the creation of the new domain can be repeated to form the chain of
domains until the bridging is complete, i.e. until there is at least one chain of domains
that links all the domains that were originally disjoint. Obviously, it is possible to get
multiple solutions to bridge trusted domains. It depends on further analysis and
concrete systems requirements to decide which one is the best.

The authors further propose the PTD that could be implemented by a mobile phone
to work as the trusted bridge for the purpose of the mobile communications. It is
obvious that the PTD which is the platform that is possibly trusted by both the user
and the operator can be deployed as a component that satisfies almost all domain
entities in the mobile communication systems.

It is significant that this methodology can also be applied into any system analysis
and design. It provides a special approach on security analysis from the trust point of
view. Based on the analysis, it is clear to know what is lacked and therefore needed in
the system. It will be also potentially easier to find the proper component with
appropriate technologies to bridge the trust gap that otherwise may cause the security
problems. Therefore, this methodology helps us to set up a secure and trusted system
and aids us to seek new business opportunities, e.g. via seeking the proper trusted
bridges to find new products or novel functions.

5   Applicability

In this section, the authors will illustrate how to apply the proposed methodology into
different scenarios and expound how the PTD can work as the trusted bridge to
overlay the trust gaps among the trusted domains in the mobile communications.

Note that this chapter does not aim at providing complete solutions but merely to
illustrate the methodology. The outcome, even though it actually conforms to
historical information, should not be considered the only or the perfect solution for
analyzed cases.

5.1   Mobile Trust Interaction (inside Mobile Terminal)

This case demonstrates the use of approach (a) - discovery of the existing component
that can be used to bridge the domains.

Looking inside today’s mobile terminals, we are facing the trust gap problem. The
issue of interaction between a security element (SE) (such as a smart card, e.g. SIM)
and terminal based applications has been discussed for a very long time. The lack of
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general solution has been slowing the development of possible exciting applications,
especially in mobile commerce. The problem lies in the trust deficiency between the
SE and the terminal-executed applications, such as Java MIDlets, Symbian
applications and web pages.

The recent development of signed applications (e.g. Symbian application, OMA
(Open Mobile Alliance) signed content and MIDP (Mobile Information Device
Profile) 2.0 environment) has brought new interesting aspect into such scenario.

The common perception across the industry is as follows. The terminal application
and the SE come from different trusted domains established by different entities. The
signed application (e.g. a MIDlet) is trusted by its developer, which is expressed by
the fact that the developer signs the application. The smart card, a SE, is trusted by the
card developer. Finally, the user of mobile device basically trusts what he/she sees at
the device.

All the three trusted domains enter the terminal and meet there when the
application attempts to access the SE, which is usually combined with certain user
interaction. Those trust domains should overlap somewhere, where the interaction
between the application, the SE and the user are in place. However, one problem is
that they do not overlap because there is no method to introduce the sufficient trust
among those domains of those entities.

Implementing the proposed methodology, the following observations can be made,
leading to the complete picture as shown in Fig.3.

1. The application developer trusts his application (s1) as it is him who developed it.
Further, the application developer trusts (s2) the signing process usually derived
from the PKI (Public Key Infrastructure) technology and the implementation of
delivery and verification mechanisms for installing and running the application on
the mobile terminal.

2. The card developer trusts the card due to its tamper-resistance (s3) while he/she
does not necessarily trust any particular cryptographic system. The card developer
trusts also the same terminal (s4) regarding its ability to convey correctly messages
between the application and the card as well as regarding the correct handling of
the user interaction.

3. The user trusts in what he/she sees on the terminal (s5). This trust is not based on
any particular technology, but on the combination of several psychological factors.

Note that the methodology has immediately discovered three hidden statements, all
applying to the terminal. Even though the three trusted domains are driven by
different statements, all of them share the same component: the terminal that can be
the mobile PTD. Therefore the PTD can potentially serve as the bridge to overlay the
trust gap, e.g. by defining the access control mechanisms so that only certified
applications can access designated objects on the card via the interaction with the
user.

5.2   Mobile Services

The case of mobile services is used here to demonstrate the approach (b) - identifying
the new common component.
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Fig. 3. Mobile trust interaction inside mobile terminal

The term ’mobile services’ can be vaguely defined as services that are provided to
mobile users via the mobile terminals, e.g. messaging, browsing, and shopping.
Specifically, the mobile terminals such as the mobile phones and mobile PDAs
(Personal Digital Assistants) are considered to be the key element of mobile services.
The key problem of mobile services seems to be the identification of the user for the
purpose of service delivery and billing.

As the mobile phone has already had the trust relationship (s1) with its operator
through the existence of SIM and relevant authentication methods, the analysis leads
to the outcome depicted in Fig.4 (solid lines and plain text only). Naturally the users
trust their terminals (s2) mostly due to the good reputation of terminal manufacturers.
The service provider stays out of the usual trust relationship due to the fact that no
component in possession of the user falls into its domain D2.

Fig. 4. Trust interaction in mobile services



Methodology to Bridge Different Domains of Trust in Mobile Communications         221

The service providers have been creative to overcome the trust gap, e.g. by going
with the operators and re-using the existing authentication and billing infrastructure.
By doing this, the service providers effectively moved themselves into the operator’s
domain. Alternatively they established the independent component with the users
through the sign-in process (e.g. a password), even though it has led to several
inconveniences for the user.

An analysis revealed that the service provides who are not willing to move into the
operator’s domain are expressing significant trust in PKI technologies (s3). However,
the use of such technologies requires an independent identification element in the
terminal. Such element can be established in a form of a second card, WIM, sharing
the same terminal with the SIM, as depicted on Fig.4 (dotted lines and bold text). The
re-designed mobile terminal, essentially realized by the PTD, can therefore bridge the
trust gap.

This scenario also demonstrates that not all solutions that are technologically sound
may easily enter market. Despite of the existence of dual chip phones they are not the
most popular solution for the mobile services. Alternative solutions like SWIM
(Subscriber and WAP Identity Module) where SIM and WIM reside in the same card
or ’white WIM’ where the blank smart card owned by the user is issued to the phone
are also not popular. The complete analysis of such solutions from the trust
perspective that may deliver interesting observations is unfortunately beyond the
scope of this paper.

5.3   Mobile Ad Hoc Networks (MANET)

This use case demonstrates the method (c) - introduction of new domains to bridge
the disjoint domains.

Ad hoc networks are a new paradigm of networks offering unrestricted mobility
without any underlying infrastructure. The mobile ad hoc network (MANET) is a
collection of autonomous nodes or terminals that communicate with each other over
relatively bandwidth-constrained wireless links. Since the nodes are mobile, the
network topology may change rapidly and unpredictably over time. The network is
decentralized. Thus all network activities including discovery of the topology and
delivery of messages must be executed by the nodes themselves, i.e., routing
functionality will be incorporated into the mobile nodes. The MANETs are generally
more prone to physical security threats. The possibility of eavesdropping, spoofing,
denial-of-service, and impersonation attacks increases. Significant applications of the
MANETs include establishing survivable, efficient, dynamic communications for
emergency/rescue operations, disaster relief efforts, and military networks that cannot
rely on centralized and organized connectivity.

The problem studied here is the identification of the nodes constructed by ad hoc
terminals. It is one of the most important problems of the ad hoc network, which
effectively prevents such networks from wide deployment.

Applying the proposed methodology one can produce the graph as depicted in
Fig.5 (solid lines and plain text only). Each node is effectively an island for itself,
driven by its own statement. For example, if the node is in the possession of the user
(user 1 in domain D1), statement (s1) may base on the trust on reputable brand or
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shared password. The nodes that reside in a corporate building attached to certain
devices (domain D2), may be trusted by corporation (user 2) because of its semi-
permanent supervised location (s2).

Fig. 5. Trust interaction of identification in ad hoc networks

As the nodes cannot trust each other regarding their identities, they cannot
establish any meaningful service. Further, the methodology demonstrates that in the
general case there is nothing in common between two nodes except for their
communication capabilities. In such case the introduction of additional domain seems
to solve the problem.

The authors propose to introduce the bridging domain created by a distributed CA
introduced in [17] that trusts its authentication system (s3). The CA converts nodes
into multi-statement-supported devices by adding an authentication component that
can be a SIM signed by the distributed CA (called here S-SIM), as illustrated in Fig.5
(dotted lines and bold text). A centralized CA (e.g. the operator) can also work for the
initialization of the ad hoc network via issuing the authentication component (e.g. S-
SIM) and distributing partial secrets to the nodes. The signature signed by over a
threshold number of nodes can be treated as valid. Those nodes may cooperate to
behave as a distributed CA in the future, because the centralized CA most possibly
may lose contact with the nodes after the network starts running. In that case, the
distributed CA acted by the nodes themselves will start to play the role of CA as an
essential backup.

Another challenge in the ad hoc network is that every node has to depend on other
nodes to delivery data package, including routing information. At the same time every
node must not readily trust any other nodes because they are more easily to be
captured, compromised and hijacked. Further, attacks raised from malicious nodes
inside the network are much harder to detect as they hold the correct identities.

As stated above, this use case is the illustration of the methodology, not the
solution of the security problem in the ad hoc networks. Other solutions that can be
derived from the same methodology can be considered as well. Specifically, trust
evaluation may be of some interest, as shortly described below.

Instead of aiming at perfect identity and full trust, the node may live with partial
trust because the identity can be spoofed. Based on the work in [1, 4], the trust can be
evaluated and processed digitally by quantifying its variables such as transaction cost,
transaction history, recommendations and reputation data. The authors hold opinion
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that the above trust evaluation should be conducted digitally ahead of any
communication and the evaluation result should be considered for better security
decision. This mechanism should be embedded into every ad hoc terminal.

Note that the node terminal fitted with the identification mechanism (such as the S-
SIM) and the trust evaluation mechanism can be realized by the PTD that behaves as
the trusted bridge in the ad hoc networks.

6   Conclusions

In this paper, the authors introduced a methodology to bridge the domains of trust in
mobile communications. It has been proposed that any system analysis and design
could include modeling the system as composed of different trusted domains that may
reflect various reasons for the trust. Inside the domain, the trust relationship has been
established, while among domains the trust is deficient. Thus in this way, it is easier
to identify the trust and security problems hidden inside the system. In order to bridge
the trust gaps, the authors further proposed three approaches and illustrate their
applicability through the real industry cases.

Based on this study, it has been found that the PTD, such as the mobile phone,
plays an important role in the mobile communications and transactions. It is in a
unique position contributing to the system trust and security by overlaying the trust
gaps among various the trusted domains with corresponding functionalities. The
special role of the PTD to establish the trust claims that it fully deserves its name as
the Personal Trusted Device. The applicability study further proves that the
methodology is generic and helpful in the analysis and design of various mobile
systems. The authors believe that it can also be applied into other areas to solve
similar issues.
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Abstract. This paper presents a subjective approach to routing in peer-
to-peer and ad hoc networks. The main difference between our approach
and traditional routing models is the use of a trust model to mediate the
risk inherent in routing decisions. Rather than blindly exchanging routing
table entries, nodes ‘discount’ recommendations from other nodes using
a distributed trust computation which allows them to avoid malicious,
faulty and unreliable nodes and links in routing decisions. Adding the risk
model allows energy-efficient routing decisions to be made in a wireless
network, and we show how our model can be optimized for different
network behaviours, including wireless networks. The model is described
in the context of the DSR [1] routing algorithm, although it is equally-
applicable to others, including peer-to-peer routing substrates.

1 Introduction

The game of chinese whispers is often played by a group of children (the nodes)
sitting in a circle (the route). One such node (the source) whispers something
(the packet) to the next node on the route, which is supposed to forward it to
the next node. This continues until the packet reaches the node at the end of
the route (the destination). At school, the source and destination are often the
same, heightening the dramatic effect when the packet has been corrupted1.

An ad hoc network has no fixed infrastructure, and the lack of implicitly
trusted routers means that each node becomes part of the routing fabric. Hence
the network is collaborative, since successful operation relies on nodes correctly
forwarding packets which may have no direct benefit for themselves. Routing in
such a network is similar to a game of chinese whispers where an entity (mobile
node) must rely on other intermediate nodes to correctly forward the packet to
the destination, yet in general, the intermediate nodes may have no prior contact
with the sender.
In this paper, we describe how a source node can choose routes to minimize

the disruption to the packets it wishes to send, by avoiding certain nodes. The
approach is rather different to traditional routing methods. We develop a trust
model that can be used to reason explicitly about routing choices and the nodes
1 ScoutBase UK [www.scoutbase.org.uk/activity/games/pages/whispers.htm] re-
port that ‘once we started with “we have a new car” and ended with “someone ate
a brand new car”.’

P. Nixon and S. Terzis (Eds.): Trust Management 2003, LNCS 2692, pp. 225–238, 2003.
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and links which constitute them. Rather than reasoning objectively, we operate
in the domain of subjective logic [2] which permits uncertainty in probabilities,
so nodes form opinions rather than storing observations. Our main contribution
is that, rather than blindly exchanging routing table entries, nodes can ‘discount’
these recommendations from other nodes using a distributed trust computation
that takes into account others’ opinions about the recommender, hence avoiding
both malicious and unreliable nodes and links.

The second contribution of this work is in using the trust model to mediate
the risks associated with routing decisions. In a wireless ad hoc network, this
allows nodes to make informed routing decisions by trading energy requirements
against the reliability of a route. The work is based on a trust-based exten-
sion to the dynamic source routing algorithm presented in [3], and the work on
establishing trust in peer-to-peer systems in [4,5]. Secure routing protocols for
similar problems are presented in [6,7,8], though we want to consider the less
‘traditional’ secure notion of trust, as in [9].

The remainder of this paper is organised as follows. Section 2 briefly describes
our network model, Section 3 develops the trust model and Section 4 outlines
how it can be integrated with a risk model. A major part of the paper (Section
3.3) develops an inference procedure, which attempts to identify the unreliable
nodes and links, given that we can only observe aggregate properties of routes.

2 Network Model

We model a network N as a set of nodes and a set of links between pairs of
nodes, where packets can be sent bidirectionally across links. We model network
behaviour by initially assuming that packets can be dropped at nodes only (irre-
spective of their source or destination). However, we show in Section 3.5 how to
adapt our model to apply under the assumption that packets are instead dropped
at links, which may be more useful when operating in a wireless network.

In this paper we only consider source routing, such as the dynamic source
routing algorithm (DSR) [1] which is designed for mobile ad-hoc networks and
forms the basis for the trust work in [3]. To send a packet from r1 to rn requires
that the source r1 compute the entire route r = 〈r1, r2, . . . , rn〉 and embed
it into the packet. In DSR [1], each node maintains a route cache of recently
used2 routes, indexed by destination. The cache is maintained in response to
changing topologies by sending ‘route request’ packets or ‘snooping’ on others’
route request packets. Other types of protocol include ‘hop-by-hop’ (where the
route is not established at source), which we hope to consider later. A good
survey of peer-to-peer and ad hoc routing techniques is presented in [10].

In DSR, a ‘route error’ packet is sent to the source (or a timeout occurs)
when the packet could not be delivered, due to an intermediate or destination
node being unreachable, or as the result of an intermediate node dropping the
packet (or even faking the route error packet). Such packets form the basis of
the observations upon which our trust model is built.

2 The cache replacement algorithm is not fixed, although LRU is often used.
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Fig. 1. The opinion space Ω showing the opinion ωx = (0.4, 0.1, 0.5) as an example.
The ‘weight’ of the opinion is ax = 0.6, which is used to determine the expectated
value E(x) since the projector lies parallel to the director

3 Trust Model

“Trust is a precious commodity; easily damaged but difficult to mend.”

3.1 Trust Values

Before developing the trust model, we present a few brief definitions. Trust values
are elements of a complete lattice (T,≤), P is the set of principals and the trust
space T is a partial function T : (P ⇀ T ). Initially, let P be the set of nodes in
the network, hence T (u) ∈ T is our trust in node u. In Section 3.5 we show a
use for other definitions of P .
How does one assign meaning to T? A starting point is to follow [3] and

take trust values to be arbitrary scalars ∈ [0, 1] where 0, 1 represent complete
distrust and trust, respectively. Using arbitrary values (in the sense that they do
not represent any measurable quantity) presents problems in both understanding
and analysis. Asking ‘what does it mean for a node to have trustworthiness 0.5?’
become subjects of philosophical debate, and asking ‘how should I update the
trustworthiness of a node given it performed action a in context Γ with outcome
o’ are open to subjective interpretation.

Subjective Logic. We take elements of T to be opinions in subjective logic
[2]. An opinion ω = (b, d, u) is an element in the Barycentric opinion space Ω
shown in Figure 1, where b, d, u ∈ [0, 1] represent belief, disbelief and uncertainty,
respectively, and b+d+u = 1. The horizontal line representing u = 0 is the prob-
ability axis and represents situations without uncertainty (dogmatic opinions),
equivalent to a traditional probability model. Uncertainty is caused by lack of
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evidence to support either belief or disbelief, and so the opinion space provides
a way of continuously distinguishing between notions of ‘unknown’, (0, 0, 1) and
‘least trust’, (0, 1, 0). Observations are made in the evidence space Φ and are
transformed into the opinion space using a simple bijection, derived in [2]. Let
ϕvr = (x, y) be an observation by principal v about route r where x, y are the
numbers of successful and unsuccessful packet transmissions, respectively. Let
the opinion corresponding to ϕ be ω(ϕ) = (b, d, u) where

b = x/(x+ y + r) (1)
d = y/(x+ y + r) (2)
u = r/(x+ y + r) (3)

where r ≥ 1 is a parameter controlling the rate of loss of uncertainty, which
can be used to tune the use of uncertainty in the model for the requirements of
different scenarios (we often take r = 1).
Given the above and the trust space, we say that T (v) is our opinion about

the proposition ‘principal v forwards packets successfully’, based on observa-
tions on routes containing v. We make use of three operators on opinions, the
definitions of which are reproduced in Appendix A.

Unknown principals. The opinion space helps overcome the problem of un-
known principals being associated with ‘least trust’, by assigning them the opin-
ion ω = (0, 0, 1). As a metric to order opinions, Jøsang [2] suggests computing
the expected probability value by projecting the opinion onto the probability
axis, parallel to the director (see Figure 1). If the director cuts the axis at ρ
(ρ = 0.6 in the Figure), then E({b, d, u}) = (b+ u)/(b+ d+ u/ρ).
The meaning of this is to assign a ‘newcomer’ principal with T (v) = (0, 0, 1)

the expectation ρ, whilst maintaining independence between the notions of ‘un-
known’ and ‘untrusted’. One could also take ρ as the expectation of some dis-
tribution representing all the current principals’ expectations.

3.2 Building the Trust Model

To make a good estimate of the trust space T , one needs a good inference
procedure and a good set of observations (and, implicitly, a good way of gathering
them).

The Need for Inference. In our model, observations can be made only on
routes. Rather than take P to be the set of routes, we make use of an inference
procedure whose job is to make estimations about principals given observations
on routes. By using knowledge about principals on other routes, opinions about
new unused routes can be formed.
An inference procedure Θ maps observations on routes to opinions about

principals, i.e. Θ : Φ → (P → Ω) where Φ is the evidence space and Ω is the
opinion space. Separating the inference procedure from the trust computation
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allows each node to have its own procedure, for example some nodes could be-
come authorities on recommendations because they have the power to perform
stronger inference, whereas nodes with less power can perform weaker inference.
An inference procedure based on a least mean-squares error approach is devel-
oped in Section 3.3.

Gathering observations. A useful strategy is to supplement a node’s direct
observations with observations from other nodes, known as recommendations.
Recommendations are made by piggypacking some observations onto the routing
table entries (RTEs) returned in response to a route request packet. A typical
set of routing table entries returned from a node v would be as in Figure 2.

{(
route A, ϕvroute A

)
,
(
route B, ϕvroute B

)
,
(
route C, ϕvroute C

)}

Fig. 2. Making recommendations: route observations are piggybacked onto the routing
table entries (RTEs) returned from a node v, in response to a route request packet

The advantage of using recommendations is that it removes the need to store
and explore many routes, and reduces the chance that little can be inferred about
a route’s trustworthiness. However, we must deal with the fact that principals
may lie (making bad inferences is not a problem since only direct observations
are communicated).

The gathering of recommendations via the route request mechanism can be
used in conjunction with a strategy for separately gathering recommendations by
sending dummy packets (though one needs to consider the extra network traffic
incurred). Some strategies will provide a higher amount of information than
others, but this is difficult to quantify as it depends on the inference procedure
too. One approach might be to gather recommendations along routes which
currently have a high uncertainty, or when a node moves into a new region of
space. A promising approach is to make direct observations of increasing length
along a route (e.g. r1 then r1, r2 then r1, r2, r3 etc.) by sending out dummy
packets.

Malicious and Colluding Principals. There are two types of threat from
malicious and colluding principals. Malicious principals can collude to attempt to
make each other look more trustworthy. Alternatively, principals can try to make
other principals appear malicious by spreading bad recommendations. In the
trust computation, we assume that principals are rational in the game-theoretic
sense, i.e. that a principal makes true recommendations if they forward packets
(and are trustworthy), and attempts to hide their misbehaviour by making false
recommendations if they do not forward packets (and are untrustworthy). Hence
T (v) is an appropriate discounting for the credibility of v’s alleged observations.
The trust computation ensures that recommendations from colluding nodes

are heavily discounted (effectively ignored) unless one of the following holds:
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1. Principals we trust make good recommendations on a colluding principal;
2. We make good direct observations on a colluding principal.

Under the game-theoretic assumption, these both fail unless we also collude. In
practice, a principal in a clique of colluding principals can build up one’s trust
by forwarding packets correctly, then use this to falsely make good observations
about the others in the clique (and violating our assumption). Whether or not
the assumption will be valid in reality remains a point of discussion, particularly
with regard to faulty (misconfigured) principals.

One can avoid making the assumption by using separate trust spaces for
‘participation’ (forwarding packets) and ‘recommendation’ (the ability to make
accurate recommendations) as in [?]. Taking this approach complicates the trust
computation, but can easily be integrated into the model presented here.

Trust computation. Here we describe the local trust computation carried
out at each node. Let Θ be the inference procedure used. The trust space T is
described by an iterative fixpoint computation over the set of observations {ϕw}
(both our direct observations and recommendations from other nodes), as below:

T (v) =
⊕
ϕw

{T (w)⊗Θ (ϕw) (v)} (4)

where ⊕ is the Bayesian consensus operator (to combine opinions), and ⊗ is the
discounting operator, defined in Appendix A.

A more descriptive view of Equation (4) is that we are trying to determine
the trust value (our opinion) of principal v. Given the set of direct observations
and recommendations, we apply our inference procedure to obtain opinions on
principals. To account for false recommendations, these opinions are discounted
by our opinion of their observer (under the assumption made earlier), and the
resulting opinions combined using the consensus operator. But v’s trust value
affects the weighting of v’s observations, and so on. The solution is analogous
to eigen problems in sparse graphs (such as the WWW), so techniques similar
to PageRank [11] can be employed to solve it. A similar computation and its
approximate solution is described in [4]. Note that node v’s direct observations
are discounted by v’s opinion of itself.

A consequence of having to infer trust values from observations, in a dis-
tributed context, is that each node may estimate the trust values in a different
way, based on the same observations. It would be interesting to see if this leads
to greater subjective variation of trust throughout the system (as in real life).

3.3 Inference: Spreading the Blame

The goal of this section is to develop an inference procedure to estimate princi-
pals’ prior behaviours from a priori observations on routes. Assume one makes
the observation ϕr = (x, y). What can be concluded? Given no prior information
about principals, the fairest is to assume each principal behaved equally badly.
Perhaps an obvious solution would be to distribute the observation by uniformly
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shifting the uncertainty component in the opinion of each principal on the route.
But the number of observations on a principal that a route observation provides
decreases exponentially from the source, since each principal drops some propor-
tion of its packets along the way and so fewer packets reach nodes further along
the route. This section presents a theory for spreading the ‘blame’ or ‘praise’
among nodes, and uses a least-mean squares error approach.

Our inference consists of two parts. We first estimate the most likely packet-
level behaviour of principals then use these to form new opinions on princi-
pals. An opinion about a route r can then be formed as the conjunction of the
opinions of nodes in r. Consider the observation ϕr = (x, y) along the route
r = 〈r0, r1, . . . , rn, rn+1〉 (where r0 is the source and rn+1 the destination). Let
the total number of observations, T = x+ y. We ‘explain’ the observation by as-
suming each principal ri successfully transmitted a proportion αi of its packets,
for the duration of the observation.
First, consider the behaviour of node r1. Since T packets enter r1 and α1 are

dropped, the estimated observation is ϕr1 = (α1T, (1− α1)T ). For principal r2
the situation is similar, since (α1T ) packets are expected to leave r1 and r2 is
expected to successfully forward a proportion α2 of them. Hence we have the
expected observations for each principal

ϕr1 = (α1T, (1− α1)T )
ϕr2 = (α1α2T, (1− α2)α1T )

...

ϕri =


 i∏
j=1

αjT, (1− αi)
i−1∏
j=1

αjT




One can check that this does in fact explain the observation, since (
∏n
j=1 αjT ) =

x packets leave rn, as observed. Transforming these from the evidence space to
the opinion space gives the opinions

ω(ϕr1) =
(
α1T

T + 1
,
(1− α1)T
T + 1

,
1

T + 1

)

ω(ϕr2) =
(
α1α2T

α1T + 1
,
(1− α2)α1T
α1T + 1

,
1

α1T + 1

)
...

ω(ϕri) =

( ∏i
j=1 αjT∏i−1

j=1 αjT + 1
,
(1− αi)

∏i−1
j=1 αjT∏i−1

j=1 αjT + 1
,

1∏i−1
j=1 αjT + 1

)

This procedure can be seen as shifting the unknown component of the opin-
ions, but relative to the expected number of observations made on a node. An
interesting result is that one has to make around (1/

∏n
j=1 αj) times as many

observations to achieve an equal reduction in the unknown of the nth node,
compared to the unknown in the 1st node. This implies that the learning rate
increases with the α’s, i.e. our opinions will be less uncertain when observing
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well-behaved routes. A similar argument can be made for shorter routes, since
an observation is spread less thinly over the nodes on the route. Together, these
suggest a strategy that a node should use to gather observations in order to
maximise its ‘information gain’.

Estimating the behaviours: picking the αi’s. So far we have not discussed
how the αi’s are chosen. To correctly explain the observation, we must satisfy
the constraint

∏n
i=1 αi = (x/T ). A good start would be to assume no prior

knowledge of the current principals’ behaviours and hence that all principals
behaved equally, that is α1 = α2 = · · · = (x/T )1/n.

Let us now take into account the current opinions about principals. For ex-
ample, if we currently have high belief in r1 and high disbelief in r2 and make
(or receive) an observation with high disbelief, the ‘best’ explanation is that
which most closely resembles our current opinions: that r1 behaved well and r2
behaved badly, rather than penalising them both equally. We now try to make
this approach more formal.

Let βi ∈ [0, 1] be the expected value of the current opinion of principal ri.
We want to approximate (in the least squares error sense) the βi’s with a set of
αi’s (whilst obeying the constraint). Our approach is to renormalize the opinions
such that they satisfy the constraint, which effectively performs a ratio scaling
on the β’s. We conjecture that by minimizing the total square change in our
current opinions (β’s), the least mean square error is also minimized.
The argument is as follows. Our current β’s don’t satisfy the constraint (if

they do, then αi = βi). Hence we can write
n∏
i=1

βi �= (x/T ) (5)

Taking logs gives

log
n∏
i=1

βi �= log(x/T ) (6)

Now consider the actual value of the LHS of Equation 6; some unique d �=
log(x/T ). Therefore

log
n∏
i=1

βi = d �= log(x/T ) (7)

Let κ = log(x/T )/ log
∏n
i=1 βi. Multiplying Equation (7) by κ, simplifying then

removing the logs gives

κ log
n∏
i=1

βi = log(x/T ) (8)

n∏
i=1

βκi = (x/T ) (9)

and hence αi = βκi where κ = log(x/T )/ log
∏n
i=1 βi.
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One can easily check this is a generalisation of the special case described
earlier. In fact, the case appears whenever our prior opinions of each principal
are equal, not just when there is no knowledge. Setting β1 = β2 = · · · = β:

αi = βlog(x/T )/ log β
n

(10)

= β
1
n logβ(x/T ) (11)

=
(
βlogβ(x/T )

)1/n
(12)

= (x/T )1/n (13)

Finally, our inference procedure is as follows. Given an observation ϕr, it
computes opinions for each principal (node) on the route r (except the source
and destination). All other principals are assigned the ‘unknown’ opinion ω =
(0, 0, 1).

Related approaches. Using arbitrary trust values naturally leads to arbitrary
inference procedures. Consider the approach taken in [3]; if the packet was lost,
the source node has no way of determining which node in r caused the fault,
hence the best it can do is to decrease the trust value of each node on the route.
Even ignoring this uniform distribution of blame and the fact that more obser-
vations are made on nodes closer to the source, no ‘correct’ update procedure is
obvious. In practice, the values are updated ‘exponentially’, i.e. for a successful
transmission t = t+(1− t)/20 and for an unsuccessful transmission t = t− t/20
for each node on the route. It is difficult to make anything other than an empir-
ical case for this procedure, and it stems from using arbitrary trust values.

3.4 Selecting Routes

Recall T (v) is our opinion about the proposition ‘principal v forwards packets
successfully’. We can form an opinion about a route r = 〈r0, r1, r2, . . . , rn, rn+1〉
by combining opinions about principals using the conjunction operator, ∧ [2]:

ωr = T (r1) ∧ T (r2) ∧ · · · ∧ T (rn) (14)

The remaining problem is ordering opinions, to choose a route from those in
the route cache. This is done by ordering routes according to their expected
probability value E(ωr), as described in Section 3.1. To avoid overloading nodes
with slightly higher trust values, the routes should be chosen with probability
proportional to their relative trust expected probability values. This provides
a form of trust-based load balancing, and gives previously untrusted nodes a
chance to redeem themselves.

3.5 A Better Model for Wireless Networks

So far the set of principals has been the set of nodes (the network principal
space), and we have assumed the weak network model where packets are dropped
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Fig. 3. Optimising the model for wireless networks: to model the behaviour where
packets are dropped on links rather than at nodes, the principal space is transformed.
In the network on the left, principals represent nodes. The network on the right is
equivalent in that principals are now the links from the original network. Applying
the trust model to the new ‘network’ allows it to reason about link, rather than node,
behaviours. The dashed edges show the effect of adding the physical link A→ C

only at nodes. Yet often it is the links rather than nodes which are the cause of
network disruption, and this is particularly true for wireless networks - contrast
this with the Internet, where the large distances between hops and a reliable
medium mean that malicious or faulty nodes are the major concern.

We now show how the same routing model can be used in the undirected-
link network model, where packets can be dropped at individual links rather
than nodes (this corresponds to a stronger ‘adversary’). This assumption can be
modelled by taking P to be the set of links as in Figure 3. The source routing
algorithm can be extended to include this transformation as follows. The request
‘route from A to C’ provides choices 〈A,B,C〉 and 〈A,C〉 from the route cache,
as before. These are transformed into routes 〈AB,BC〉 and 〈AC〉 respectively in
the model principal space (where a principal is an undirected link), about which
opinions can now be formed as before. Observations are gathered in a similar
way; an observation on a route 〈B,C,D〉 transforms to 〈BC,CD〉 in the model
principal space and is handled as before.
We may consider an even stronger adversary which can block packets at

links based on their direction (the directed-link network model), hence the model
principal space induces a directed graph. More devious adversaries can block
packets on links, based on the route taken so far of the packet. Such a network
model can be simulated in the [un]directed-link network model where the model
principal space is the set of possible routes to a node in the network, from all
sources.

4 Risk

“There is no need to trust anyone unless there is risk involved.”

Routing decisions based on trust need to be mediated by the risk of doing so. For
example, less trust is needed to send a packet of low importance than to send
a message whose safe arrival is critical. Previous works such as [3,4,?] consider
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distance = d
trust in route = t

expected energy = d / t

distance = (1.5) d
trust in route = t’

expected energy = (2.25) d / t’

free-space
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22

Fig. 4. Using trust to mediate the energy risks in wireless routing. Assuming Friss
free-space attentuation, the energy needed for wireless transmission over distance d is
proportional to d2. The source node has two possible routes - the dashed route involving
the intermediate node and the direct route. The dashed route requires less energy for
the first hop, yet the direct route may have a higher probability of succeeding. Given
the trust values t and t′ of the routes and that the direct route is 50% further, which
route should the source pick to minimize the expected energy required? Equating the
two energy equations, we find the direct route is most energy-efficient if t′ ≥ 2.25 · t,
i.e. over twice as trustworthy

trust in complete isolation, and in this section we show how trust can mediate
the risk-inherent action of sending packets.

Nodes in a wireless network often have limited battery power, so energy
conservation is an important topic when considering routing decisions. In a sense,
the risk to a node of sending a packet along a particular route is proportional to
the energy needed to make the first hop, and the probability of that energy being
‘wasted’ (if the packet is not successfully sent). Since our trust values represent
a meaningful quantity, i.e. the probability of a successful transmission, then the
inverse represents the expected number of retransmissions, assuming retries are
to the same node (although more complex schemes can be handled). We say that
trust mediates the energy risks in wireless routing, as described in Figure 4.

We can also consider aggregate properties, including retransmissions and
so on. Assuming that packets will be delivered after an infinite number of re-
transmissions, consider the action ‘send p to v within time t’. Our outcomes
are likely to be {p delivered late, p delivered successfully} (the outcome ‘p
is not delivered’ is not possible because of the retransmission assumption).
Our policy will be to carry out the sub-action ‘send p to node v’ until we
observe the outcome ‘p successfully sent’. Assuming a geometric distribution,
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i.e. independent retransmissions3, the expected time before we observe this is
‘latency’/(1− Pr(‘p delivered successfully’). This can be used to parameterise a
distribution over the time, and calculate Pr(time < t) from which the expected
cost of the original action can be found, for a given route. This kind of reasoning
permits one to justify why a particular route should be chosen.

5 Conclusion

This paper has presented a subjective approach to routing in peer-to-peer and ad
hoc networks. The main difference between our approach and traditional routing
models is the ability to reason subjectively about trust in the network through
the use of opinions. Rather than blindly exchanging routing table entries, nodes
can ‘discount’ these recommendations from other nodes using a distributed trust
computation that takes into account others’ opinions about the recommender.
Hence malicious and faulty participants can be avoided. Finally, we showed how
the model can be optimised for various uses, including wireless networks.

Source-routing algorithms such as DSR can easily be augmented with the
model, and we hope to apply similar ideas to hop-by-hop algorithms such as
Pastry [12].
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A Subjective Logic Operator Definitions

Definition 1 (Bayesian Consensus). Let ωA = (bA, dA, uA) and ωB =
(bB , dB , uB) be opinions respectively held by prinicpals A and B about the same
proposition. Let ωA,B = (bA,B , dA,B , uA,B) be the opinion such that

bA,B = (bAuB + bBuA)/κ
dA,B = (dAuB + dBuA)/κ
uA,B = (uAuB)/κ

where κ = 1− (1−uA)(1−uB) = uA+uB −uAuB such that κ �= 0 (i.e. uA and
uB cannot both be 0, otherwise one is trying to combine dogmatic opinions which
leave no room for uncertainty). Then ωA,B = ωA ⊕ ωB is called the Bayesian
consensus between ωA and ωB. Furthermore, ⊕ is commutative and associative.

Definition 2 (Discounting). Let ωAB = (b
A
B , d

A
B , u

A
B) be principal A’s opinion

about principal B, and let ωBp = (b
B
p , d

B
p , u

B
p ) be B’s opinion about some propo-

sition p. Let ωA:Bp = (bA:Bp , dA:Bp , uA:Bp ) be the opinion such that

bA:Bp = bABb
B
p

dA:Bp = bABd
B
p

uA:Bp = dAB + u
A
B + b

A
Bu

B
p

Then ωA:B = ωA ⊗ ωB is called the discounting of ωBp by ωAB. Furthermore, ⊗
is associative but non-commutative.
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Definition 3 (Conjunction). Let ωp = (bp, dp, up) and ωq = (bq, dq, uq)
be a principal’s opinions about two distinct propositions p, q. Let ωp∧q =
(bp∧q, dp∧q, up∧q) be the opinion such that

bp∧q = bpbq
dp∧q = dp + dq − dpdq
up∧q = bpuq + uqbq + upuq

Then ωp∧q = ωp ∧ ωq is called the conjunction of ωp and ωq. As expected, ∧
commutes and associates.
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Abstract. The possibility of a massive, networked infrastructure of di-
verse entities partaking in collaborative applications with each other in-
creases more and more with the proliferation of mobile devices and the
development of ad hoc networking technologies. In this context, tradi-
tional security measures do not scale well. We aim to develop trust-based
security mechanisms using small world concepts to optimise formation
and propagation of trust amongst entities in these vast networks. In this
regard, we surmise that in a very large mobile ad hoc network, trust, risk,
and recommendations can be propagated through relatively short paths
connecting entities. Our work describes the design of trust-formation and
risk-assessment systems, as well as that of an entity recognition scheme,
within the context of the small world network topology.

1 Introduction

The proliferation of mobile devices and development of vast ad hoc networks
introduces the possibility of an environment where multitudes of diverse enti-
ties will partake in collaborative applications with each other. A mobile ad hoc
network is an autonomous system of mobile entities connected by wireless links.
All entities are free to move randomly, and the network is self-organising, which
makes it highly dynamic and subject to rapid and unpredictable changes. As
in traditional networks, access to collaborative resources in mobile ad hoc net-
works requires varying levels of control. Also, some way of authenticating an
entity is needed, as well as a way of determining what access that entity may
have to shared resources. Traditional authentication and access control meth-
ods fail when applied in a decentralised collaborative ad hoc environment. For
example, in traditional groupware applications, access to a group is controlled
by an administrator with a predefined list of names and access permissions of
group members. The administrator grants access rights based on whether the
requesting entity is authenticated and identified as meeting the appropriate cri-
teria. However, in a network that is constantly changing both size and topology,
this approach does not scale.

This is best illustrated by the following example. Suppose that while on the
8am commuter train every weekday, Alice joins an ad hoc wireless network to see
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what collaborative gaming applications are available. One morning, she discovers
a blackjack game in which Bob is the dealer, and she requests admission to the
game. To Bob, Alice is an unknown entity, who may or may not be trusted to
behave correctly, e.g. pay her gaming debts, if given access to his game. In the
traditional model, Bob would be able to contact a centralised administrator to
determine if Alice is Alice, and if she should have access rights to participate in
the blackjack game. This example shows that traditional authentication methods
do not scale to the large mobile ad hoc networks envisioned.

We propose a solution for this scenario based on the human notions of trust,
risk, and recognition in human ad hoc collaborative networks. Every day, humans
determine how to interact with known, partially-known, and unknown people.
Much of the time, we do this with no assistance from a trusted, centralised
third party and without the availability of complete information. Humans use
the concepts of trust, risk, and recognition to help decide the extent to which
they cooperate with others. In this way, mechanisms are provided for lowering
access barriers and enabling complex transactions between groups.

Difficulties lie in trying to map the human concepts, which themselves are de-
fined differently across the various fields of research, to a computational model. A
first important step in this domain is given by Marsh [1], who demonstrates that
the concept of human trust can be formalised as a computational model. Another
critical step comes from McKnight and Chervany [2], who describe a framework
for regulating trust formation, so that unambiguous conversation between com-
putational entities can occur. We implemented McKnight and Chervany’s trust
framework [3], whereby a trust-based admission control system allows entities
in open, diverse systems a way of directly establishing trust in one another.
Within this system, as trust formation occurs, trust is measured and used to
make dynamic admission control decisions. A problem arises the first time two
previously-unknown entities interact, because Alice has to decide her initial trust
in Bob.

Further comparisons with human networking concepts give us a possible so-
lution to this problem, based on recommendations from mutual acquaintances.
Sociologists estimate that each human has roughly 300 acquaintances with whom
he is on a first-name basis. This means that there are 300 people one step away
from any given person, 90,000 people two steps away, 27 million people three
steps away, etc. This sociological concept is the basis for small world research [4],
which describes the tendency for each entity in a large system to be separated
from any other entity in the system by only a few steps. Small world research
formalises human networking concepts, and gives us standard formulae with
which to analyse seemingly random digital networks. We aim to describe how
trust-based security measures can be furthered by developing a design against
the backdrop of small world theories.

In this paper, we describe how, within the context of the small world network
topology, the human concepts of trust, risk, and recognition can be applied to
secure collaborative applications in mobile ad hoc networks. The structure of
the paper is as follows. Section 2 is an examination of the small world theory.
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Section 3 specifies the design of our trust-based security architecture within the
context of small worlds. Finally, Section 4 presents conclusions and ideas for
future work.

2 Small Worlds

The small world concept suggests that any pair of entities in a seemingly vast,
random network can actually connect in a predictable way through relatively
short paths of mutual acquaintances. The work on small world theory is of
significant interest to our research on the formation and propagation of a com-
putational notion of trust within collaborative networks that appear to be made
up of completely random and dynamic connections.

In this section, we review the major research into small world theory, includ-
ing Stanley Milgram’s seminal work in the field as well as more recent develop-
ments from the areas of sociology, psychology, and computer science.

2.1 Small World Beginnings

In the 1960’s, Stanley Milgram [5], a social psychologist at Harvard, researched
the hypothesis that members of any large social network are connected to each
other through short chains of intermediate acquaintances, as described in the
handshaking scenario above. Milgram and Travers [6] brought small world the-
ory to the attention of the academic community in 1969, having performed the
following experiment to prove the hypothesis. They sent information packets to
a few hundred randomly selected people in Nebraska and Kansas. Within each
information packet was the name of one of two target persons in Boston. Each
Nebraskan/Kansan was to forward the information packet onto some acquain-
tance known on a first-name basis, until the packet reached the target person in
Boston. The famous result is one of ‘six degrees of separation,’ which states that
any two people in the U.S. population at the time are connected by no more
than six steps.1

This result is startling because a person’s average number of acquaintances
is significantly less than the size of the entire population. Milgram’s results are
even more surprising when we consider that a person’s acquaintances are not
generally spread evenly throughout the population. Instead, acquaintanceship
tends to be based on common location, background, interests, etc. Therefore,
most of a person’s acquaintances would be in a tight network, or clique, around
him. Within each clique is a high level of redundancy, i.e. within Alice’s circle
of friends, most of them are also friends with each other. In theory, if all human
networks are based upon tight, closed, cliques, it would take far more than a few
steps to link two strangers in populations of millions.
1 The Department of Sociology at Columbia University is currently carrying out the
first large-scale global verification of Milgram’s small world hypothesis, using email
rather than the postal service.
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Watts and Strogatz [7] furthered Milgram’s ideas by modelling small world
networks as distinguished from ordered networks and random networks, as shown
in Figure 1. Assuming that any network can be represented by connections ex-
isting between its members, broad classes of networks can be defined with a
range between highly ordered and highly random. In the fully ordered case, the
network is completely regular and cliquish. One node knows only the nodes im-
mediately adjacent. In this type of network, many steps are required to connect
non-adjacent nodes. The second case is a totally random network, wherein no
cliquish behaviour is exhibited. In this type of network, a node is just as likely
to be linked to an adjacent node as to a non-adjacent node. The intermediate
case that Watts and Strogatz were able to model is the small world network.
Randomness is introduced into a fully ordered network by randomly adding
‘shortcuts’, which are links from one point to another point in the network that
would usually take several steps to access. In a small world, any given node has
an immediate clique of adjacent connections and may or may not also be con-
nected via a shortcut to a node in any other part of the network. In fact, just a
very small number of random links is enough to ‘short circuit’ an otherwise huge,
ordered network. For example, if only one node in 100 has a random link to any
other node in the network, the average number of steps linking network node
pairs decreases tenfold. Therefore, a small world network has the characteristics
of a fully ordered network, but as randomness increases, the number of steps
needed to link nodes decreases.

Fig. 1. Increasing Network Randomness [7]

To give a better understanding of the small world network model, Watts [8]
identifies three characterising properties. The first is characteristic path length,
which is the shortest path required to connect one node to another. This is av-
eraged over all node pairs to give the characteristic path length of the whole
network. The second parameter is the clustering coefficient, which measures the
probability that two nodes that are connected via a mutual acquaintance will
also be directly connected to one another, i.e. the cliquishness of the network.
Watts shows that, according to these two parameters, highly ordered networks
have long characteristic path lengths and large clustering coefficients, while ran-
dom networks have short characteristic path lengths and very little clustering. A
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small world network exhibits characteristic path lengths approximately as short
as those of random networks, but with much greater clustering. The third prop-
erty is logarithmic length scaling such that for all graph sizes, as the network
graph grows significantly larger, the average characteristic path length remains
relatively small.

Watts and Strogatz assess three real-world networks: social, power, and neu-
ral. Each of these three networks exhibits small world topologies. For example,
the connections exhibited by the social network [9] are delineated by short paths
between a given actor (most notably, actor Kevin Bacon in the ‘Kevin Bacon
Game’ developed at the University of Virginia [10]) and any other actor in the
population of actors. The Kevin Bacon Game small world network exhibits sig-
nificant clustering and a small characteristic path length that remains relatively
small, no matter how large the database of actors grows.

Adamic [11] extends Watts’ research to prove that another real-world net-
work, the World Wide Web, is also small world. Based on a sample of .edu sites,
at the site level the Web exhibits an average characteristic path length of four
and a clustering coefficient significantly higher than in a random network of
similar size.

2.2 Identity and Search in Small Worlds

While models such as that of Watts and Strogatz present excellent analysis of
Milgram’s conclusions regarding the pervasiveness of short chains in a range of
real-world networks, Kleinberg [12] finds these models insufficient to explain a
second component of Milgram’s findings: ‘that individuals using local informa-
tion are collectively very effective at actually constructing short paths between
two points in a social network.’ Kleinberg extends Milgram’s original research
to illustrate that not only is it possible for networks to have short characteris-
tic path length and local clustering, but also that it is possible for an entity to
use local information to find short paths without requiring a map of the entire
network.

Kleinberg defines an infinite family of random network models that gener-
alizes the Watts-Strogatz model. For one of these models, then, he shows that
there is a decentralized algorithm capable of finding short paths with high prob-
ability. Finally, he proves that there is a unique model within that family for
which decentralized algorithms are effective for navigation.

Kleinberg specifically focuses on decentralised algorithms, i.e. those by which
is passed sequentially from an entity to one of its local or long-range connections
using only local information. It is stressed that constraining the algorithm to
use only local information is crucial to this research because if an entity had
knowledge of all other entities in the network, it could simply perform a breadth-
first search to locate the shortest path.

Watts et al [13] incorporate similar ideas into their research of social net-
works. They define the concept of ‘searchability,’ the property of being able
to find a target quickly in a networks. The model gives an explanation of so-
cial networks in terms of searchability based on recognizable personal identities,
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where identity is considered to be a set of characteristics measured along social
dimensions. A class of searchable networks is defined, as is a method for search-
ing which, similar to that of Kleinberg, is a decentralised algorithm based on
Milgram’s work whereby each entity forwards a message to its neighbour who
is closer to the target entity in terms of social distance. This research suggests
that searchability is a generic property of real-world social networks, and that
an effective decentralised search can be conducted provided that two pieces of
information are known: the characteristics of the target entity, and the current
entity’s immediate neighbours.

In the case of the search algorithms presented by Kleinberg and Watts, there
is still the underlying assumption that each entity in a network has a findable,
unchanging location. This assumption does not hold in mobile ad hoc networks,
which do not rely on any fixed infrastructure. In this type of network, all net-
working functions must be performed by entities themselves in self-organising
manner. In this regard, Hubaux et al [14] present their Shortcut Hunter algo-
rithm, which shows that certificate chains result with high probability between
two previously unknown entities using only their merged local certificate reposi-
tories. Capkun et al [15] build on Hubaux’s work and propose a new approach to
securing mobile ad hoc networks. The work is PGP-based, as PGP’s functionality
relies solely on user acquaintances, and shows that the small world phenomenon
naturally emerges in the PGP system as a consequence of the self-organisation
of the users. Moreover, Capkun et al argue that self-organised security systems
in which entities issue certificates based on acquaintanceship will exhibit small
world properties as a result of the formation of mutual trust relationships.

2.3 Summary

In this review, we find that self-organising networks, such as particular types
of mobile ad hoc networks, exhibit small world tendencies. This means that we
may use existing distributed algorithms, developed in small world research, to
establish shortcuts between cliques in mobile ad hoc networks. Based on this
premise, we see that small world characteristics become increasingly relevant to
the design of a security system that incorporates the elements of trust, risk, and
entity recognition. In the following section, we present our design concepts for
such a system.

3 Trust-Based Security Mechanisms in Small Worlds

In this section, we present a trust-based security architecture, including the
design of four components that may be used to provide security in mobile ad
hoc networks: entity recognition, trust-based admission control, risk assessment,
and trust management. Each component’s design is heavily influenced by the
concepts illustrated in small world research.
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3.1 Trust-Based Security Architecture

An overview of our trust-based security framework is shown in Figure 2.

Application Layer 

Network Layer 

Trust Management Admission Control Risk Assessment 

Entity Recognition

Fig. 2. Trust-Based Security Architecture

The framework consists of four main components. Entity Recognition ob-
serves encountered entities and decides whether they have been encountered
before. Trust-Based Admission Control (TBAC) examines the recognised en-
tity and decides whether sufficient trust exists to offset the risk involved with
collaboration with this entity. Risk Assessment examines the recognised entity
and calculates the risk involved with collaboration with this entity. Trust Man-
agement manages the recorded experiences from interactions with encountered
entities.

We return to the collaborative gaming example from Section 1 in order to
illustrate how these components are used. Alice wishes to join a blackjack game
in which Bob is the dealer. She sends a message to Bob requesting to join the
game. The entity recognition component on Bob’s device determines whether
Bob knows Alice from previous interactions, i.e., Bob tries to recognize Alice.
The result from the recognition process (either ”Alice” or ”unknown”) is passed
on to the TBAC component which decides whether Alice is allowed to join or
not. In order to perform its task, the trust-based security framework passes the
result from the recognition process to the risk assessment component in order to
determine the risk involved with interacting with Alice. Once the risk has been
established, the TBAC component queries the trust management component in
order to determine the level of trust that has been established from previous
interactions with Alice. If the level of trust is sufficient to offset the risk, Alice is
allowed to join the game. Bob’s TBAC component may also consult the current
players, but this protocol is beyond the scope of this paper. The four components
are discussed in greater detail in the following sections.

3.2 Entity Recognition

Recognition is a notion humans use when interacting with one another. A person
recognises, partially recognises, or does not recognise another person, and this
helps him determine the level of trust in the other person and to assess the risk
of a particular interaction.
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A similar concept arises in mobile ad hoc networks, where diverse entities
must interact in a highly dynamic and unpredictable environments. Tradition-
ally, authentication is the first block to ensure secure computing [16], because,
without being certain with whom an entity interacts, three fundamental proper-
ties - confidentiality, integrity and availability - can be trivially violated through
interaction. Authentication, however, does not scale to the world of ubiquitous
computing. We believe that, in this context, it is more beneficial to take an
approach based on entity recognition [17,18], rather than solely on traditional
authentication schemes such as PKI [19] or Kerberos [20].

Authentication Process (AP)  Entity Recognition (ER) 

A.1. Enrolment: generally 

involves an administrator 

A.2. Triggering: e.g., someone 

clicks on a Web link to a resource 

that requires authentication to be 

downloaded 

E.1. Triggering (passive and 

active sense): mainly triggering 

(as in A.2), with the idea that the 

recognizing entity can trigger 

itself 

A.3. Detective work: verification 

of the principal’s claimed identity 

E.2. Detective work: to 

recognize the entity using the 

negotiated and available 

recognition scheme(s) 

 E.3. Retention (optional): 
whereby there is preservation of 

after-effects of experience and 

learning to make recognition 

possible 

A.4. Action: the identification is 

subsequently used in some way. 

The claim of the identity may be 
done in steps 2 or 3 depending on 

the authentication solution. (Loop 

to A.2.) 

E.4. Action (optional): the 

outcome of the recognition is 

subsequently used in some way 
(Loop to E.1.) 

Fig. 3. Comparison of Authentication and Entity Recognition[18]

In general, authentication schemes start with enrolment of entities. This is
a static process, which allows a central administrator to assign permissions to a
user. To allow for the dynamic enrolment of strangers and unknown entities, we
propose an entity recognition process, which is compared to traditional authen-
tication in Figure 3. Once an entity has been recognised, i.e. has been through
one cycle of the entire recognition process, trust-based security mechanisms can
start up. In other words, the trust-based admission control and risk assessment
components described below can operate on an entity once it has been identi-
fied through the entity recognition scheme, paralleling the way in which humans
assess trust and risk once human recognition has taken place.

Recognition is therefore a necessary and sufficient requirement in the for-
mation of trust and assessment of risk. Entity recognition is based on records
about previous interactions. The more relevant the information recorded about
these interactions, the more accurate the trust formation and risk assessment
performed upon interactions can be.
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3.3 Trust-Based Admission Control

As mentioned above, humans use the notion of trust to determine how to interact
using incomplete information with known, partially-known, and unknown people.
In Gray et al [3], we implemented McKnight and Chervany’s trust framework
and showed that a computational trust framework could be implemented such
that entities might simulate human trust-based interactions by forming trust
measurements and using these measurements for secure admission control. In
this work, trust formation is based on the results of previous interactions with
other entities. The entity can then use high level policies to specify the permitted
level of admission to resources based on trust values. The results of these trials
show that the trust-based admission control system reacts correctly to changes
in an entity’s context-specific behaviour, i.e. adjusts trust value and implements
admission policies in a given context correctly according to the framework, which
parallels the human trust framework.

Within this framework, when a pair of entities, p0 and pm, interacts for
the first time, trust values have not yet been formed. To allow interaction to
occur, p0 assigns very low-risk trust-based admission rights to pm, and from this
point trust can evolve based on interactions. We foresee that a recommendation
component would make this process better informed and more efficient, whereby
mutual acquaintances can make recommendations to assist p0 form an initial
trust value for pm.

Based on small world research, we surmise that in a very large mobile ad
hoc network, trust can be formed and propagated between a pair of unknown
entities in a predictable way through relatively short paths of mutual acquain-
tances. In Equation 1, we present a small world trust formula to illustrate that
p0 can indeed determine how much to trust pm upon their first meeting. This
formula forms the basis for the design of a small worlds-based recommendation
component, whereby trust value certificates (TVCs) can be passed along mul-
tiple connections between entities such that initial trust values may be calcu-
lated. Because in a given context, each entity calculates trust based on the same
situation-specific criteria, the trust value certificates passed between entities will
be meaningful and usable.

Tp0(pm) =
∑m
k=1 wk(Tpk−1(pk))

m
(1)

Where Tp0(pm) = trust value p0 forms for any pm
p0 = principal making admission control decision
pm = principal m steps away from p0 and requesting admission
1 ≤ 0 ≤ m is a set of steps between connected principals
m = total number of steps connecting p0 and pn
k = current step
wk = discounting factor (as k increases, wk decreases)

To apply the formula above to, for instance, a database of film actors [21],
we show the trust value one actor, Kevin Bacon, could form a trust value for
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another actor, Charlie Chaplin, with whom he has never interacted. (In this
context, interaction means acting in the same film together.) However, small
world theory shows that these two actors can be linked through mutually shared
connections to other actors. Along these connections, TVCs can be passed, as
follows:

1. Charlie Chaplin was in Brother Can You Spare a Dime (1975) with Orson
Welles. Therefore Orson Welles can form a trust value for Charlie Chaplin
and pass it as a TVC to Colleen Camp, in step 2.

2. Orson Welles was in Hearts of Darkness: A Filmmaker’s Apocalypse (1991)
with Colleen Camp, so Ms. Camp can form a trust value for Orson Welles
and add it to the TVC Mr. Welles passed to her.

3. Colleen Camp was in Trapped (2002) with Kevin Bacon, so Mr. Bacon has
a trust value for Ms. Camp based on his own interactions with her.

Kevin Bacon can then evaluate the TVC for each step separating himself from
Charlie Chaplin. Three connections occur here, and according to our formula,
p0 (Kevin Bacon) would form an initial trust value for p3 (Charlie Chaplin) by
taking the average of the sum of partial trust values based on the interactions
between each pair of entities in the chain of connections between p0 and p3, as
illustrated in Equation 2.

Tp0(p3) =
(Tp0(p1))w1 + (Tp1(p2))w2 + (Tp2(p3))w3

3
(2)

Each partial trust value in the sum is discounted according to how many
steps it is away from p0. This is expressed in the form of the discounting factor,
wk, which decreases as the number of steps separating entities increases.

Once Tp0(pm) is calculated, p0 can determine whether or not the value meets
his criteria for admission. Should p0 allow pm admission, he may proceed with
trust formation based on his own interactions with pm.

This design addresses the difficulty in trust formation upon initial meeting
between entities who are unknown to one another. At the same time, it also raises
a further issue, concerning conflicting references should there be more than one
trusted path connecting entities across the network. In this case, we foresee
p0 taking the most trusted of the available paths, so as to arrive at the most
legitimate trust value for pm. However, Tp0(pm) does not distinguish interaction-
based trust values from trust in an entity as a referee or recommender. Therefore,
it may be necessary in future work to define a reliability factor whereby trust in
correctness of recommendations is separate from other interaction-based trust
calculations. The reliability factor could then be included in the TVC.

3.4 Risk Assessment

Risk is unavoidable and present in virtually every human interaction where there
is uncertainty of outcomes. In many scenarios, risk can be mitigated through the
use of records of every possible pattern or outcome. In this way, risk assessment
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can be as precise as necessary because the maximum amount of information is
available for assessing new situations based on previous patterns.

In a mobile ad hoc network, an entity regularly comes into contact with other
entities with which it has never interacted. In this scenario, an entity, p0, has no
firsthand information with which to assess the risk of interacting with unknown
entity, pm.

However, as in the design of the trust-based admission control component
presented in Section 3.3, we are able to design a risk assessment component
based on small world theory. Assuming that risk assessment information can be
passed across ad hoc networks via short paths of mutual acquaintances, p0 may
be able to assess the risk, where risk is defined as the probability of an unwanted
outcome from interacting with pm, based on recommended risk information.

Calculating the risk value for p0’s initial interaction with pm is similar to
calculating initial trust values in Section 3.3. The risk of the known parts can be
accessed through the chain of connections and then used to formulate an overall
small world risk assessment, as described in Equation 3.

Rp0(pm) = 1− ((1−Rp0(p1))(1−Rp1(p2))(1−Rp2(p3)) . . . (1−Rpn(pm)) (3)

Where Rp0(pm) = risk assessment p0 forms for interaction with any pm
p0 = principal making risk assessment
pm = principal m steps away from p0 and requesting interaction
1 ≤ 0 ≤ m is a set of steps between connected principals
m = total number of steps connecting p0 and pn

We can apply the risk formula to the same chain of film actors in the example
in Section 3.3, such that a risk value can be generated by Kevin Bacon to assess
the risk of interacting with Charlie Chaplin. Along the connections between the
actors, partial risk values can be assessed. Kevin Bacon can then evaluate the
overall risk with interaction-based risk values for each step separating himself
from Charlie Chaplin. Three connections occur here, and according to the risk
formula, p0 (Kevin Bacon) would form an initial risk assessment for p3 (Charlie
Chaplin) as follows:

1. Take the product of the complements of each of the partial risk assessments,
which are based on the interactions between each pair of entities in the chain
of connections between p0 and p3.

2. Take the complement of the resulting product to provide the final overall
assessment of the risk of p0’s interaction with p3.

According to our risk assessment design, as m increases, the level of risk
also increases. Similarly, as m decreases, the lower the risk p0 forms regarding
interaction with pm.

This design addresses the difficulty in risk assessment upon an initial meet-
ing between entities who are unknown to one another. Upon initial interaction,
p0 can use partial risk assessments passed through a chain of mutual acquain-
tances between p0 and pm, such that initial assessment of risk of interaction may
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developed with more complete information than if the partial risk assessments
were not available. Similar to the trust-based admission control concern above,
though, an issue arises when there is more than one path connecting two entities.
In this case, we foresee p0 taking the path with the lowest overall risk value, so
as to be as cautious as possible in his decision-making. There may be scenarios,
however, in which this level of caution is not desirable, e.g. where higher risk
is offset by higher benefits. Therefore, in future work, we envisage the risk as-
sessment component interfacing closely with the trust-based admission control
component, whereby p0 is permitted to make context-based choices in this re-
gard. Moreover, linking the risk assessment and trust-based admission control
components would enable the ability to assess the trust in the correctness of
recommendations of risk assessment.

3.5 Trust Management

The vast number of entities with potentially different distinguishing character-
istics expected to be interacting in mobile ad hoc networks and the high con-
nectivity of entities in a small world network lead to the question of scalability
of the entity recognition scheme discussed above. Large amounts of data may
have to be stored, such as recognition information, information associated with
trust, recommendations, observations, etc, on what may be resource-constrained
devices with limited available memory. Consequently, the size of the cache, the
place where recognition and trust information is stored, may be bound. For
example, access to online file servers may not be provided in mobile ad hoc net-
works, which means that each entity has to carry any information that might be
needed for secure decision-making.

To cope with scalability, we propose to ‘forget’ about some entities (that have
been previously recognised) according to an algorithm, such that only the least
critical entities are ‘forgotten.’ Because mobile ad hoc networks exhibit small
world tendencies, we are able to design the algorithm based on small world
characteristics, i.e. shortcuts and clusters. The Small-wOrld-based Forgetting
Algorithm (SOFA) we propose in this regard can be helpful in the maintenance
of trust-based information, depending on which source of trust is considered to
be most important in the given scenario, such as recommendations and obser-
vations.

Where recommendation data is more important than other sources of trust, it
is essential that SOFA is designed to remember entities that are ‘pivots,’ [22] i.e.
those that have significant long-range shortcuts which span communities. In this
way, the stored data will be that which is most valuable, i.e. trust information
about many entities throughout the network. An algorithm such as the Shortcut
Hunter mentioned above can then be used to retrieve certificate chains via these
entities.

Where observation data is more important than other sources of trust, it
is important that the algorithm is designed to remember entities with whom
collaboration may occur based on the next contextual cluster. Two points are key
in this regard. First, as shown in Section 3.3, it is important to be able to retrieve
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trust-based information based on previous observations of an entity’s behaviour.
Second, in a small world, clusters of entities form according to different criteria,
e.g. geographical location. For example, assuming that an entity, p0, is roaming
to another environment and knows specific information about this environment.
p0 will most likely wish to have available trust-based information about any
pm most likely to be present in the destination environment. Matsuo shows
[23] that ‘a cluster often shows the particular context,’ and describes a Small-
World Clustering algorithm to identify a cluster’s context. Therefore, knowing in
advance in which context p0 is likely to be, p0’s cache should contain information
relevant to pm in the particular contextual cluster. The cluster may also be
used to establish the probability of likely future collaborations [24], based on
the cliquishness, or number of mutual acquaintances, within that cluster. Care
should be taken regarding pivot entities, as they may not necessarily be directly
related to the cluster to which they have shortcut connections.

It is important to note, that this algorithm should interface with the trust-
based admission control and risk assessment components. Even if an entity has
many shortcuts, it may not be trustworthy or worth the risk of interaction,
and in these cases, the entity should be forgotten. Moreover, it may be useful
to remember and avoid ‘bad’ entities, i.e. those which behave incorrectly. This
raises an interesting paradox, however, in that if p0 remembers a bad pm, pm
may simply establish a new identity and his old identity could be forgotten, but
if p0 completely forgets about a bad pm, pm may retain his identity and it would
have been worth remembering him. We have a possible solution to this paradox,
but it is outside the scope of this paper.

3.6 Summary

In this section we described our trust-based security architecture and its as-
sociated components. We showed how existing small world principles, such as
shortcuts, clustering, and distributed search algorithms, apply to the domain
of ad hoc computing, specifically within our trust-based security framework.
First, it allows quick trust formation and risk assessment through short chains
of mutually-known entities. Second, it directs retention of information about en-
tities in the cache, through the SOFA algorithm, thereby reducing the overall
size of the cache.

4 Conclusions and Future Work

Because traditional security measures do not scale well in the envisaged massive,
networked infrastructure of diverse entities partaking in collaborative applica-
tions with each other, we proposed the provision of trust-based security measures
that make use of small world concepts. In this regard, we provided an overview
of small world research, in which we highlighted areas that are relevant to the
design of a trust-based security system. We found that self-organising networks,
such as certain types of mobile ad hoc networks, exhibit small world tendencies.
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Based on this premise, we are able to incorporate small world characteristics in
the design of three security components for self-organising networks, based on
trust, risk, and entity recognition. We then presented the design of these three
components.

Our component designs are based on the concepts of recognition, trust, and
risk, and each component parallels recognition, trust, and risk in human ad
hoc collaborative environments. The component designs address the difficulty
in entity recognition, admission control, risk assessment, and trust management
upon initial meeting between entities who are unknown to one another in large,
self-organising networks.

Applying existing ideas from small world research to a trust-based security
architecture gives us the following results. First, it indicates that previously-
unknown entities should be able to quickly establish initial trust in one another,
based on short chains of recommendations via mutually-known entities. Second,
it directs trust management, particularly by assisting an entity in determining
which information is important to retain and which entities can be ”forgotten,”
as demonstrated by SOFA. Next, with regard to small world influence in trust
formation and risk assessment, we found that a given entity may be potentially
provided with more complete information, via mutually-trusted entities, to be as-
sessed than would be available in completely random networks (where decisions
have to be made based on either direct observation or prohibitively-large rec-
ommendation chains). Having more complete information at its disposal, then,
enables an entity to make more informed and predictable decisions regarding in-
teraction with unknown entities. Increasing the informedness and predictability
of decision-making enables the entire system to be more secure.

We identified future work in four key areas. First, an issue arises when there
are more than one equally-short paths connecting two entities. In this scenario,
we must refine the design of the trust and risk components such that an en-
tity can evaluate equally-short paths and choose which path is most suitable.
Here, we foresee the integration of criteria assessment for determining context-
sensitive path suitability. Second, we determined that there is a need to dis-
tinguish interaction-based trust values from trust in an entity as a referee or
recommender. Therefore, in future work, we foresee the definition of a relia-
bility factor whereby trust in correctness of recommendations is separate from
other interaction-based trust calculations. Third, we identified the need for all
three designs to interface with each other, enabling them to work together in
providing entity recognition, risk assessment, and trust-based admission control.
In this way, relevant interaction-based and recommended information can be
shared amongst each of the three components. Finally, we wish to explore possi-
ble solutions to the paradox regarding the retaining of information about ‘bad’
entities.
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Abstract. Many peer-to-peer services rely on a cooperative model of
interaction among nodes, yet actually provide little incentive for nodes
to collaborate. In this paper, we develop a trust and security architec-
ture for a routing and node location service based on Kademlia [1], a
distributed hash table. Crucially, rather than ‘routing round’ defective
or malicious nodes, we discourage free-riding by requiring a node to con-
tribute honestly in order to obtain routing service in return. We claim
that our trust protocol enforces collaboration and show how our modified
version of Kademlia resists a wide variety of attacks.

1 Introduction

Peer-to-peer systems are global-scale distributed applications that consist of
nodes or peers typically run by individuals and organisations without an out-
of-band trust relationship. Despite this, most existing such systems rely on a
cooperative model of node interaction. Participants join the network and use
the service: other peers route their queries, serve their requests or store their
data. In return, they are expected to contribute their own resources to provide
the same functionality to other peers, although doing so yields no direct benefit
to them.

Game-theoretic and empirical analysis of such applications [2,3] has shown
that users will often defect from providing resources if it is in their personal
interest to do so, while still using the service, regardless of the degradation that
results. Some adversaries may even actively consume resources in an attempt to
deny service to legitimate users.

The decentralized nature of a peer-to-peer system means that it is impossible
to account for the validity of peer software implementing the system’s protocol: a
user may develop or download an alternative to any ‘bona fide’ implementation.
In such an environment, we must assume that each peer acts as a rational,
self-interested agent.

Routing substrates such as Pastry [4], Tapestry [5] and Kademlia [1] are an
important class of middleware for peer-to-peer applications, and are the focus of
much recent research. Being services in the same way as higher-level peer-to-peer
applications, each node contributes by maintaining routing table information
and carrying out either message-passing or responding to routing table requests.

P. Nixon and S. Terzis (Eds.): Trust Management 2003, LNCS 2692, pp. 255–270, 2003.
c© Springer-Verlag Berlin Heidelberg 2003
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D B Akey

A requests 
RTEs from B

C
key space

Fig. 1. Locating a node in Kademlia is reminiscent of a source-routing protocol. Node
A wishes to route to the closest node to a key (which happens to be D), by learning
of and querying successively closer nodes, represented by the solid lines. The dashed
lines represent the conceptual routing that takes place

There is no reason to believe that peers will behave any differently in a routing
service; as yet though there are no real-world deployments from which to gather
evidence.

This work focuses on developing a new model for participation in routing
services that are based on distributed hash tables (DHTs), and in particular
Kademlia. We describe a trust protocol which forms the basis for enforcing
collaboration by providing incentives for nodes to participate both in the routing
service and in the trust framework.

The remainder of this paper is organised as follows. Section 2 outlines Kadem-
lia, the routing service to which we apply our model. Section 3 describes the trust
model, how to extend Kademlia to support it, and discusses attacks. Finally, we
compare our approach with related work in Section 4.

2 Background

2.1 Kademlia

Kademlia [1] is a distributed hash table in which peers are assigned a unique
identifier that determines the position they take in a global key space. Each
node maintains a set of routing table entries (RTEs) organised by the distance
between itself and each remote node. Kademlia offers the property common to
DHTs that a node’s knowledge of the key space is greater for values closer to
their own identifier.

Observations made of node uptime data in traces of Gnutella networks [3]
show that nodes are more likely to stay connected, the longer that they have re-
mained connected already. Kademlia applies a least-recently-seen eviction policy
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to nodes in its tables, and never removes entries for nodes that respond to PING
messages. This means that long-term pairwise relationships build up between
peers close to each other in the key space. In our framework these relationships
allow nodes to determine accurate trust information about likely first and second
hops.

Unlike other distributed hash tables, Kademlia does not perform message-
passing in a hop-by-hop fashion, where each node on the route forwards the
request towards its destination key.

Instead, at each step, the source node picks a node B and requests B’s k clos-
est nodes’ RTEs1 . Each successive step uses routing information obtained in the
previous step, until the source node can determine the identity of the destination
peer; at this point they may communicate directly. Figure 1 demonstrates this
process.

2.2 Service and Participation in Routing Substrates

In considering Kademlia’s routing service, we distinguish three categories of
participation: honest participation, and two categories of active, dishonest be-
haviour: free-riding and deliberate subversion:

– Free-riders wish to use the global service, but aim to minimise their par-
ticipation costs by not contributing some or all of the resources expected
of them. By threatening to exclude them from the service, we make it in
free-riders’ interests to participate honestly.

– Deliberately subversive nodes, on the other hand, actively choose to expend
their own resources to deny service to other users. In this case, external
motivations determine a node’s self-interest. Peers acting in this way have
no desire to utilise the global service except to gain a position whereby they
might deny service.

Our trust model allows nodes to ‘route around’ both categories of dishonest
peers. However, using trust to avoid poorly-contributing nodes is not sufficient.
In a routing context, free-riding nodes are less likely to return responses, so fewer
nodes will pass requests for routing information to them; the amount of resources
they need to consume to contribute is reduced. It is then in the interest of all
nodes to defect and free-ride; a global equilibrium may emerge in which no node
replies to queries and the service collapses. To avoid this, we need additionally to
align the incentives of free-riding nodes with participation in the routing service.

So, we aim to enforce two properties in a collaborative service:

1. Dishonest nodes do not provide the routing service for other valid partici-
pants (the avoidance property).

2. Dishonest nodes may not use the routing service (the exclusion property).

1 In practice, at each step the node makes requests for RTEs from α different nodes,
to mitigate the effect on the latency of the lookup from nodes that do not respond.
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3 Enforcing Collaboration

3.1 Securing Messages and Routing Tables

As it stands, the Kademlia protocol is susceptible to nodes returning false in-
formation in replying to requests. Here we present techniques that restrict the
class of attacks that a trust model must consider.

Pairwise authentication. Each node has an associated asymmetric keypair,
which can be used to sign and verify requests and replies between nodes. As
nodes in each other’s routing tables tend to interact over an extended period, we
are investigating a lower-overhead means of authenticating messages by hashing
chains of codewords.

Secure RTEs and identifier assignment. Recall that node identifiers are
assigned pseudo-randomly. It is not sufficient to allow each node to determine
its own identifier, since this may allow an adversary to install a higher fraction
of subversive nodes in one region of the keyspace where it wants to censor a node
or a data item.

Rather, we calculate it as the hash of the concatenation of the node’s public
key and IP address, included to prevent identifiers being swapped between real
nodes. A trusted third party Certification Agency (CA) or a similar distributed
scheme signs these two unhashed values, so that it is difficult for adversaries to
obtain many virtual identities. The operation of the CA and the requirements
it makes on nodes (financial, proof of identity, etc.) are beyond the scope of this
paper.

Testing for malicious tampering of replies. The above techniques ensure
that a set of k RTEs can contain no non-existent nodes. A malicious adversary
may, however, return nodes which are not among the k closest to the lookup key,
by excluding legitimate entries. A density test proposed by Castro et al. [6] may
be used to compare the spacing of identifiers in the local routing tables with the
spacing of the returned entries. Given the distance between the remote node and
the destination key, we can estimate the average expected spacing and range of
nodes in the appropriate level of the remote routing table, and compare it to
observations.

3.2 The Structure of Trust Values

Before developing the trust model, we present a few brief definitions. Trust values
are elements of a complete lattice (T,≤), P is the set of principals and the trust
space t is a partial function t : P ⇀ (P ⇀ T ). Initially, let P be the set of nodes
in the network, hence we write tAB to denote A’s trust in node B.

We separate the notions of trust into two categories: trust as a participa-
tor in the service and trust as a recommender of other principals. This avoids
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C

B

AC

B
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a) b)

trust as a participator
trust as a recommender

Fig. 2. How separate trust spaces permit selective transitivity in trust relationships.
Principal A only trusts C as a participant if A trusts B as a recommender and B trusts
C as a participant. Interestingly, A need not trust B as a participant for it to have the
transitive relationship

the inherent difficulty associated with having to make an assumption about a
principal’s ability to recommend, based on their ability to participate. Without
this independence, s service is open to the colluding nodes attack. Essentially a
node builds up the trust of another node A (by participating), then makes false
recommendations to ‘transfer’ A’s trust into a set of malicious nodes, which A
now trusts transitively via B. By separating trust in participation and recom-
mendation, we avoid this attack, as described in Section 3.7. We now define more
precisely these two notions of trust.

Let tAP,B be principal A’s trust in principal B as a participant of the service,
i.e. returning valid RTEs. This is computed based on principals’ (including A’s)
interactions with B. Let tAR,B be principal A’s trust in principal B as a recom-
mender. More accurately, it is the trust A has in the proposition ‘B returns
accurate recommendations about other principals’.

Transitivity. Trust is not, in general, transitive [7] yet it should be transitive for
small groups of principals who trust each other in a certain way. By separating
trust in participation and recommendation, we show how trust can be transferred
selectively transitively.

Consider the arrangement of nodes in Figure 2. If B trusts C to participate
(tBP,C is high) then should A trust C to participate, i.e. should the trust be transi-
tively transferred? The answer depends on A’s trust in B as a recommender (i.e.
tAR,B), though not in A’s trust in B as a participator. If tAR,B = � ∈ T then the
trust is completely transitive, and if it equals ⊥ ∈ T then A completely discounts
B’s recommendation and no trust in C as a participator is inferred. A value in-
between describes a partial transitivity and furthermore, each trust relationship
has its own degree of transitivity based on these two trust relationships.
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3.3 Making Recommendations

Recommendations are made by a principal B by augmenting the RTEs returned
with B’s trust in those principals. A typical set of routing table entries returned
from B would be as in Figure 3.

{〈
C, tBP,C

〉
,
〈
D, tBP,D

〉
,
〈
E , tBP,E

〉}

Fig. 3. A typical set of RTEs from a principal B. C represents all the lower-level data
about node C, returned by B as per the standard Kademlia protocol

3.4 Observations and Interactions

Let ϕAB = (x, y) represent the direct observations principal A has made on prin-
cipal B where x, y are the numbers of successful and unsuccessful interactions,
respectively. ‘Success’ is defined to exclude as many attacks as possible on the
routing service. We consider a successful interaction to be one where B, when
passed a valid request for a given key, returns k valid RTEs, where a valid RTE
is one which:

– refers to a node that exists: the identifier associated with the node is
valid; it may be signed by an out-of-band Certification Authority [1];

– is plausibly in the set of the k-closest nodes to the key that B
knows about: to prevent B inserting valid but colluding nodes into the k
entries that it returns; i.e. that it passes the density test [6].

No response after a certain timeout, whether because B dropped the request,
or because it was never delivered, is an unsuccessful interaction. Note that our
definition of a routing service specifies only an ability to find the node whose
identifier is closest to a given key, not an ability to interact with it.

The exact nature of ϕ depends on the trust space used – it could be the
proportion of successful interactions (and hence in [0, 1]) as in [8,9,10] or taken
to be opinions in subjective logic [11], as in [12]. The advantage of a subjective
logic is that it permits a notion of uncertainty in probabilities, allowing nodes to
reason subjectively about the trust in the network and the decisions they make.
The trust model we develop in this paper makes no assumptions about the trust
values used, only that they form a complete lattice (T,≤) and that a number
of operators which obey certain properties, are well-defined (and closed) over T .
These are:

– discounting ⊗ : This reduces the contribution of a node’s opinion B by our
trust in B as a recommender, and is written tA:B = tA ⊗ tB . We require
that ⊗ be associative but not necessarily commutative. An example ⊗ over
opinions in subjective logic is given in [11].
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– consensus ⊕ : This takes two trust values and combines them, as if two
agents held opinions on different events, and is written tA,B = tA ⊕ tB .
We require that ⊕ be associative and commutative. As an example, if trust
values are pairs of (successful, unsuccessful) interactions then (a, b)⊕(c, d) =
(a+ c, b+ d).

– agreement � : This returns a measure of the agreement in opinions expressed
in two trust values, and is written tA−B = tA � tB . We require that � both
associates and commutes. Trust values that are very similar will have high
agreement, and those which differ wildly will have low agreement.

3.5 Trust Protocol

How nodes interact. When A attempts to interact with B (i.e. by requesting
RTEs), the protocol is that B satisfies the request (i.e. responds) in proportion
to some combination of its trust in A as a participant and a recommender.
Considering both trust values satisfies the exclusion property of the service. An
initial thought is to consider just A’s trust as a participant (i.e. to reciprocate
A’s behaviour in replying), but this fails to uphold the exclusion property since
lazy nodes (see the laziness attack) are not penalised. Hence our protocol is for
B to reply to A with probability proportional to tBP,A � tBR,A, i.e. the greatest
lower bound of the two values.

The bandwidth cost associated with a poorly-trusted node retrying failed
requests may not be sufficient on its own to cause the node to improve its
participation. As such, we may also employ a proof-of-work scheme where a
token that requires a certain amount of computation to generate, but is trivial
to verify, is associated with each request; this will serve to limit the rate at which
A can make requests, and so increase the relative cost of each failed one.

How nodes route. In Kademlia, A picks α nodes at random from its k closest
nodes to perform the next ‘hop’ on the route. Our trust protocol extends this
by choosing α nodes which A trusts to return accurate and valid entries. The
expected proportion of accurate and valid RTEs returned from B in response to
a request from A is given by:

tAP,B ⊗ tAR,B (1)

since tAP,B is A’s trust in B to reply with valid entries and tAR,B is A’s trust that
the valid entries B returns are accurate.

Hence A chooses α nodes from the k about which it knows that are closest
to the desired key, with probabilities proportional to their expected values as
in Equation (1). This provides a form of load balancing, and offers nodes with
low trust values an opportunity to increase them through successful interactions
while adhering overall to the desired avoidance property.
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3.6 Trust Computation

In this section, we describe how a node’s trust values are computed for both
participants and recommenders, and discuss their derivations and solutions.

Computing the trust in participators. We now look at how A computes
its trust in B as a participant. Without the use of recommendations, the trust
computation for tAP,B (A’s trust in B as a participant) is given by:

tAP,B = tAR,A ⊗ ϕAB (2)

where tAR,A is A’s trust in itself as a recommender (which may be �). Including
this may seem surprising, but it is not uncommon to not have full trust in one’s
observations in reality.

Now we consider how to incorporate recommendations from other principals.
Let C : B represent a recommendation from principal C about principal B,
obtained from an RTE returned by C. Using the discounting operator ⊗, the
recommendation C : B with trust value tCP,B (C’s trust in B as a participant) is
discounted (its contribution reduced) by A’s trust in C as a recommender (tAR,C).
This is done for each recommendation about B, and the discounted values are
combined using the consensus operator ⊗.

This leads to an iterative fixpoint computation whose solution is the fixpoint
assignment of all participating trust values. The final step is to introduce the
direct observations. For tAP,B all the recommendations are combined with A’s
direct observations on B, ϕAB . The final trust computation for participation is
given below:

tAP,B =
⊕

∀C s.t. C:B

{
tAR,C ⊗ tCP,B

}⊕ (tAR,A ⊗ ϕAB
)

(3)

Computing the trust in recommenders. Now we consider how A computes
its trust in B as a recommender. Essentially what we want to do is compare
the recommendations it makes with our view of the same, using the agreement
operator � which represents the agreement between two trust values. Hence
(tC � tB) is a high trust value iff tC and tB concur.

We can combine the results of all these ‘comparisons’ by using the consensus
operator ⊕, over all the recommendations made by (as opposed to about as in
Equation (3)) B, about some principal C. The computation is as below:

tAR,B =
⊕

∀C s.t. B:C

{
tBP,C � tAP,C

}
(4)

It may be that ⊕ is not the best way to combine the comparisons in all appli-
cations. Essentially, ⊕ performs an ‘averaging’ over all the comparisons, which
allows incorrect recommendations to become ‘diluted’ or lost if a principal makes
enough good ones. The computation could be made ‘more strict’ by taking the
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CB

A

1) B says:
    "C is a good
     participant"

2) A observes:
    "C is a bad
    participant"

3) A concurs:
    "B is a bad
     recommender"

Fig. 4. Updating A’s opinion about B as a recommender. In addition to A’s direct
observations on C, it can use other recommendations from principals it already trusts
as recommenders (of course, they can be wrong but the process converges to the correct
situation rapidly)

worst comparison, i.e. replacing ⊕ with the greatest lower bound of the observa-
tions, � (which exists since our trust values form a complete lattice). It should
now be clear that ⊕ and � are just two operators in a partial order which de-
scribes how ‘strict’ A is about computing its trust in B as a recommender. The
order includes other operators and a subset of it is given below:

⊥ 	 � 	 ⊕ 	 
 	 � (5)

where ⊥ means ‘ignore B’s recommendations and assign it lowest trust anyway’
(and the opposite for �), and 
 takes the least upper bound of the comparisons.

This is interesting since it allows each principal control over how it rates
other principals, as well as how it computes the trust values. As a node, we do
not care about how A computes its trust values, only how they compare to our
and others’ findings. Thus, it is in a principal’s interest to accurately compute
the values (to avoid being marked as lazy) whilst doing the minimum amount
of computation it can ‘get away with’.

Meta-recommendations. Consider the situation where A has requested RTEs
from B and chooses C as the next step on the route. C returns k valid RTEs as
per the protocol (and hence participates), but since A has no evidence of C as a
recommender, it cannot discount C’s recommendations. This situation will not
be uncommon in large principal spaces where nodes will have only interacted
and received recommendations for, a very small proportion of the principals in
the space.

In the same way that principals can recommend principals’ abilities to par-
ticipate, we can increase the propagation of trust by considering the ability to
recommend other principals’ abilities to recommend. Recall that tAR,B is A’s
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C

B

A

1) B says:
    "C is a good
     recommender"

3) A observes:
    "D is a bad participant"

D
2) C says:
    "D is a good
      participant"

4) A concurs:
    "D is a bad participant"
    "C is a bad recommender"
    "B is a bad recommender"

Fig. 5. How meta-recommendations are updated and propagated. A’s trust in B’s abil-
ity as a recommender decreases due to one of two things: C turns out to be a bad rec-
ommender, or (not shown) C could be a bad participant. Hence meta-recommendations
consider the ability to recommend in general

recommendation about B’s ability to return correct observations about other
principals. A meta-recommendation is a recommendation about a principal’s
ability to recommend principals who make accurate recommendations about
other principals. We make the assumption that a principal makes accurate meta-
recommendations (i.e. about principals’ abilities to recommend) if they make ac-
curate recommendations, since it is the ability to recommend in general, not their
ability to recommend about participation, that we are interested in modelling.

To handle meta-recommendations, a node returns in its RTEs its trust values
of other nodes as recommenders, in addition to their trust values as participants,
as shown in Figure 6.

{〈
C, tBP,C , tBR,C

〉
,
〈
D, tBP,D, tBR,D

〉
,
〈
E , tBP,E , tBR,E

〉}

Fig. 6. A typical set of RTEs from a principal B with meta-recommendations. C rep-
resents all the lower-level data about node C, returned by B as per the standard
Kademlia protocol

Fixed-point solutions to trust equations. Equations (3) and (4) are
mutually-recursive - A’s trust in B as a participant affects A’s (and others’)
trust in B as a recommender, which in turn affects the weightings of B’s rec-
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C

B

A

D

C

B

A

D

participation trust space recommendation trust space

Fig. 7. How the trust spaces affect each other by means of the trust Equations (3) and
(4). The fixed-point solution to both sets of trust values represents the ‘equilibrium
position’ between the spaces, i.e. when the values in one do not change the values in
the other

ommendations, and so on. The solution is analogous to eigen problems in sparse
graphs (such as the WWW), so techniques similar to PageRank [13] can be
employed to solve it. A similar computation and its approximate solution is
described in [12,9].

Conceptually, the two trust spaces can be thought of as products in a two-
way reaction, as in Figure 7. Essentially, the fixed-point solution to the trust
equations is the equilibrium position between these spaces.

3.7 Attacks

This subsection outlines a series of possible attacks on the service, and informally
describes how they are resisted.

Recall that we so far only model the aggregate property of B as a recom-
mender of principals’ participation in the service. One may consider stronger
adversarial network models where nodes make false recommendations depend-
ing on the subject of the recommendation, and this behaviour can be modelled
by transforming the principal space as in [12]. This type of adversarial model is
particularly appropriate when one considers the colluding nodes attack.

Attack 1 (Colluding Nodes) A node B participates in the service and makes
true recommendations, except for other nodes in its collusion set, about which it
falsely reports excellent observations, as shown in Figure 8.

By treating principals as pairs of nodes, trust values resemble tAR,B:C mean-
ing A’s trust in B as a recommender of C’s participation. Then, even if B
participates and makes good recommendations on other nodes outside its set,
B cannot ‘transfer’ A’s trust in it into the set via C, since B’s correctness in
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C

BA D

colluding set

E

A can never build trust in C,D
as participants unless they are
observed (not necessarily by A)"non-participant"

Fig. 8. The colluding nodes attack. Nodes B,C,D form a set where B participates
and aims to use this to transfer A’s trust in it into the set, where C,D are free-riding.
A has high trust in E as a recommender, who has observed C to be a free-rider.
Separating trust in participation and recommendation prevents C,D from free-riding
at the expense of A

recommending other nodes has no influence on A’s trust in it recommending C.
Only by observing (or gaining recommendations from other nodes whom A trusts
to recommend C) C’s participation (and therefore validating or refuting B’s rec-
ommendation) can A transfer trust into the set. But if C is malicious and does
not participate, B’s claim is impossible to validate.

Resisting the next attack essentially relies on the system to uphold both the
avoidance and exclusion properties of the service, to both avoid and exclude
‘free-riders’.

Attack 2 (Free-riding) A free-riding node B avoids participation in the ser-
vice by not returning RTEs when requested, or returning invalid RTEs.

Nodes that request RTEs from B will rapidly concur that tP,B is low, both
by their direct observations and from recommendations of principals they trust.
The avoidance property of the service is not compromised since nodes will route
around B by avoiding requesting RTEs from it, and the exclusion property is
upheld since nodes will rapidly deny B their RTEs, ending its reign as a free-
rider.

A variation on free-riding is laziness. Although this may not be an attack in the
malicious sense, we still consider it a threat to the service.

Attack 3 (Laziness) A lazy node B participates in the service by returning
valid RTEs but with random trust values since it does not wish to (or cannot)
expend the resources involved in computing trust values. This is distinct from bad-
mouthing, in that expected correlation between B’s trust values and the actual
values is zero, yet the values are all strongly-negative under bad-mouthing.

On average the tBP values in RTEs returned by B are significantly different
from those computed by non-lazy nodes (not just other honest nodes). By Equa-
tion (3), the trust values tR,B will be low. Hence B can be identified as a lazy
node quite easily and hence avoided. The exclusion property of our service is also
upheld, since other nodes will not return RTEs for B very often.
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However, we certainly consider the next attack to be of malicious intent since
it involves nodes spreading malicious recommendations. Unfortunately, it may
be quite difficult to distinguish between bad-mouthing and lazy nodes in reality
unless the attack is sufficiently long-lived.

Attack 4 (Bad-mouthing) A node B attempts to bad-mouth other nodes by
returning valid RTEs but with malicious trust values, often ⊥.

This attack is similar to the laziness attack except that B may do one of two
things:

1. Return malicious (i.e. low) trust values for all nodes;
2. Return lazy (i.e. random) trust values for nodes it does not bad-mouth;
3. Return correct trust values for nodes it does not bad-mouth.

The first mode of attack can be detected (and treated) in the same way as for
laziness. The final two modes require a transformation of the principal space so
that principals represent pairs of nodes, as per Attack 1.

A possible motivation for this attack is an attempt to justify later free-riding,
by claiming that nodes B bad-mouthed were poor participators, and hence B is
justified in reciprocating their behaviour towards them, as if it were following the
protocol honestly.

The phrase ‘screw-each-server-once’ has been used as an attack against systems
which do not consider recommendations (where the trust is built ‘locally’) and
therefore is fairly weak in the current context.

Attack 5 (Screw-each-server-once) A malicious node B which does not par-
ticipate nor make accurate recommendations (due to laziness or bad-mouthing)
attempts to gain maximum use of the service by interacting with as many prin-
cipals as possible in the hope that it stays ‘ahead of its reputation’.

The use of almost any recommendation and reputation system will counteract
this attack eventually. However, the attacker may use knowledge about how the
recommendations are distributed in order to maximize its benefit from the attack.
Since nodes in Kademlia are distributed randomly over the key space, the graph
which describes how recommendations are distributed (by other nodes performing
routing) is essentially a random graph. Assuming routing requests are randomly
distributed and each route discovers reputations about O(k log n) other nodes,
we conjecture that a node can expect to ‘screw’ O((1/k) logn) servers before its
reputation catches up with it.

The final attack we consider relies on subverting a particular property of Kadem-
lia’s routing protocol. That is, a node returns k valid RTEs but they do not
represent the k closest nodes in the key space.

Attack 6 (Not returning the actual k closest nodes) This can be de-
tected using the density test described in Section 3.1, and the node’s trust value
as a participant will be reduced, excluding it from the service.
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4 Related Work

4.1 Economic and Game-Theoretic Approaches

Work on using economic models to realign nodes’ incentives to participate have
presented schemes that assume variable demand for services. Geels and Kubi-
atowicz argue in [14] that replica management in global-scale storage systems
should be conducted as an economy. Nodes trade off the cost of storing data
blocks with the value they are able to charge for access to them – in this con-
text, a variable demand for blocks is essential.

However, variable demand properties may hold for human-valued commodi-
ties, such as the information stored or shared in a peer-to-peer system, but not
for routing table entries. Since DHTs typically determine the allocation of items
to nodes pseudo-randomly, requests for keys will also be distributed evenly, so
no particular value can be conferred on any particular destination.

Currently, the lack of a scalable, low-overhead digital cash system that may
be fully decentralized hampers uptake of economic models. Mojo Nation [15], a
distributed file storage and trading system, used a currency ‘mojo’ to discourage
free-riding and to obtain load balancing at servers by congestion charging, but
relied on a centralized trusted third party to prevent double-spending.

Acqusti et al. [16] develop an incentive model for a distributed application
that offers anonymity to its participants. They take a game-theoretic approach
to analysing node behaviour and attacks in various system models. Trust is only
considered as a means to ameliorate pseudo-spoofing [17] attacks, rather than
as a means to provide incentives to peers.

4.2 Trust and Reputation Frameworks

Aberer et al. [10] present a system for ‘managing trust’ in a peer-to-peer system
using a complaint-based metric. However, recommendations from other nodes
are not discounted and they present a threshold technique for checking whether
a node is ‘untrustworthy’, based on the difference between its recommendations
and the ‘average view’. This presents a brittle view of trust which is likely to be
difficult to use to effectively reason about decisions on whether to interact.

The NICE system [18] aims to identify rather than enforce the existence
of cooperative peers. It claims to “efficiently locate the generous minority [of
cooperating users], and form a clique of users all of whom offer local services to
the community.” We take the view that such systems should work to exclude
dishonest users rather than avoid them.

4.3 Levien’s Stamp Trading Network

Levien proposes a stamp-trading network [19] applied to Kademlia that offers
incentives to enforce end-to-end service, and is underpinned by a trust model
based on constrained flow in networks. A node’s owner explicitly selects other
nodes whom they trust, so a trusted set of live nodes must be obtained or known
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before each join. Stamps are continually created and circulated to these nodes,
which may them trade them with other nodes, and which can later be redeemed
at the issuing node for service.

Trading is directed by Kademlia’s key location service, but the mechanism
suffers from practical difficulties. Currently, at each step in the key lookup, a node
obtains a stamp to facilitate its next hop. However, stamp exchange rates, set
to reflect the value of the service offered by nodes, require advertising before an
exchange can be made. The interaction is further complicated by the Kademlia
protocol usually returning k RTEs at once to reduce latency.

The system obtains feedback when a destination node ‘refuses’ to redeem a
stamp that it issued. An audit trail is maintained in the stamp to detect double-
spending; each node trading the stamp appends a signed statement to the trail.
Unfortunately, this scheme suffers high overhead given the number of trades
required for a stamp, and no scheme is proposed to exclude double-spending
nodes.

5 Conclusion

We have presented a trust model which aims to enforce collaboration in a peer-to-
peer routing service, based on Kademlia, a distributed hash table with symmetric
routing properties. Our work is related to the research goals of the SECURE
project [20], which aims to develop a formal foundation for trust and risk in
global computing systems. We have presented an existential view of trust which
separates how trust values are computed from what the computation represents.
This methodology allows each node to compute trust approximations of differing
quality, yet still be able to exchange recommendations – particularly important
in mobile and pervasive computing applications.
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1 Introduction

Trust management and trust-aware applications have gained importance in re-
cent years (e.g., [1,2]). Conventional security mechanisms are unable to cover all
application domains. For example, in ad hoc networks, the frequent lack of an
online connection to the Internet makes routine tasks very difficult. Trust seems
to be a good way to overcome such shortcomings because it does not necessarily
rely on fixed centralized infrastructures [5].

We investigate the concept of trust-based interaction in the domain of mobile
ad hoc networks (MANETs) [3]. A MANET consists of mobile devices that are
equipped with a short range radio interface. Two devices can only connect to each
other if they are within each other’s transmission range (usually between 10 and
100 meters). Since these devices are carried by mobile users, the communication
network among them is highly dynamic. Connections are setup and torn down
frequently. There is no preexisting infrastructure through which one device may
connect to some other device reliably.

One major problem in this scenario is the disability to authenticate a com-
munication partner properly, especially since you can not prove any certificate
against a trusted third party as you may have no connection to them. There-
fore, a different mechanism is needed to gauge someone’s trustworthiness in a
MANET.

Trust is a relation between entities that ties them together to form a complex
network. As this network grows enormously with an increasing amount of enti-
ties, and since it is decentralized by its very nature, it is not possible for every
individual to have an exact view on the trust network.

In the following, we develop a concept which should allow each user to main-
tain his own local, statistical view of the whole trust network. While he meets
other users, the software on his device collects trust information about them and
the people they met. This trust information is then compiled into a concise view
of the user’s environment. Based on this view, he is able to gauge the trustabil-
ity of his communication partners in the MANET, even if he has not met them
before.

We identify and analyze what is necessary to achieve this trust network. We
uncover related problems and characterize further research topics that need to be
addressed. We will describe the trust model we are intending to use and explain
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a mechanism for the exchange of trust values. Also we introduce a concept for
automatic adjustment of trust values, based on exchanged information. Finally,
an application scenario is presented that can benefit greatly from the proposed
concepts. We conclude the paper with a short outlook to the open problems that
have to be solved to implement our concept in a prototype.

2 The Underlying Trust Model

Trust is not a binary decision. There can be many shades between trust and dis-
trust in a person. Therefore, trust has to be defined as a continuous attribute. In
our model, trust values lie in the interval [-1, +1] where -1 is interpreted as max-
imum distrust, +1 signifies absolute trust, and a trust value of 0 is interpreted
as neutral.

We adopt a definition of trust that incorporates three aspects which all have
to be taken into account to compute a specific trust value [6]. The first aspect
deals with the willingness of a user to generally trust in others. According to
Marsh [6] this is called basic trust. The second aspect is the general trust in
the actual communication partner. This is called the person’s trustability. The
third aspect is called contextual trust and deals with a certain context in which
trust is granted. This could be a specific situation or action (e.g., a person wants
to use a specific service residing on my computer or two people would like to
exchanging mp3-files). For example, if two people want to exchange information
on a specific topic, the contextual trust would be based on the competence of
the sender with regard to the topic.

The general trust-willingness of a user is a personal attribute that he uses
in any interaction that is subject to trust assessment. The other two aspects
are aggregated in a two-dimensional trust value that describes trust in a specific
user with respect to a specific context. Usually, in a specific interaction, a high
contextual trust reveals additional information about the general trustworthiness
of the communication partner, but not vice versa. If the trustability is negative,
the person is said to be hostile.

3 Trust Storage and Exchange

As we want to exchange trust information, we first have to organize it in a
certain way so that we are able to easily cope with the exchanged information.
As we have explained, trust is not only related to a specific person, but also to
a certain context. Thus we have to store the person and the context together
with the specific trust value. Each person stores the trust information on their
environment. That is, trust values for all other entities it has dealt with so far
for every context it has been in. All this information also has to be exchanged
in order for the entities to be able to build their local view on the trust network.

A simple approach would be to store this data in a table. As one could easily
see, the scalability of this approach is very low. Assuming that the available
bandwidth and storage capacity of mobile devices will increase in the future it
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might become less of challenge to deal with that much information, but even then
it is necessary to come up with an intelligent strategy to reduce the communica-
tion overhead and waste of storage. The memory complexity of the table-driven
approach is O(#users ∗ #contexts). The goal is clearly to reduce that. Start-
ing from our first table-driven solution we are investigating to what extend the
topology of the underlying trust network will help us to reduce the amount of
storage capacity needed.

4 Adjusting Trust

To adjust the trust value in a specific context one has to consider three cases:
The first case is a communication of user A with a partner B where A has

no information about B. There should be an initial trust value based on the A’s
basic trust.

The second case deals with trust in a new context. Here, A already has some
information aboutB, but the context is still new. In that case A could try to adopt
a trust value for a similar context and use that as a starting point to create a
trust value for this specific context. Therefore, it is necessary to recognize that
two context are similar.

In the third case A already has a trust value with respect to B and the
current context. When A meets C who also has trust information on the same
user B with respect to the same context, A and C need to exchange their trust
values and adjust their own values to incorporate each others knowledge on B.
The new trust value of A is a function of its old trust value, the trustability of
C and B ’s trust value received from C. The development of this trust function
is at the core of achieving statistical trustability.

Assuming the existence of this function the adjustment can be easily auto-
mated. As the number of interactions with other users increases, information
from more and more entities is taken into account. Finally, this will lead to a
statistical trustworthiness where each entity has reliable trust information about
all participating entities. The trust exchange will lead to a propagation through-
out the network. As a consequence a person is able to assess the trustworthiness
of people whom he never met before.

In addition to the above each user has the ability to adjust all trust values
manually (e.g., if he gets information from outside the system).

5 Application Scenario

In [7] we present a system for trust-based knowledge management in mobile
communities, where the concepts provided here are taken into account.

We enhance an existing knowledge management system for ad hoc networks
[8] by employing mobile agents [4]. In this system, mobile agents (so-called Dele-
gents) enable users to be virtual present at numerous places at the same time.
Delegents exchange knowledge without the intervention of the user. Therefore,
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we need a mechanism to assess this information. This is done by assigning com-
petence values for specific topics to the users. In this scenario the topics represent
contexts, and competence is a contextual trust value. Statistical trustworthiness
replaces the manual assessment of incoming knowledge by the human user and
allows Delegents to act autonomously on behalf of their user. Delegents are able
to filter, accept and reject knowledge based on trust.

6 Conclusion and Outlook

Our approach to maintain and exchange trust information should lead to a sta-
tistical view of the over-all complex trust network that inherently connects users.
It should give each individual the opportunity to make a trust-based decision on
an entity he has never met before just on local information and the exchange of
that information. Still, a lot of open issues have to be resolved to reach this goal.
The major challenge is the adjustment of trust information. Also, the representa-
tion of context information and a similarity measure for contexts is a major issue
and will be subject of our future research. Furthermore, a strategy for scalably
storing trust information has to be developed to reduce resource requirements.
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Abstract. The last decade of improvement in service offerings over the
Internet offers the hope that many kinds of sensitive interactions between
strangers can be carried out electronically, without requiring physical
transmission of paper credentials to establish trust. In this short paper,
we describe one way of converting the current paper-based approach
to establishing trust into an electronic approach that minimizes human
intervention. We also describe the theoretical and systems issues that are
raised by this approach.

1 Target Interactions

Last year I bought twelve shirts for my husband at a going-out-of-business sale.
The lady behind the counter took my credit card, looked at the hologram on
the front of the card, ran the card through her scanner, and waited while the
computer behind the scanner checked to see that the card had not been revoked
and that sufficient credit was available for me to buy all those shirts. Then the
cash register printed out a receipt, which I signed. The lady behind the counter
compared my signature to the signature on the back of the credit card. After a
long pause, she said dubiously, “I guess they’re the same.”

In this manner, we two strangers carried out a face-to-face business trans-
action. The system we used is far from perfect, as it is vulnerable to attack at
several points along the line. For example, credit cards can be forged (hence the
hologram), stolen (hence the automatic phone call to a remote center to check
for revocation, the example signature on the back, and the signature compari-
son), or expired (hence the automatic check for expiration). My privacy is not
well served by the system, since the credit card company knows about all my
purchases and likes to sell that information to third parties. Still, with all its
weaknesses, the system seems to work fairly well.

I would like to see the same ease of interaction between strangers on line,
when they come together to carry out a transaction. In this case, the interaction
could be between an individual and (a representative of) an organization, as in
my previous example; or it could be between two individuals, or two organiza-
tions. The scenario could involve an ordinary purchase, as in the example above;
participation in an on-line auction; a request to access medical records, military
data pertinent to a joint exercise, or any other kinds of sensitive documents;
registration for school, for a voters’ card, library card, marriage license, visa,
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passport, etc.; proof that all requirements for an adoption, change of citizenship,
work permit, etc., have been met; or any other scenario where two strangers to-
day must disclose paper credentials to carry out an interaction with some degree
of sensitivity.

2 Digitization

Perhaps the most obvious starting point for this quest is to attempt to digitize
our current system, while perhaps plugging a few of its most blatant vulnera-
bilities at the same time. For example, what are the requirements for a digital
version of the shirt-purchase transaction?

1. I will need a digital version of my credit card, and some way to prove that it
is my credit card. The digital version of my credit card should be verifiable
and unforgeable.

2. The store needs to be able to recognize my credit card: it must be able to
tell that the credit card was issued by someone it trusts, such as VISA, and
correctly read and interpret the fields of the card. It must also know how to
verify that I own the card.

3. The store needs a policy for credit card acceptance. This policy will need to
specify the acceptable credit card issuers, require that ownership of the card
be demonstrated, check that the card has not expired, and require that the
card issuer be contacted to check that the card is not revoked and that the
new charges do not exceed the available credit for the card.

4. If my credit card is to be shown automatically when needed, I will require
a policy that specifies the conditions under which I am willing to show my
card. For example, I might require the merchant to belong to the Better
Business Bureau of the Internet, or I might want to check certain aspects
of the merchant’s privacy policy. To prevent my kindergartner from using
my credit card on-line to buy toys, I might want my computer to check the
identity of the person at the console, either through checking the login or
using another authentication procedure.

5. The merchant and I need a protocol that will allow us the opportunity
to show each other the credentials that are relevant for the purchase, and
perhaps also to find out which credentials are relevant for the purchase.

Clearly there are ways to satisfy most of these requirements.

1. X.509 certificates could be used for digital credentials, or we could move
to a more modern credential format that offers improved guarantees for
privacy, non-forgeability, single- versus multiple-use, and so on (e.g., [2,4,
12]). We might choose to use one or more standard languages for expressing
credential contents, such as XML [3].

2. Public Key Infrastructures (PKI) can be used to establish domains of trust.
For example, VISA International could be the root authority for a PKI
hierarchy devoted to VISA cards. The Better Business Bureau could be the
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root authority for a PKI hierarchy that includes all the chapters of the
Better Business Bureau. My employer can create its own hierarchy, used for
employee ID cards and other purposes.

3. Access control policies for every credential and every service (such as my
VISA card and the shirt purchase) can be codified so that they can be
checked and enforced automatically whenever possible, to minimize manual
intervention by the user. My access control policies describe exactly who I
trust, and for what purposes. If a need arises while trust is being established,
I should also be able to export my access control policies in a format that
can be understood by strangers trying to gain access to my local resources,
so that strangers understand what the requirements are for gaining access
to the resources of interest to them. For example, I may need to know which
credit cards are accepted by this merchant, and the merchant may need to
find out about the access control policy that he will have to satisfy before I
will disclose my VISA card to him.

4. Each party can decide which PKI authorities it trusts (VISA and the Better
Business Bureau, in the shirt purchase transaction), and write its access
control policies accordingly. Parties can cache credentials of interest to them
personally (e.g., their employee ID, library card, credit card, certification
that their employer is a state agency, and so on), so that they will be available
to show to strangers as needed. Similarly, for the parts of an access control
policy that require the policy’s owner to actively seek out credentials (e.g.,
the merchant’s check that my credit card is not revoked, and my check that
my child is not trying to use my credit card), the party can contact the
appropriate authority on line in real time.

3 Example

To make these ideas more concrete, let’s look at a simple example of how things
might work. The example involves a request to view Susan Jones’s medical record
at Busey Hospital. Busey Hospital’s access control policy for that record says
that the requester must be a physician at Busey Hospital, or else be the patient.
The hospital also has an institutional ID that it is willing to show to anyone.

The requester, Susan Jones, has two credentials of interest. She is a patient at
Busey Hospital, and she also works there as a staff physician. She will show her
employee ID only to Busey Hospital. Her access control policy for her patient ID
says that it can only be shown to people who work at Busey Hospital, Blue Cross
Blue Shield of Illinois, or to Busey Hospital itself. For the sake of concreteness,
the exact policies are given below, although the reader may prefer to skip over
their contents because there are no formal definitions of the access control policy
language or credential representations in this paper.

The example in Figure 1 uses descriptive names for credentials, to help the
reader. In the real world, credential and access control policy names must not
reveal useful information, else the disclosure of an access control policy can
reveal sensitive information about the credential it protects. Also for realism,
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Server (Busey Hospital) resources and their access control policies:
institutionID:

true
medicalRecord:

(x.type = “patient ID” ∧ x.issuerPublicKey = publicKey(“Busey Hospital”)
∧ x.patientNumber = “12345” ∧ requesterAuthenticatesTo(x.ownerPublicKey))
∨
(y.type = “employee ID”
∧ y.issuerPublicKey = publicKey(“Busey Hospital”)
∧ y.jobtitle = “Staff Physician” ∧ requesterAuthenticatesTo(y.ownerPublicKey))

Client (patient Susan Jones and employee Dr. Sue Jones) resources and
their access control policies:
employeeID:

x.type = “institutional ID”
∧ x.issuerPublicKey = publicKey(“Busey Hospital”)
∧ x.ownerPublicKey = publicKey(“Busey Hospital”)
∧ requesterAuthenticatesTo(publicKey(“Busey Hospital”))

patientID:
(x.type = “employee ID”
∧ x.issuerPublicKey = publicKey(“Busey Hospital”)
∧ requesterAuthenticatesTo(x.ownerPublicKey))
∨
(y.type = “employee ID”
∧ y.issuerPublicKey = publicKey(“Blue Cross Blue Shield
of Illinois”) ∧ requesterAuthenticatesTo(y.ownerPublicKey))
∨
(z.type = “institutional ID”
∧ z.issuerPublicKey = publicKey (“Busey Hospital”)
∧ requesterAuthenticatesTo(publicKey(“Busey Hospital”)))

Fig. 1. Example policies associated with patient records.

the example uses a RequesterAuthenticatesTo predicate, whose truth or falsity
is determined at run time by whether or not the requester can demonstrate
knowledge of the private key associated with the public key specified in the
credential (or by another suitable authentication approach). Finally, the example
uses a function publicKey, whose interpretation is, in practice, supplied by a call
to a certification authority that publishes public keys.
We now show how Susan Jones and Busey Hospital can establish trust.

The actual negotiation is conducted between Susan’s and the hospital’s secu-
rity agents, without intervention from Susan or the hospital; for simplicity, we
describe the negotiation as though Susan and the hospital were negotiating di-
rectly with one another.

1. The negotiation is triggered when Susan Jones requests to read her medical-
Record over the web. After she requests to read the record, Busey Hospital
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sends Susan the access control policy for the hospital’s medicalRecord re-
source.

2. Susan determines that her employee ID satisfies the access control policy for
medicalRecord, and discloses her access control policy for employeeID to the
hospital.

3. Busey Hospital determines that its institutional ID satisfies Susan’s access
control policy for employeeID, and discloses institutionID.

4. Susan determines that institutionID satisfies the access control policy for
employeeID, and discloses her employee ID.

5. At this point, Busey Hospital receives Susan Jones’s employeeID, which sat-
isfies the access control policy for medicalRecord. Thus Busey Hospital grants
access to medicalRecord.

The negotiation could have followed a different path, if Susan or the hospital
had used different strategies. For example, Susan might have preferred to satisfy
the hospital’s policy by disclosing her patient ID, rather than her employee ID.
If she is very eager to establish trust, she might prefer to disclose both of them.

Suppose that Susan is accessing her medical record in order to check her
home address, to see if it is correct. After examining the address, she may see
that it does not reflect her recent move, and ask to update the record. The access
control policy for updating the address information in medicalRecord may state
that only the patient is allowed to update the patient’s address. In this case,
Susan will have to learn about this new access control policy and reestablish
trust, based on her patient ID rather than on her employee ID: the two IDs refer
to different identities, and the hospital does not know that Susan possesses both
identities.

4 Issues

A number of interesting theoretical and practical questions arise if we adopt this
approach to establishing trust between strangers, revolving around such issues
as autonomy, scalability, and vulnerability to attack. For example:

1. Policy and credential capture and interpretation. The central role
of access control policies in this approach raises many software engineering
and knowledge representation issues. We need good languages for expressing
access control policies, as well as tools to help people write and update them.
We need standard schemas for popular types of credentials, such as employee
IDs and passports, so that strangers will be able to interpret their contents
correctly. We also need tools to help users analyze the properties of their
policies (e.g., what actions could a particular user perform?), modify them,
and test the modifications.

2. Architectures. Can we use a trusted third party to establish trust between
strangers, in a manner that does not leave the third party vulnerable to
attack? Can we use a zero-knowledge approach, if there is no trusted third
party?
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3. Strategies for establishing trust. To establish trust without a trusted
third party or a zero-knowledge approach, strangers will have to disclose
some of their credentials, and possibly some of their access control poli-
cies as well. However, there will be many decision points while trust is be-
ing established: out of all the credentials and access control policies that I
could disclose next (i.e., their own access control policies are satisfied), which
should I actually disclose? For example, I am theoretically willing to show
almost all of the credentials in my purse to a stranger (i.e., their access con-
trol policies are satisfied). However, unless the stranger demonstrates a need
to know, I will not disclose them. For example, I did not show my driver’s
license or my daughter’s baby pictures to the store clerk when I bought the
shirts. Thus there is a strategic decision in choosing which credentials to
disclose at each step of trust establishment. What is the possible range of
strategic choices? Further, to support autonomy, we should not require all
participants to make the same strategic choices. How can we ensure that two
strangers will be able to establish trust, while still giving them autonomy in
their strategic choices?

4. Obtaining and storing credentials. How can I obtain the credentials I
need? How should I store them to keep them safe from prying eyes? If I need
to find credentials that are not cached locally, how can I do so in real time
while trust is being negotiated?

5. Scalability. How can trust establishment be automated in a highly scalable
manner? Can it be made ubiquitous? How can we incorporate trust negotia-
tion into today’s popular communication substrates, such as IPSec, HTTP,
TLS/SSL [5], and SOAP?

6. Attacks. What kinds of attacks is trust negotiation vulnerable to, and to
what degree can they be mitigated? What kinds of information leaks can
occur during a trust negotiation, and how can they be mitigated? What
parts of trust negotiation software must be trusted, and to what degree?
What kind of privacy should digital credentials provide [4]?

7. Authentication of multiple identities. Under this approach to auto-
mated trust establishment, each party can have many identities, each corre-
sponding to the identity that a particular credential issuer uses to designate
that individual. For example, the identities in my purse today include my
patient number, my driver’s license number, my employee ID number, my
credit card number, my library card number, and so on. I may be asked to
prove that I possess several of these identities during trust establishment.
How can I do so, in a manner that prevents or penalizes collusion? How can
I make the actions I take under different identities unlinkable?

5 Conclusions

For several years, a small set of researchers has been exploring the issues listed
in the previous section. We have made progress on many fronts, both theoretical
and practical, though many issues have not yet been addressed. Further, a new
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result often suggests several additional intriguing issues to investigate. Of the
theoretical and practical issues listed above, we have made the most progress in
the following areas:

1. Understanding the set of features needed in a policy language for trust ne-
gotiation [13,16], incorporating those features into proposed languages [9,14,
15,11], and developing policy evaluation algorithms that support distributed
collection of the credentials needed to satisfy a policy [10]. The needed lan-
guage features include a well-defined semantics, so two parties can agree on
what a policy means and whether a given set of credentials will satisfy it;
monotonicity; protection for sensitive information that can appear in poli-
cies; and support for policies that require submission of combinations of
credentials, constraints that relate multiple credentials to each other, chains
of credentials where the subject of one credential is the issuer of the next,
transitive closure, constraints on the values of fields of credentials, exter-
nal functions (e.g., time of day), local variables (i.e., references to my own
environment), explicit specification of authentication requirements, and del-
egation.

2. Understanding the range of possible strategies for establishing trust and
addressing issues related to autonomy in the choice of a trust negotiation
strategy and correct interoperation of the strategies chosen by two strangers
[17].

3. Investigation of basic architectural issues [1,2], and testbed implementations
of trust negotiation in a variety of communication protocols and scenarios
([6,7,8]).

The interested reader is invited to look at the publications cited above and
in the bibliography (or, more likely, their follow-on work) to see the directions
pursued and the results that have been obtained. I do not summarize the results
here, because they quickly become extremely technical.
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Abstract. Access control in distributed systems has been an area of intense re-
search in recent years. One promising approach has been that of trust management,
whereby authentication and authorization decisions are combined in a unified
framework for evaluating security policies and credentials. In this paper, we re-
port on our experience of the past seven years using the PolicyMaker and the
KeyNote trust management systems in a variety of projects. We start with a brief
overview of trust management in general, and KeyNote in particular; we describe
several applications of trust management; we then discuss various features we
found missing from our initial version of KeyNote, which would have been useful
in the various applications it was used. We conclude the paper with our plans for
future research.

1 Introduction

The problem of controlling access to protected data or services has been a central issue
in computer and network security since the early days of the computing. At a high
level of abstraction, access control systems mediate access to a protected resource by
only allowing authorized users to perform an operation on said resource. A traditional
“system-security approach” to the processing of a request for action treats the task as a
combination of authentication and authorization. The receiving system first determines
who the requester is, typically by using an authentication protocol through which the
requester digitally “signs” the request, and then queries an internal database to decide
whether the signer should be granted access to the resources needed to perform the
requested action. It has been argued that this is the wrong approach for today’s ever-
changing networked world [1,2]. In a large, heterogeneous, distributed system, there is
a huge set of people (and other entities) who may make requests, as well as a huge set
of requests that may be made. These sets change often and cannot be known in advance.
Even if the question “who signed this request?” could be answered reliably, it would not
help in deciding whether or not to take the requested action if the requester is someone
or something from whom the recipient is hearing for the first time.

The right question in a far-flung, rapidly changing network becomes “is the crypto-
graphic key that signed this request authorized to take this action?” Traditional name-key
� This work was partly supported by DARPA and the NSF under contracts F39502-99-1-0512-

MOD P0001 and CCR-TC-0208972 respectively.
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mappings and pre-computed access-control matrices are inadequate. The former because
they do not convey any access control information, and the latter because of the amount
of state required: given N users, M objects to which access needs to be restricted, and
K variables which need to be considered when making an access control decision, we
would need access control lists of minimum size N ×K associated with each object,
for a total of N ×M policy rules of total size N ×M × K. As the conditions under
which access is allowed or denied become more refined (and thus larger), these prod-
ucts increase. In typical systems, the number of users and objects (services) is large,
whereas the number of variables is small; however, the combinations of variables in
expressing access control policy can be arbitrarily large. Furthermore, these rules have
to be maintained, securely distributed, and stored across the entire network, with the
concomitant security risks. Thus, one needs a more flexible, more distributed approach
to authorization.

We give an overview of the trust management approach to authorization and access
control (Section 2). We describe the KeyNote [3] trust-management system (Section 3),
which has been used in a number of different projects, and give a brief description of
these in Section 4. Section 5 discusses future improvements to KeyNote, as are a result
of our experiences in building and using a trust management system for several years.

2 A Trust-Management Approach to Access Control

The trust-management approach, first introduced in [1], frames the question as follows:
“Does the set C of credentials prove that the request r complies with the local security
policy P ?” The difference with access control using traditional public-key certificates
is shown graphically in Figure 1.

Information found
"Traditional"
public-key
certificate

Name / Identity

External
lookup

Authorization

Authorization
Trust-Management
credential

Information found
on credential

on certificate

Fig. 1. The difference between access control using traditional public-key certificates and trust
management.

Each entity that receives requests must have a policy that serves as the ultimate
source of authority in the local environment. The entity’s policy may directly authorize
certain keys to take certain actions, but more typically it will delegate this responsibility
to credential issuers that it trusts to have the required domain expertise as well as rela-
tionships with potential requesters. The trust-management engine is a separate system
component that takes (r, C, P ) as input, decides whether compliance with the policy has



286 M. Blaze, J. Ioannidis, and A.D. Keromytis

Give response

Verifier Requester

Request, Key, Sig

KeyNote

Gather information
             local policy
             (remote credentials)Pass

information

Evaluate

Fig. 2. Interaction between an application and a trust-management system.

been proven, and may also output some additional information about how to proceed if
the required proof has not been achieved. Figure 2 shows an example of the interactions
between an application and a trust-management system.

An essential part of the trust-management approach is the use of a general-purpose,
application independent algorithm for checking proofs of compliance.Why is this a good
idea? The traditional approach that products or services have taken when they require
some form of proof that requested transactions comply with policies, is to use a special-
purpose algorithm or language implemented from scratch. Such algorithms/languages
could be made more expressive and tuned to the particular intricacies of the application.
Compared to this, the trust-management approach offers two main advantages. The
first is simply one of engineering: it is preferable (in terms of simplicity and code
reuse) to have a standard library or module, and a consistent API, which can be used
in a variety of different applications. The second, and perhaps most important gain is
in soundness and reliability of both the definition and the implementation of proof of
compliance. Developers who set out to implement a hopefully simple, special-purpose
compliance checker (in order to avoid what they think are the overly complicated syntax
and semantics of a universal meta-policy) discover that they have underestimated their
application’s need for proof and expressiveness. As they discover the full extent of their
requirements, they may ultimately wind up implementing a system that is as general and
expressive as the complicated one they set out to avoid. A general-purpose compliance
checker can be explained, formalized, proven correct, and implemented in a standard
package, and applications that use it can be assured that the answer returned for any
given input (r, C, P ) depends only on the input and not on any implicit policy decisions
(or bugs) in the design or implementation of the compliance checker.

At a high level of abstraction, trust-management systems have five components:

– A language for describing actions, which are operations with security consequences
that are to be controlled by the system.

– A mechanism for identifying principals, which are entities that can be authorized
to perform actions.

– A language for specifying application policies, which govern the actions that prin-
cipals are authorized to perform.

– A language for specifying credentials, which allow principals to delegate authoriza-
tion to other principals.
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– A compliance checker, which provides a service to applications for determining
how an action requested by principals should be handled, given a policy and a set
of credentials.

By design, trust management unifies the notions of security policy, credentials, access
control, and authorization. An application that uses a trust-management system can
simply ask the compliance checker whether a requested action should be allowed. Fur-
thermore, policies and credentials are written in standard languages that are shared by all
trust-managed applications; the security configuration mechanism for one application
carries exactly the same syntactic and semantic structure as that of another, even when
the semantics of the applications themselves are quite different.

2.1 PolicyMaker

PolicyMaker was the first example of a trust-management engine. That is, it was the
first tool for processing signed requests that embodied the trust-management principles
articulated in Section 2. It addressed the authorization problem directly, rather than
handling the problem indirectly via authentication and access control, and it provided
an application-independent definition of proof of compliance for matching requests,
credentials, and policies. PolicyMaker was introduced in the original trust-management
paper by Blaze et al. [1], and its compliance-checking algorithm was later fleshed out
in [4]. A full description of the system can be found in [1,4], and experience using it in
several applications is reported in [5,6,7].

PolicyMaker credentials and policies (collectively referred to as assertions) are fully
programmable: they are represented as pairs (f, s), where s is the source of authority,
and f is a program describing the nature of the authority being granted as well as the
party or parties to whom it is being granted. In a policy assertion, the source is always
the keyword POLICY. For the PolicyMaker engine to be able to make a decision about
a requested action, the input supplied to it by the calling application must contain one or
more policy assertions; these form the trust root, which is the ultimate source of authority
for the decision about this request, as shown in Figure 3. In a credential assertion, the
source of authority is the public key of the issuing entity. Credentials must be signed by
their issuers, and the signatures must be verified before the credentials can be used.
PolicyMaker assertions can be written in any programming language that can be “safely”
interpreted by a local environment that has to import credentials from diverse (and possi-
bly untrusted) issuing authorities. A version of AWK without file I/O operations and with
program execution time limits (to avoid denial of service attacks on the policy system)
was developed for early experimental work on PolicyMaker, because AWK’s pattern-
matching constructs are a convenient way to express authorizations. For a credential
assertion issued by a particular authority to be useful in a proof that a request complies
with a policy, the recipient of the request must have an interpreter for the language in
which the assertion is written (so that the program contained in the assertion can be
executed). Thus, it would be desirable for assertion writers ultimately to converge on a
small number of assertion languages so that receiving systems have to support only a
small number of interpreters and so that carefully crafted credentials can be widely used.
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Delegation to a (user’s) public key

Trusted assertions

Delegation of authority

Fig. 3. Delegation in PolicyMaker, starting from a set of trusted assertions. The dotted lines indicate
a delegation path from a trusted assertion (public key) to the user making a request. If all the
assertions along that path authorize the request, it will be granted.

However, the question of which languages these would be was left open by the Policy-
Maker project. A positive aspect of PolicyMaker’s not insisting on a particular assertion
language was that all the work that went into designing, analyzing, and implementing
the PolicyMaker compliance-checking algorithm would not have to be redone every
time the assertion language was changed or a new language was introduced. The proof
of compliance and assertion-language design problems are orthogonal in PolicyMaker
and can be worked on independently.

The main technical contribution of the PolicyMaker project was fully specifying and
analyzing the notion of proof of compliance. We give an overview of PolicyMaker’s
approach to compliance checking here; a complete treatment of the compliance checker
can be found in [4]. The PolicyMaker runtime system provides an environment in which
the policy and credential assertions fed to it by the calling application can cooperate to
try to produce a proof that the request complies with policy. Among the requirements
for this cooperation are a method of inter-assertion communication and a method for
determining that assertions have collectively succeeded or failed to produce a proof.

Inter-assertion communication in PolicyMaker is done via a simple, append-only data
structure on which all participating assertions record intermediate results. Specifically,
PolicyMaker initializes the proof process by creating a “blackboard” containing only the
request string r and the fact that no assertions have thus far approved the request or any-
thing else. Then PolicyMaker runs the various assertions, possibly multiple times each.
When assertion (fi, si) is run, it reads the contents of the blackboard and then adds to the
blackboard one or more acceptance records (i, si, Rij). Rij is an application-specific
action that source si approves, based on the partial proof that has been constructed thus
far.Rij may be the input request r, or it may be some related action that this application
uses for inter-assertion communication. Note that the meanings of the action strings
Rij are understood by the application-specific assertion programs fi, but they are not
understood by PolicyMaker. All PolicyMaker does is run the assertions and maintain
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the global blackboard, making sure that the assertions do not erase acceptance records
previously written by other assertions, fill up the entire blackboard so that no other as-
sertions can write, or exhibit any other non-cooperative behavior. PolicyMaker never
tries to interpret the action strings Rij .

A proof of compliance is achieved if, after PolicyMaker has finished running as-
sertions, the blackboard contains an acceptance record indicating that a policy assertion
approves the request r. Some of the nontrivial decisions PolicyMaker must make include
the order in which assertions should be run, the number of times each assertion should
be run, and when to discard a non-cooperative assertion.

Although the most general version of the compliance-checking problem allows as-
sertions to be arbitrary functions, the computationally tractable version that is analyzed
in [4] and implemented in PolicyMaker is guaranteed to be correct only when all as-
sertions are monotonic. (Basically, if a monotonic assertion approves action a when
given evidence set E, then it will also approve action a when given an evidence set that
contains E; see [4] for a formal definition. By evidence set we mean all the information
an assertion uses to reach a decision; this information is typically related to the request
r, but may contain additional information about the system’s status etc.) In particular,
correctness is guaranteed only for monotonic policy assertions, and this excludes certain
types of policies that could used in practice, most notably those that make explicit use of
“negative credentials” such as revocation lists.Although it is a limitation, the monotonic-
ity requirement has certain advantages. One of them is that, although the compliance
checker may not handle all potentially desirable policies, it is at least analyzable and
provably correct on a well-defined class of policies. Furthermore, the requirements of
many non-monotonic policies can often be achieved by monotonic policies. For example,
the effect of requiring that an entity not occur on a revocation list can also be achieved
by requiring that it present a “certificate of non-revocation”; the choice between these
two approaches involves trade-offs among the (system-wide) costs of the two kinds of
credentials and the benefits of a standard compliance checker with provable properties.
Finally, restriction to monotonic assertions encourages a conservative, prudent approach
to security: in order to perform an action, a user must present an adequate set of affirma-
tive credentials; no potentially dangerous action is allowed by default simply because
of the absence of negative credentials.

3 The KeyNote Trust-Management System

The design of KeyNote [3] followed the same principles as PolicyMaker, using cre-
dentials that directly authorize actions instead of dividing the authorization task into
authentication and access control. Two additional design goals for KeyNote were stan-
dardization and ease of integration into applications. KeyNote also requires that creden-
tials and policies be written in a specific assertion language, designed to work smoothly
with KeyNote’s compliance checker. By using a specific assertion language that is flex-
ible enough to handle the security policy needs of different applications, KeyNote goes
further than PolicyMaker toward facilitating efficiency, interoperability, and widespread
use of carefully written credentials and policies, at the cost of reduced expressibility and
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interaction between different policies, compared to PolicyMaker. A sample assertion is
shown in Figure 4, with keys and signatures artificially shortened for readability.

In KeyNote, the authority to perform trusted actions is associated with one or more
principals. A principal may be a physical entity, a process in an operating system, a
public key, or any other convenient abstraction. KeyNote principals are identified by
a string called a Principal Identifier. In some cases, a Principal Identifier will contain
a cryptographic key interpreted by the KeyNote system (e.g., for credential signature
verification). In that case, the principal can digitally sign assertions and distribute them
over untrusted networks for use by other KeyNote compliance checkers. These signed
assertions are also called credentials, and serve a role similar to that of traditional public
key certificates. Policies and credentials share the same syntax and are evaluated ac-
cording to the same semantics. A principal can therefore convert its policy assertions
into credentials simply by digitally signing them. In other cases, Principal Identifiers
may have a structure that is opaque to KeyNote. Principals perform two functions of
concern to KeyNote: they request actions and they issue assertions. Actions are any
trusted operations that an application places under KeyNote control. Assertions delegate
the authorization to perform actions to other principals.

A calling application passes to a KeyNote evaluator a list of credentials, policies,
requester principals, and an Action Attribute Set. This last element consists of a list of
attribute/value pairs, similar in some ways to the Unix shell environment. The action
attribute set is constructed by the calling application and contains all information deemed
relevant to the request and necessary for the trust decision. The action-environment
attributes and the assignment of their values must reflect the security requirements of
the application accurately. The semantics of the names and values are not interpreted by
KeyNote itself; they vary from application to application and must be agreed upon by
the writers of applications and the writers of the policies and credentials that will be used
by them. Identifying the attributes to be included in the action attribute set is perhaps
the most important task in integrating KeyNote into new applications. The result of the
evaluation is an application-defined string that is passed back to the application. This
policy compliance value returned from a KeyNote query advises the application how to
process the requested action. In the simplest case, the compliance value is boolean (e.g.,
“reject” or “approve”). Assertions can also be written to select from a range of possible
compliance values, when appropriate for the application (e.g., “no access”, “restricted
access”, “full access”). Applications can configure the relative ordering (from weakest
to strongest) of compliance values at query time.

As in PolicyMaker, policies and credentials (collectively called assertions) have the
same format. The only difference between policies and credentials is that a policy (that
is, an assertion with the keyword POLICY in the Authorizer field) is locally trusted
by the compliance-checker, and thus need not be signed. Assertions are structured so
that the Licensees field specifies explicitly the principal or principals to which authority
is delegated. Syntactically, the Licensees field is a formula in which the arguments are
public keys and the operations are conjunction, disjunction, and threshold.

The “programs” in KeyNote are encoded in the Conditions field and are essentially
tests on action attributes. These tests are string comparisons, numerical operations and
comparisons, and pattern-matching operations. We chose a simple language for KeyNote
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KeyNote-Version: 2
Authorizer: "rsa-hex:1023abcd"
Licensees: "dsa-hex:986512a1" || "rsa-hex:19abcd02"
Comment: Authorizer delegates read access to

either of the Licensees
Conditions: (file == "/etc/passwd" &&

access == "read") -> "true";
Signature: "sig-rsa-md5-hex:f00f5673"

Fig. 4. Sample KeyNote assertion authorizing either of the two keys appearing in the Licensees
field to read the file “/etc/passwd”.

assertions for lightweight operation (compared to AWK, used by PolicyMaker), safety,
and readability. As we shall see in Section 4, the simplicity of the language has not
unduly impacted its usefulness in a variety of different applications, although there are
several improvements we intend to make in a future release, as we discuss in Section 5.

In PolicyMaker, compliance proofs are constructed via repeated evaluation of as-
sertions, along with an arbitrated “blackboard” for storage of intermediate results and
inter-assertion communication. In contrast, KeyNote uses an algorithm that attempts (re-
cursively) to satisfy at least one policy assertion. Referring again to Figure 3, KeyNote
treats keys as vertices in the graph, with (directed) edges representing assertions delegat-
ing authority. In the prototype implementation, we used a Depth First Search algorithm,
starting from the set of trusted (“POLICY”) assertions and trying to construct a path to
the key of the user making the request. An edge between two vertices in the graph exists
only if (a) there exists an assertion where the Authorizer and the Licensees are the keys
corresponding to the two vertices, and (b) the predicate encoded in the Conditions field
of that KeyNote assertion authorizes the request.

Thus, satisfying an assertion entails satisfying both the Conditions field and the Li-
censees key expression. Note that there is no explicit inter-assertion communication
as in PolicyMaker; the acceptance records returned by program evaluation are used
internally by the KeyNote evaluator and are never seen directly by other assertions. Be-
cause KeyNote’s evaluation model is a subset of PolicyMaker’s, the latter’s compliance-
checking guarantees are applicable to KeyNote. Whether the more restrictive nature of
KeyNote allows for stronger guarantees to be made is an open research question.

Ultimately, for a request to be approved, an assertion graph must be constructed
between one or more policy assertions and one or more keys that signed the request.
Because of the evaluation model [3], an assertion located somewhere in a delegation
graph can effectively only refine (or pass on) the authorizations conferred on it by the
previous assertions in the graph. (This principle also holds for PolicyMaker.)

It should be noted that PolicyMaker’s restrictions regarding “negative credentials”
also apply to KeyNote. Certificate revocation lists (CRLs) are not built into the KeyNote
(or the PolicyMaker) system; these can be provided at a higher (or lower) level, perhaps
even transparently to KeyNote. The problem of credential discovery is also not explicitly
addressed in KeyNote, but we discuss possible solutions in Section 5.
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Finally, note that KeyNote, like other trust-management engines, does not directly
enforce policy; it only provides “advice” to the applications that call it. KeyNote as-
sumes that the application itself is trusted and that the policy assertions are correct.
Nothing prevents an application from submitting misleading assertions to KeyNote or
from ignoring KeyNote altogether.

4 Applications of KeyNote

In this section we briefly describe the use of KeyNote is systems we and others have
built. Although the ability to use KeyNote in such a wide range of applications validates
its generality, we discovered several shortcomings to the system that we intend to fix in
the next version. We discuss these future directions in the next section.

Network-layer Access Control. One of the first applications of KeyNote was providing
access control services for the IPsec [8] architecture. The IPsec protocol suite, which
provides network-layer security for the Internet, has been standardized in the IETF
and is beginning to make its way into commercial implementations of desktop, server,
and router operating systems. IPsec does not itself address the problem of managing
the policies governing the handling of traffic entering or leaving a node running the
protocol. By itself, the IPsec protocol can protect packets from external tampering and
eavesdropping, but does nothing to control which nodes are authorized for particular
kinds of sessions or for exchanging particular kinds of traffic. In many configurations,
especially when network-layer security is used to build firewalls and virtual private
networks, such policies may necessarily be quite complex.

In [9,10] we introduced a new policy management architecture for IPsec. A compli-
ance check was added to the IPsec architecture that tests packet filters proposed when
new security associations are created for conformance with the local security policy,
based on credentials presented by the peer node. Security policies and credentials can
be quite sophisticated (and specified in KeyNote), while still allowing very efficient
packet-filtering for the actual IPsec traffic. The resulting implementation [11] has been
in use in the OpenBSD [12] operating system for several years.

Distributed Firewalls. Conventional firewalls rely on topology restrictions and con-
trolled network entry points to enforce traffic filtering. The fundamental limitation of
the firewall approach to network security is that a firewall cannot filter traffic it does not
see; by implication, everyone on the protected side has to be considered trusted. While
this model has worked well for small to medium size networks, networking trends such
as increased connectivity, higher line speeds, extranets, and telecommuting threaten to
make it obsolete. To address the shortcomings of traditional firewalls, the concept of
a distributed firewall has been proposed [13]. In this scheme, security policy is still
centrally defined, but enforcement is left up to the individual endpoints. Credentials dis-
tributed to every node express parts of the overall network policy. The use of KeyNote
for access control at the network layer enabled us to develop a prototype distributed fire-
wall [14]. Under certain circumstances, our prototype exhibited better performance than
the traditional-firewall approach, as well as handle the increasing protocol complexity
and the use of end-to-end encryption.
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This functionality has been used in other projects where dynamic access control was
necessary. In [15], the ability to effectively control a large number of firewalls, any of
which can be contacted by any of a large number of potentially users was allowed to
build a distributed denial of service (DDoS) resistant architecture for allowing authorized
users to contact sites that are under attack.

The STRONGMAN Architecture. The distributed firewall concept was later general-
ized in the STRONGMAN architecture, which allowed coordinated and decentralized
management of a large number of nodes and services throughout the network stack [16,
17]. STRONGMAN offers three new approaches to scalability, applying the principle
of local policy enforcement complying with global security policies. First is the use
of a compliance checker to provide great local autonomy within the constraints of a
global security policy. Second is a mechanism to compose policy rules into a coherent
enforceable set, e.g., at the boundaries of two locally autonomous application domains.
Third is the lazy instantiation of policies to reduce the amount of state that enforcement
points need to maintain. STRONGMAN is capable of managing such diverse resources
and protocols as firewalls, web access control (discussed later), filesystem accesses, and
process sandboxing. Work on STRONGMAN is continuing, focusing on the ease of
management and correctness components of the system.

Web Access Control. Another use of KeyNote has been in web access control, where
it is used to mediate requests for pages or access to CGI scripts. To that end, we built
a module for the Apache web server, mod keynote, which performs the compliance
checking functions on a per-request basis. This module has also been distributed with
the OpenBSD operating system for several years, and the functionality has been folded
into the STRONGMAN architecture.

Micropayments: Microchecks and Fileteller. One of the more esoteric uses of
KeyNote has been as a micropayment scheme that requires neither online transactions
nor trusted hardware for either the payer or payee. Each payer is periodically issued
certified credentials that encode the type of transactions and circumstances under which
payment can be guaranteed. A risk management strategy, taking into account the payer’s
history, and other factors, can be used to generate these credentials in a way that limits
the aggregated risk of uncollectible or fraudulent transactions to an acceptable level.
[18] showed a practical architecture for such a system that used KeyNote to encode
the credentials and policies, and described a prototype implementation of the system in
which vending machine purchases were made using off-the-shelf consumer PDAs.

[19] uses this micropayment architecture to build a credential-based network file
storage system with provisions for paying for file storage and getting paid when others
access files. Users get access to arbitrary amounts of storage anywhere in the network,
and use a micropayments system to pay for both the initial creation of the file and any
subsequent accesses. Wide-scale information sharing requires that a number of issues
be addressed; these include distributed access, access control, payment, accounting, and
delegation (so that information owners may allow others to access their stored content).
Utilizing the same mechanism for both access control and payment results in an elegant
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and scalable architecture. Ongoing work in this area is examining distributed peer-to-peer
filesystems and pay-per-use access to 802.11 networks [20].

Active Networking. Finally, STRONGMAN has been used in the context of active
networks [21] to provide access control services to programmable elements [22,23,24].
An active network is a network infrastructure that is programmable on a per-user or
even per-packet basis. Increasing the flexibility of such network infrastructures invites
new security risks. Coping with these security risks represents the most fundamental
contribution of active network research. The security concerns can be divided into those
which affect the network as a whole and those which affect individual elements. It is clear
that the element problems must be solved first, as the integrity of network-level solutions
will be based on trust of the network elements. In the SANE architecture, KeyNote was
used to limit the privileges of network users and their mobile code, by specifying the
operations such code was allowed to perform on any particular active node. KeyNote
was used in a similar manner in the FLAME architecture [25,26,27], and to provide an
economy for resources in an active network [28].

Grid Computing. KeyNote is used to manage the authorization relationships in the
Secure WebCom Metacomputer [29,30]. WebCom [31] is a client/server based system
that may be used to schedule mobile application components for execution across a net-
work. In Secure WebCom, KeyNote credentials are used to determine the authorization
of x509-authenticated SSL connections between WebCom masters and clients. Client
credentials are used by WebCom masters to determine what operations the client is au-
thorized to execute; WebCom master credentials are used by clients to determine if the
master has the authorization to schedule the (trusted) mobile computation that the client
is about to execute.

Transferable Micropayments. WebCom is a network of systems that work together
to solve large problems. Systems that provide access to their resources can be paid
using hash-chain based micropayments [32]. KeyNote credentials are used to codify
hash-chain micropayment contracts; determining whether a particular micropayment
should be accepted amounts to a KeyNote compliance check that the micropayment
is authorized. This scheme is generalized in [33] to support the efficient transfer of
micropayment contracts whereby a transfer amounts to delegation of authorization for
the contract. Characterizing a payment scheme as a trust management problem means that
trust policies that are based on both monetary and conventional authorization concerns
can be formulated.

Case-based Reasoning Systems. It is considered in [34] how similarity techniques that
are used by case-based reasoning systems might be adapted to support degrees of im-
precision when delegating authority based on KeyNote credentials. A key is considered
authorized for some action if it authorized for another similar action, within some de-
gree of similarity. [34] demonstrates how to codify similarity measures within KeyNote
credentials such that a test for authorization amounts to a compliance check.
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5 Future Directions

We now discuss the various improvements we plan on making to the next version of
KeyNote, based on our experiences with several applications as well as comments from
the user community. These improvements include changes to the language and assertion
format as well as enhancements to our distribution implementation. We focus on changes
that will allow us to use KeyNote in new contexts and classes of applications.

Bit Operations. A regrettable omission that became almost immediately obvious was
KeyNote’s lack of support for bit-level operations (bit-wise AND, OR, XOR, NOT,
etc.). Lack of bit operations made it especially awkward to apply KeyNote to network-
layer access control, as discussed in Section 4. In this application, we needed to test IP
addresses against network subnets (e.g., “does the address 128.59.19.32 belong to the
128.59.23.255/21 subnet ?”). In pseudo-code, this comparison would be expressed as
“128.59.19.32 & 255.255.248.0 = = 128.59.23.255 & 255.255.248.0”. Since KeyNote
does not support bit-wise operations, we had to resort to tricks such as the string-wise
comparisons “128.59.19.32 >= 128.59.16.0 && 128.59.19.32 <= 128.59.23.255”.
This is both visually unappealing and non-intuitive; IPv6, with its longer addresses, will
only exacerbate this problem. These comparisons can be performed more concisely
by breaking up the address into individual octets and performing numerical opera-
tions/comparisons, but the end-result is even less comprehensible to a human reader.
We intend to extend KeyNote to natively support bit-wise operations, similar to string
and numeric operations.

Sets and Arrays. By modern programming language standards, KeyNote does not
seem to support an especially rich collection of data types or data structures. This was
a deliberate design decision, of course, in line with our minimalist philosophy, but,
as with the lack of bit operations, experience has suggested some obvious potential
enhancements. In particular, in access control systems and other security schemes, it is
often natural to reason about sets, arrays, and lists. In the current KeyNote system, such
operations must be simulated with simple strings and regular expression operations,
but this often leads to rather opaque (and inefficient) constructions. A future version
of the language may benefit from a richer collection of set data structures, along with
operations for testing membership, etc.

Function Calls. Currently, the action environment must be populated by the invoking
application prior to performing the compliance check. In the prototype, it is possible
to populate the action environment on-demand (i.e., as each action attribute is accessed
by an assertion). However, it is not possible to use parameterized action attributes, i.e.,
populate an action attribute based on the content of some other variable or a parameter
contained in the assertion itself. For example, consider a policy that allows any user
access to a file as long as there is a particular entry for that user in a system database.
In principle, the action environment could be populated with the complete database —
however, the assertion writer would have to know a priori the names of all users (if
they are used as the lookup key in the database), and these names would then be used
as action attributes (containing that user’s information), in order to access them from
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inside an assertion. This will result in considerable initialization costs as well as semantic
confusion (since new variable will have to appear in the action environment)t as new
users are added. To solve this problem, we intend to add application-specific function
calls. These will take as argument a string, and return a string.

Naming and Scoping. One of the earliest architectural goals of KeyNote (and, indeed,
of the original PolicyMaker system) was to minimize the distinction between a local
“policy” and a remote “credential.” In our philosophy, the only difference between a
policy and a credential is that the latter is signed; a corollary of this should be that one
can convert a local policy into a remotely-distributable and usable credential simply by
signing it. In practice, however, this is only true for the simplest of policies. Policies
might refer to principal identifies in assertions that are meaningful only locally and that
are not expected to be visible outside the context of the policy itself.

To make it truly possible to treat a policy as a single construct that can be signed
and used remotely, KeyNote would need a scope system that would allow an entire
group of assertions to share a single, private principal naming context and be signed and
exported as a group. “Internal” principal names would not be visible outside their scope.
This should be a straightforward change to the language, entailing the introduction of
syntactic scope grouping operation and the obvious semantics for resolving names.

Exception Handling. The algorithm currently used for determining the acceptance
record of an assertion uses the highest value returned from all the clauses in the Condi-
tions field. For example, the following pair of clauses will return “true” if the AES or
3DES is used as the encryption algorithm, regardless of the authentication algorithm.

Conditions:
app_domain == "IPsec policy" -> {
encryption_algorithm == "AES" ||

encryption_algorithm == "3DES" -> "true";
authentication_algorithm == "SHA1" -> "false";
}

This approach has made rule specification very easy and flexible. One disadvantage,
however, has been the difficulty of concisely disallowing one particular request from
among a large set of acceptable requests. To address this, we intend to extend the KeyNote
language to contain an “except” construct that can be used to wrap classes of clauses.
Once all the classes in the wrapped class have been evaluated, another set of clauses
associated with the construct are evaluated to handle any exceptions. If any of these
clauses match, the acceptance record of the wrapped class is modified accordingly.
Syntactically, the construct might look like:

Conditions:
app_domain == "IPsec policy" && {
encryption_algorithm == "3DES" ||

encryption_algorithm == "AES" -> "true";
} except {

authentication_algorithm == "none" -> "false";
}
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Credential Attributes. It is sometimes useful in the process of evaluating a KeyNote
assertion to change the action attribute set that subsequent assertions will see. For ex-
ample, if a KeyNote assertion would evaluate to true if a particular set of conditions is
met, it may want to communicate this fact to subsequent assertions by adding an action
attribute to the action attribute set that they will see. This tries to recapture some of
PolicyMaker’s blackboard functionality.

Syntactically, such a feature would be implemented as a new KeyNote field, the
Attributes: field. The syntax is similar to the Local-Constants: field; just a list
of name/value pairs. However, unlike the local-constants field which causes just lexical
substitution in the current credential, the Attributes field affects the action attributes set
of all subsequent evaluations.

MultipleAssertion Representations. Some environments, e.g., theWWW DAV system
[35], use specific languages and representation medium in all aspects of the system (in
the case of DAV, XML is used). When using KeyNote in such environments, it would
be useful to have alternate, semantically equivalent representations for assertions. Our
work in web access control (Section 4) has prompted us to investigate an XML schema
for KeyNote assertions. One challenge is the integration of assertions, represented in
different formats, in the same compliance check, e.g., using policies in the currently-
used format and credentials in an XML-based encoding.

Revocation. Perhaps the most common request for a new feature is support for some
form of revocation. As we discussed in Section 2, KeyNote (and monotonic trust-
management systems in general) do not support the notion of “negative credentials”,
as these make it difficult to reason about the correctness of the system and the evaluation
logic. Revocation can be built independent of the compliance checker, at a different level.
However, this makes use of KeyNote less natural for applications that have an explicit
notion of revocation; such applications must parse KeyNote credentials and perform
the necessary revocation checks in the application code instead of leaving it to the trust
management engine. The KeyNote language itself natively supports only time-based re-
vocation (i.e., credential expiration), by encoding the appropriate rules in the Conditions
field of an assertion, e.g., the following expression:

Authorizer: SOME_KEY
Licensees: SOME_OTHER_KEY
Conditions: app_domain == "IPsec" &&
(encryption == "3DES" || encryption == "AES") &&
current_time <= "20031215052500" -> "true";

Signature: ...

would cause the credential to return “false” after 5:25am, December 15, 2003.
Revocation is a difficult problem in general, and is especially so for monotonic trust

management. One possible approach for a future version of KeyNote is to treat revocation
as another principal in the Licensees field. To encode an revocation rule under a particular
scheme, e.g., the OCSP protocol, we would simply use a conjunctive expression in the
Licensees field:
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Authorizer: SOME_KEY
Licensees: SOME_OTHER_KEY &&
"OCSP:revocation.cs.columbia.edu:3232:REVOCATION_KEY"
Conditions: app_domain == "IPsec" &&

(encryption == "3DES" || encryption == "AES") &&
current_time <= "20031215052500" -> "true";

Signature: ...

In this example, the assertion would allow a request to proceed if the conditions were
fulfilled (the encryption algorithm was 3DES or AES), it had not expired, and the OCSP
revocation server found at revocation.cs.columbia.edu, port 3232, did not indicate to us
that the credential had been marked as invalid. The REVOCATION KEY can be used to
protect the communication between the compliance checker and the revocation server.
Other revocation schemes such as Certificate Revocation Lists (CRLs), Delta-CRLs,
refresher certificates, etc. can be used in the same manner.

Bytecode Interpreter. The KeyNote prototype was built using the lex and yacc tools to
parse the assertion format.As a result, the prototype contains a lot of code that depends on
the standardC library, for doing string operations and memory allocation. Furthermore,
because these tools are meant to support a large class of grammars, the generated parsers
are fairly general and, consequently, more inefficient than a hand-crafted parser would be.
While these constrains are not particularly restrictive, they make it practically impossible
to use KeyNote inside an operating system kernel. To allow for easy integration of
KeyNote inside an operating system kernel (or resource-limited embedded devices), we
intend to create a bytecode interpreter.A front-end compiler will parse the credentials and
convert them from the respective format (e.g., the current format, or an XML-based one)
to a bytecode program that can be uploaded to the kernel-resident compliance checker. In
this manner, it will be similar to the BPF packet-filtering system [36]. Another advantage
of this approach is the ability to use credentials of different formats in the context of
the same policy evaluation. We are currently investigating the appropriate bytecode
instruction format and semantics to use. Note that this improvement need not entail
changes to the KeyNote language per se.

Debugging Tools. Since we released KeyNote, we frequently receive requests for help
in debugging some problem with KeyNote. In practically all cases, the users are not
setting the correct values in the action environment (that is, values corresponding to
what their policies check for). Similar problems arise from typos or using the wrong key
as an Authorizer or Licensee in a credential. A good interactive debugging tool (e.g.,
a GUI-based trial-and-error system) would save both KeyNote users and implementors
considerable time and frustration, and, again, need not entail changes to the language.

6 Concluding Remarks

We reported our experience using the KeyNote trust-management system, on satisfying
the needs of authorization and access control for a number of different applications. As
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a result, we have determined a set of features and improvements that we intend to inte-
grate into a future version of KeyNote. Despite these omissions from the initial release,
KeyNote has proven remarkably flexible and useful in a variety of contexts. We believe
that we have thus validated our original hypothesis from 5 years ago, that a simple trust-
management system can address the needs of most applications that have authorization
and access control requirements. Our future work will focus on solving specific prob-
lems, easing the use of KeyNote in new environments, and exploring new directions for
trust management, without diverting from our goal of simplicity and compactness.

Acknowledgments. We would like to thank Simon Foley for contributing some of the
text in Section 4.
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Abstract. We describe Fidelis, a policy-driven trust management
framework, designed for highly decentralized distributed applications,
with many interoperating, collaborative but potentially distrusting prin-
cipals. To address the trust management needs for such applications,
Fidelis is designed to support the principle of separation of policies and
credentials, and the notion of full domain autonomy. Based on these,
credentials are considered simply as static data structures, much like
membership cards in real life. Policies, which are autonomously speci-
fied, administered and managed, interpret and provide the semantics for
these credentials. In this paper, we describe the Fidelis policy framework
which serves as the abstract, conceptual foundation. We also describe a
specific implementation of the policy framework, in the form of the Fi-
delis policy language. Both the syntax and the semantics of the language
are described. A discussion is given to show that the Fidelis approach is
attractive for many applications.

1 Introduction

In recent years, we have witnessed the evolutionary development of a new breed
of distributed applications that are highly decentralized, of Internet-grade scal-
ability, and locally autonomous. Most importantly, they often require to work
collaboratively, with either previously known or unknown parties. These charac-
teristics prompt an ongoing research on new techniques for addressing the new
authorization needs.

One approach is based on the notion of delegation of authorization. The origin
of this notion can be traced back to distributed capability systems [1,2]. How-
ever, it has recently been more widely studied in the work on trust management
systems, e.g. PolicyMaker [3], KeyNote [4], RT [5] and SDSI/SPKI1 [6,7]. The
underlying idea is to distribute authorities and security policies through delega-
tion. Delegation is expressed by means of credentials, and a chain of credentials
represents a delegated authorization from the issuer of the first credential to the
subject of the last credential. A credential chain is effectively treated a capability.
1 Also known as key-oriented access control for that they build upon public key cryp-

tography.
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While delegation of authorization encourages decentralization, it does not
fully address the open nature of decentralized environment with highly au-
tonomous but collaborative domains. For example, consider a joint air miles
scheme: several airlines form a coalition to enable earnings of air miles across all
partner airlines. Each airline would have already had its own air miles scheme.
The coalition requires all partners to recognize each other’s members. Ideally,
an airline would only need to recognize valid membership cards from partner
airlines. Nevertheless, delegation of authorization cannot express such policies
directly; instead, each airline would need to delegate the “earn air miles” autho-
rization to every other partner airlines’ keys. Each airline would then in turn
delegate all these authorizations to its members. When a customer buys a ticket
from an airline, he/she would then be authorized to earn air miles on the ac-
count. Such approach has a serious weakness that the airline who delegates the
authorization would rely on others to make sane and honest use of their keys.
Additionally, the administrative cost of this style of delegation is exponential.
For example, if a new airline joins the scheme, every member must produce a
new delegation. The main reason behind these weaknesses is due to the artificial
use of delegation of authorization to model the policies.

This paper introduces a policy-driven trust management framework, Fidelis.
Its development originates from our prior work on OASIS (Open Architecture
for Secure, Interworking Services) [8,9,10], which is a role-based architecture
for distributed authorization management. The design of the Fidelis framework
focuses on two principles, aiming at supporting large-scale, decentralized and
collaborative applications:

– separation of policies and credentials.
– full support for domain autonomy.

Unlike most other trust management systems where the notions of policy and
credential are somewhat orthogonal, the design of Fidelis advocates a different
approach. Credentials are simply assertions that have no processing semantics.
Policies interpret credentials with locally-defined semantics. They are specified
independently and separately from the principal which specifies and issues cre-
dentials. Policies are considered purely “local”, i.e. only meaningful to the prin-
cipal who specifies and manages them. This property of policies forms the basis
of domain autonomy in Fidelis.

The work on Fidelis [11] consists of the policy framework, the design and
implementation for web services, and several demonstration applications. In this
paper, however, we will focus on the policy framework. The paper is organized
as follows. In the next section, concepts of the Fidelis policy framework are
described. Built on these concepts, Sect. 3 describes Fidelis Policy Language
(FPL) – a language for expressing distributed authorization and trust-based
policies. Both the syntax and the semantics will be presented. We then provide
a qualitative discussion of the policy framework in Sect. 4. In Sect. 5, we relate
and compare this work with other notable work. A description of the current
status and pointers for future work will be provided in Sect. 6.



Fidelis: A Policy-Driven Trust Management Framework 303

2 Fidelis Policy Framework

This section describes the key concepts in the Fidelis policy framework.

2.1 Principals

A principal in the Fidelis framework represents a uniquely identifiable unit of
individuals or processes. Principals in Fidelis are public keys, i.e. a principal must
control (i.e. speak for) its public key pair. There exists three types of principal:
simple, group and threshold principals. A simple principal is a plain individual;
the latter two are called composite principals, which consist of one or more
simple principals, and are considered as a logical unit by the policy framework. A
group principal represents a conjunction of simple principals, whereas a threshold
principal is a group principal with a threshold value. Threshold principals enable
the specification of threshold schemes. An example is given in Sect. 3.3. In this
paper, we use A, B, and C to denote principals.

2.2 Trust Statements

The main building block of the policy framework is the notion of trust state-
ments. Trust in Fidelis is defined as a set of assertions that a principal held
with regard to another principal. A trust statement declares a set of assertions,
defining semantics to each assertion. It may be instantiated to create trust in-
stances. Trust instances in Fidelis equate to assertion credentials in other trust
management systems.

A trust instance has four parts: the truster, the subject, the validity condition
and a set of values. The truster is the issuer of the trust instance; the subject is
the principal to who the trust instance is issued. The assertions may be viewed
as a set of name-value pairs. However, since the names are declared in the cor-
responding trust statement, only values are required to represent assertions in
trust instances.

A validity condition specifies the condition under which a trust instance is
valid. A variety of mechanisms [12,13,14,15,8] may be employed for this purpose.
The framework requires the adherence to the determinism principle, whereby
the validity of a trust instance cannot be negated once it is guaranteed. A con-
sequence of this is that the processing behaviour will be deterministic, with no
“sudden surprises”.

In the framework, every principal may issue trust instances. There is no
distinction between “servers” and “clients”. A trust instance is signed with the
private key of its truster. The authenticity of a trust instance can therefore be
verified by checking the signature with the truster’s principal identifier (i.e. a
public key).

2.3 Trust Networks and Trust Conveyance

A majority of the current work on trust management systems are based on the
notion of delegation of authorization as described in Sect. 1. Fidelis framework
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Fig. 1. A trust network

attempts to model a more general notion – the notion of trust networks. Tech-
nically, a trust network is a collection of trust instances. More formally, a trust
network, T , is a labelled, directed graph. Suppose the basic components in the
framework are:

– U: the set of all principals.
– I: the set of all trust instances.

A trust network can then be defined as:

T = (V,E)

where V ⊆ U is the set of vertices and E ⊆ U ×U × I is the set of edges. An
edge (A,B, I1) ∈ E, written as A I1→ B, represents a trust instance I1, issued by
principal A (truster) for principal B (subject). Figure 1 shows an illustration of
a trust network.

Construction of a trust network is primarily through trust conveyance. Trust
conveyance is to model the act of knowledge-passing, which is very often found,
either explicitly or implicitly, in daily life. For example, word-of-mouth is a form
of knowledge-passing, and so is advertisement and/or recommendation. Trust
is said to be conveyed if one principal passes a trust instance to another. The
former principal is called the conveyance source or the source and the latter is
called the conveyance target or the target. The source is not required to be the
truster of the trust instance being conveyed. Similarly, the target need not be
the subject of the trust instance it is receiving. Figure 2 illustrates an instance
of conveyance, in the context of public key certification. A public key certificate
is a form of trust instances: the truster, in this case Bob, asserts that the key
of the subject is given in the assertion. Another principal, Cindy, may somehow
obtain this trust instance and decide to propagate it to David, the conveyance
target.

While the act of trust conveyance expands one’s trust network, it does not
introduce nor destroy trust globally – considering a global trust network consist-
ing of all principals and trust instances, acts of trust conveyance will not alter
the trust network.
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Regarding: Alice

Signed by: Bob

Assertion

Subject

Truster

Trust statement

David Cindy

(Target) (Source)

This hereby certifies that the
public key of the statement subject
is 0xa35d9e9b...

Fig. 2. Conveying trust

The concept of trust networks forms the foundation of the Fidelis policy
framework. In essence, policies define “patterns” which are searched in a trust
network during policy computation. More discussion is given in Sect. 2.5.

2.4 Actions

An action is an application operation, which may be subject to the outcome
of policy computation. There are two modes for actions. An action can be ei-
ther authorization or obligation. An authorization means that the action may
be performed if the policy computation grants it; an obligation means that the
action must be performed if the policy computation demands it. Action is rep-
resented as a set of name-value pairs. The interpretation however is application-
dependent. An action may directly correspond to an access mode (e.g. read,
write for a file system) in an operating system; it may also be a high-level task,
such as withdraw_money in an ATM machine, which consists of several low-level
operations.

2.5 Policies

Policies in the framework are sets of rules. There are two types of policy: trust
policies govern the issuance of trust instances, and action policies determines the
invocation of actions. Policies are local properties and hence may be expressed
using any local mechanism. The framework however defines a policy evaluation
model based on trust networks in Sect. 2.3. In the model, a policy is considered
as a predicate for trust networks. A policy P is satisfied by a trust network T ,
written as,

T � P
if and only if P yields true on input of T as a parameter. Any computation may
be encapsulated in P . In Sect. 3, we describe the Fidelis policy language (FPL),
which considers P as a pattern filter and returns true if at least one pattern is
found in a given trust network.

The framework assumes that every principal can specify, manage and amend
its own policies in an autonomous fashion. There exists no formal structures
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between principals globally. Effectively, the system consists of a flat space of
principals who may freely interact with one another. Some local structures may
however exist to increase administrative convenience. For example, a university
may impose a local hierarchy of faculties, departments, laboratories and other
units – each of which under its own administration, with a central University
authority overseeing their operations.

3 Fidelis Policy Language

The Fidelis policy framework is intentionally abstract, omitting details such as
policy specification. This section describes the Fidelis policy language (FPL),
which provides a concrete instantiation of the framework. The syntax of the
language is first described, and followed by the description of its semantics.

3.1 Principal

There are three types of principals: simple, group and threshold principals, as
described in Sect. 2.1. For a simple principal, it is written as a literal public key,
as follows:

rsa-1024: 30fa890281faba01dac25a935af9...

The string left to the colon identifies the public key cryptosystem, in this
case, 1024-bit RSA; the string after the colon gives the actual public key in
hexadecimal. A group principal may be specified either as a literal list of public
keys separated by commas or as a variable. When given as a variable, the variable
will be bound to a set of public keys during execution – useful when the group is
dynamically constructed, e.g. from a database query. An example group principal
is shown below:

{ rsa-512: e8cf79116c538d3b0694c1af5d6ad6ec,
dsa-1024: d75684c66242815a23d2c4dad4b3bdbb,
rsa-512: 30165913753649c30bc4f9b6fc06d04f }

A threshold principal is written as a group principal with a threshold value,
using the keyword -of. The threshold value is either an integer or a variable
whose value will be dynamically bound. An example threshold principal, requir-
ing at least two principals from the group would be:

2-of {rsa-512: 023296de..., rsa-512: ca91f513...,
rsa-512: f6994a9b..., }

The language provides keywords for special principals, self and any-key.
The keyword self refers to the public key of the policy owner, which can be
bound at deployment time. The keyword any-key is provided as a wildcard for
public keys. It is intended for policies that need not consider a specific truster
or subject, e.g. any principal certified by the local authentication server may log
onto the workstations.
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3.2 Representation of Trust Statements and Actions

In FPL, both trust statements and actions are represented as typed predicates.
For example, suppose C defines the credit_rating statement. A trust instance
of credit_rating issued by A to B would be:

C.credit_rating("companyA", 4): A -> B

Trust statements and actions must be declared prior to use in policies. The
declaration of the credit_rating statement may be:

statement credit_rating (string company, int rating)

The name is scoped locally within a principal. Global uniqueness is unnec-
essary, and SDSI/SPKI-style linked names [6,7] may be constructed when refer-
encing trust statements or actions defined by other principals. For the purpose
of this paper, a simple type system is used, consisting of primitive types: int,
float, string, principal identifiers (pubkey) and principal groups (group).

3.3 Trust Policies

A trust policy specifies conditions and rules for constructing new trust instances.
A trust policy in FPL has the following structure:

[ 〈trust statement〉, ... ] (1)
[ without 〈trust statement〉, ... ] (2)
asserts 〈trust statement〉 (3)
[ where 〈expression〉 ] [ set 〈expression〉 ]
[ grants 〈action〉 , ... ] [ valid 〈validity expression〉 ]

The heart of a trust policy is the asserts clause (3), which defines the goal
of the trust policy. When a trust policy is evaluated against a trust network, the
basic conditions for the goal are that:

– all the specified trust statements in (1) are present in the trust network, and
are valid ;

– none of the specified trust statements in the without clause (2) is present
in the trust network;

The matching of trust statements follows a parameter binding rule similar
to Prolog-style unification. Suppose the following trust statements are given as
conditions in (1) for a trust policy:

A.t1(p1, p2): A->p, A.t2(p2, p3): A->p, ...
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Suppose the trust network, TN, is given to evaluate the policy,

TN = { A.t1(10, 20):A->B,
A.t1(10, 30):A->B,
A.t2(20, 30):A->B }

then trust instances A.t1(10, 20):A->B and A.t2(20, 30):A->B would satisfy
the conditions, as the values bound to p2 and p (i.e. 20 and B) would be consistent
across all trust instances. A.t1(10, 30):A->B and A.t2(20, 30):A->B will not
satisfy due to the disagreement of the binding for p2.

The expression in the where clause provides an instrument for constraining
parameters in trust statements. For example, one may add the following clause
to the example above to constrain the value of p1:

where p1 > 5 && p1 < 15

The set clause is intended for creating contextual variables. Contextual vari-
ables are created during the evaluation and are scoped to that particular evalu-
ation run. For example, given the following clause:

set q1 = p1 * 1.15;

the variable q1 will be created with a value computed at evaluation time. It
may then be used, for example, in the trust statement in the asserts clause to
initialize parameters for new trust instances.

The other two clauses, grants and valid, are for implementing capability-
style trust instances and specifying the validity mechanism for new trust in-
stances respectively, and will be discussed more fully later.

Example 1: Recommendation. The Hong Kong Jockey Club has a membership
rule whereby a candidate member must be endorsed by two voting members. A
voting member has the right to propose and second for membership and there
are currently around 200 voting members in the club.

One approach to represent this policy would be modelling both roles and
endorsements as trust statements. We identify two roles, club member and voting
member, and trust statements may be declared as:

statement as_member(), as_voting_member();
statement endorsement();

With this design, the Jockey Club issues an instance of as_member() for
every member, and additionally as_voting_member() for every voting mem-
ber. Furthermore, the act of endorsement is embodied as the issuance of the
endorsement() trust statements. With the definition of these trust statements,
the membership policy could then be written as:
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I =4
endorsement()

(a) Initial network

self

I =3
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AI1= as_voting_member()

C

D

I =5
endorsement()

I =4
endorsement()

I =6
as_member()

(b) Resultant network

Fig. 3. Example: Hong Kong Jockey Club

endorsement(): 2-of { voters } -> p
as_voting_member(): self -> voters,
asserts as_member(): self -> p

In essence, this policy defines the rule of granting instances of as_member().
To satisfy this policy, two conditions that must be met when provided with a
trust network:

1. endorsement(): 2-of { voters } -> p, which matches an instance of
endorsement in the trust network whose truster is any two principals from
the group given in the variable voters and binds the subject of that trust
instance to the variable p.

2. as_voting_member(): self -> voters, which matches instances of
as_voting_member in the trust network which are issued by the policy owner
(self), and adds their subjects to the group voters.

Suppose the trust network in Fig. 3(a) is given to obtain a new trust instance
of as_member for the principal D. The variable voters will be bound to {A,B,C}
and the edges A I4→ D and C I5→ D will satisfy the conditions, and therefore an
instance of as_member may be issued, resulting in a new trust network shown in
Fig. 3(b).

Example 2: Authorization trust. FPL provides a special mechanism that extends
the use of trust instances to model authorization certificates in key-oriented ac-
cess control such as PolicyMaker/KeyNote [3,4] and SPKI [6,7]. An authoriza-
tion certificate in key-oriented access control can be considered as a special kind
of trust instance, whereby the subject is delegated with authorizations by the
truster.

Consider a banking service. Suppose the bank has defined the following trust
statements:

– owner(string ac_num): issued to every customer, asserting their ownership
of the account ac_num.
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– capabilities(): a special “capability-style” trust statement embodying au-
thorized actions. Such instances may be, for example, contained in a smart
card.

– suspended(string ac_num): issued to the bank itself, indicating operations
on the account ac_num have been suspended.

Suppose the banking operations include: querying the account balance, de-
positing money into the account and withdrawing money from the account.
Suppose also the issuing of a capabilities() trust statement to a principal is
subject to:

1. the principal owns an account with the bank, and
2. the account is not explicitly suspended.

Furthermore, the validity of the capabilities() instance must be linked to
the lifetime of the account. The policy may then be written as:

1 owner(account_no): self -> p validity as v1
2 without suspended(account_no): self -> self
3 asserts capabilities(): self -> p
4 grants balance(account_no): p, withdraw(account_no): p,
5 deposit(account_no): p
6 valid v1

Line 1 and 2 expresses the two conditions respectively. In Line 1,

... validity as v1

provides a symbolic name, v1, for the validity condition in the owner() instance.
This is then used in Line 6, the valid clause, which sets the validity condition
for the new capabilities() instance to be v1. This effectively links the validity
conditions of the owner() and capabilities() instances. The grants clause
(Line 4 and 5) specifies the actions that will be included in the new trust instance.
As the trust policy includes the without clause, the conditions in the without
clause (i.e. suspended()) will also be included in the trust instance.

A principal possessing an instance of capabilities() may present it to an
access point for services. On access, the access point would only need to:

1. search the requested action in the capabilities() instance.
2. ensure the capabilities() instance is valid.
3. ensure that the included suspend() instance does not exist.

This key-oriented style of access control simplifies the access control monitor
– authorization decisions depend on straightforward checks rather than complex
policy evaluation. The decision process is therefore speedy. However, as will be
discussed in Sect. 3.4, key-oriented access control is not always appropriate.
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3.4 Action Policies

In the previous section, the use of grants clause tightly couples trust instances
and actions. This coupling is often inflexible in real-world applications. Firstly,
the use of trust instances may not always be known in advance. Conceptually,
they represent beliefs that are subject to the interpretation of the recipient prin-
cipals. Secondly, especially in distributed environments, as the recipient of a
trust instance is taking the risk of breached access, the recipient should spec-
ify the policies for its services rather than relying on the truster. Similar view
is shared with Herzberg et al. [16]. FPL supports the notion of action policies
which relate actions with trust instances.

The syntax for action policies is a subset of trust policies. It has the following
structure:

[ 〈trust statement〉, ... ] [ without 〈trust statement〉, ... ]
[ where 〈expression〉 ] [ set 〈expression〉 ]
grants 〈action〉, ...

An action policy includes a mandatory grants clause and does not include
asserts and valid clauses as in trust policies. Other syntactical aspects are
identical to the ones for trust policies. The evaluation semantics for action poli-
cies is also consistent with trust policies, except for the meaning of the grants
clause.

Recall from Sect. 2.4 that there are two modes for actions. If the mode
is authorization, the grants clause provides a list of authorized actions if the
conditions are met; if the mode is obligation, the list of actions in the grants
clause must be carried out if the conditions are met. There is no specific support
in the language to specify the modal behaviour of actions. The mode of an action
depends on the application context.

Example 3: distributed authorization. Suppose a distributed computing environ-
ment consists of an authentication service and a file service. Suppose the file
service protects files using access control lists (ACL) based on the identity au-
thenticated by the authentication service. Suppose the authentication service
defines a trust statement to represent an authenticated user:

statement auth_user(string username);

Suppose file access is represented as actions, defined by the file service:

action access (string obj, string access_mode);

The authorization policy at the file service may then be written as:

AS.auth_user (user_id): AS -> p
where acl_lookup(obj, mode, user_id)
grants access(obj, mode): p
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where the conditional predicate acl_lookup determines whether a user is in
the ACL of a file with a specified access mode, and AS refers to the principal
identifier of the authentication service. Note that AS.auth_user() is a linked
name, referencing auth_user() defined by AS.

When access to a file is requested, p is bound to the identifier of the requester,
obj and mode are bound respectively to the name of the requested file and the
access mode. The action policy grants access to the file, if and only if:

– an AS.auth_user() trust instance issued by AS with p as the subject exists,
and

– the user user_id is authorized for the requested access mode on the file, i.e.
acl_lookup returns true.

3.5 Inference Semantics

Here we describe the semantics for processing queries against both trust and
action policies. A query is composed of:

– a trust network, which represents the assertions known and willing to disclose
by the requester. We shall assume all trust instances in the trust network
have been cryptographically verified for their integrity.

– a query template. A query template may be considered as a trust instance or
an action request with wildcards on some or all parameters. The former type
is called a trust template and the latter type is called an action template.

The processing of a query results in a trust instance or an action request
depending on the query template, and optionally a trace of execution. The re-
sulting trust instance or action request is an instance that matches the query
template. An action request and an action template match if and only if their
names, values of parameters and requesters (if specified in the template) match.
Similarly, a trust instance and a trust template match if and only if their names,
values of parameters, trusters and subjects match.

Let the set of all policies (both trust policies and action policies) defined by
a principal be P. The execution of a query consists of a sequence of evaluations
of policies in P. Each evaluation works in the context of a single policy, and
takes as input a trust network, a query template and an environment, and a
trust or action instance is returned as output. Let N be the set of all trust
networks, where each trust network is a set of trust instances. We can represent
the execution of a query as a directed, labelled graph,

D = (L,M)

where L ⊆ N is the set of vertices and M ⊆ N×N×P is the set of edges. The
goal of a query execution is to find a path in D,

l1
m1−→ l2

m2−→ ...
mn−1−→ ln

such that there exists a trust instance or action request tn ∈ ln that matches the
query template, where l1 is the initial trust network. An edge (lj , lj+1, pj) ∈M
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means that the evaluation of the policy pj transforms the trust network lj into
lj+1, where lj+1 = lj ∪ {tj+1}. The evaluation of pj finds a minimal subset l′j ⊆ lj
such that if pj takes input l′j and some environment (i.e. a set of contextual
bindings to variables), tj+1 will be produced as output. The evaluation needs to
satisfy the following rules:

1. for each prerequisite 〈trust statement〉 in pj (i.e. those not in the without
clause), there exists exactly one corresponding trust instance in l′j . Corre-
spondence means the trust instance must be an instance of the trust use,
and its parameters must agree with their binding, as defined below.

2. every variable must be bound to a value. For every 〈trust statement〉 (in-
cluding the without clause) in pj , a variable for a parameter, the truster
or the subject must be bound to the value provided by the corresponding
parameter, truster or subject in the matching trust instance.
For a trust template or action template, a parameter variable is bound to a
value provided either by a previous binding, the query template or a name-
value pair from the environment. Where multiple bindings are possible for
the same variable, all bindings must agree to the same value.

3. for each 〈trust statement〉 in the without clause in pj , there must not exist
a corresponding trust instance in lj and in any other mandatory repository.

4. all parameter bindings must satisfy the conditions in the where clause in pj
if it exists.

5. if the optional set clause exists in pj , it must be evaluated after all variables
are bound. Since the evaluation of the assignment expressions may create or
modify variable bindings, this requirement guarantees the evaluation of the
set clause will not cause an unexpected side-effect.

6. all trust instances in l′j must be valid according to their validity conditions.

The resulting trust instance or action request is constructed by instantiating
the query template, filling variables with their appropriate bindings. For a trust
instance, its validity condition will be as specified in the valid clause if it exists.
Otherwise, it will be default to the validity condition with the shortest guarantee
period in the set of trust instances used to satisfy the policy. For the complete
rules for computing default validity condition, please see [11].

Let mj = (lj , lj+1, pj) and suppose l′j satisfies pj , then a pair (mj , l
′
j) is called

a realization of the policy pj . The chain of realizations

((m1, l
′
1), (m2, l

′
2), ..., (mn−1, l′n−1))

is called the execution trace for a query. The execution trace provides detailed
information of the query evaluation, and may be used as a proof of the correctness
of the answer or for audit purposes.

4 Discussion

Rich credentials v.s. rich policies. The key difference between Fidelis and most
other trust management frameworks (e.g. PolicyMaker, KeyNote, and the RT
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framework) is the role of credentials. In this discussion, we refer credentials in
PolicyMaker, KeyNote and the RT framework as rich credentials since creden-
tials in these systems contain a rich body of information, including encoded
policies. On the other hand, in Fidelis, trust instances are simple credentials
that carry static attributes of subjects. Policies are separately specified from
the credentials, and the interpretation of the attributes in a credential is purely
determined by the principal who specifies the policies.

The Fidelis approach cleanly separates credentials and policies. Some ad-
vantages of this separation have been briefly described in Sect. 1. Additionally,
as policies are local entities, evolution of policies does not affect other princi-
pals. This simplifies the tasks of policy management. In contrast, if policies are
distributed in the form of rich credentials, change of policies would mean revoca-
tion of all issued credentials. The approach of rich credentials therefore poses a
scalability concern. Furthermore, the interoperability of rich credentials is more
problematic, as the semantics of the rich credentials has to be universally sup-
ported by all principals in the system. On the contrary, the design of Fidelis
ensures interoperability with existing systems. Trust instances may be coded as
X.509, SAML or SPKI certificates, and policies may be written to conform to
the semantics of these systems. Fidelis thus provides an integration path with
established systems.

Expressiveness. The Fidelis policy framework does not define the mechanisms
how policies are specified. The expressiveness of Fidelis discussed in this section
applies to the policy language described in Sect. 3. Fidelis Policy Language is
designed to express two kinds of policies: trust policies and action policies. Aside
from the syntactic sugar, the essence of the language is first-order logic. Each
prerequisite 〈trust statement〉 is similar to a positive predicate in a first-order
formula, and each 〈trust statement〉 in the without clause equates to a negated
predicate. Based on this foundation, the expressiveness of the FPL is similar to
that of first-order logic.

Some additional features contribute to this expressive power: the support
for group and threshold principals, fine-grained filtering of parameters in the
where clause, and the extensibility to support application-defined languages for
the conditional and assignment expressions. These combined features achieve
a high degree of expressive power, supporting prerequisite-based, recommenda-
tion/reputation, and delegation-based policy types.

5 Related Work

There exists several notable trust management systems in the literature. One
of the earliest such systems, PolicyMaker [3], builds on top of the notion of
programmable credentials, where credentials are essentially predicate filters. The
successor, KeyNote [4], standardizes several aspects of PolicyMaker. Its creden-
tials feature a highly structured program in the form of conditional expressions.
Simple Public Key Infrastructure (SPKI) [7] is designed as an access control
architecture, featuring delegation certificates. These systems attempt to capture
policies through the notion of delegation of authorization. They share a similar
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processing strategy, which attempts to find a delegation path from presented
credentials to the local, trusted policies. The Fidelis policy language defines a
more powerful processing model, which allows multiple paths in a trust network
to be identified.

PolicyMaker/KeyNote and the more recent RT framework [5] feature rich
credentials. Policies in these systems are specification of chains of credentials.
The semantics of their credentials play an important role in defining the policies.
On the contrary, Fidelis features a clean separation of policies and credentials. It
features simple credentials with rich policies, which are locally defined by every
principal.

OASIS [8,9,10] is designed for distributed role-based access control, with
an extensive support for policy-driven role activation. Role activation may be
subject to prerequisite roles, appointments and environmental predicates. An
appointment can be considered as a special kind of trust instances, whose in-
tention is to allow role activation. These components allow the specification of
complex real-world policies relating to roles. Many ideas in Fidelis originate from
the research on OASIS. While OASIS has extensive policy support, it is not de-
signed for general trust policies, for example, recommendation-based policies are
awkward in OASIS.

Trust Policy Language (TPL) [16] is similar to OASIS in that policies are used
to direct role assignments. It supports recommendation-based policies, which
map a collection of recommendation certificates into a role. It has filter mecha-
nisms based on simple conditions and certificate types. It also has a mechanism
for negative credentials to be verified. However, it lacks in the support for gen-
eral prerequisite and application-defined conditions. Moreover, its support for
non-monotonic policies does not allow for fine-grained specification, given that
it is simply based on a revocation list approach. While conditions on fields can
be specified, it does not allow inter-certificate correlation as provided by Fidelis.
This poses some limitations on its expressiveness.

6 Conclusion and Future Work

This paper introduces Fidelis, a policy-driven trust management framework de-
signed to facilitate interworking between distributed applications. The most dis-
tinctive feature of Fidelis is the notion of separation of policies and credentials.
Policies may be defined for the issuance of trust instances and for governing
action decisions based on trust instances. In this paper, we have presented the
Fidelis policy framework and describe the Fidelis policy language, which imple-
ments the policy framework.

Other aspects of the Fidelis framework have been described in [11]. Some
highlights include:

– the design and implementation of the Fidelis framework on the web services
platform, based on SOAP and XML.

– the design and analysis of an algorithm that implements the semantics of
Fidelis Policy Language.

– a trust negotiation framework built on top of the Fidelis policy framework.
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Future work of Fidelis includes integration with computational trust models.
These models attempt to compute the trustworthiness of principals for certain
actions, with regard to the cost and risks. Additionally, the trust negotiation
framework described in [11] presents a starting point of a flexible framework for
incremental disclosure of trust instances. Enhancement work on the negotiation
framework is also currently underway.

Acknowledgement. The author would like to thank Jean Bacon for many
helpful comments and interesting discussions on the design of Fidelis. The author
acknowledges the support of the Engineering and Physical Sciences Research
Council (EPSRC) under the grant OASIS Access Control: Implementation and
Evaluation (GR/M75686/01), which is the predecessor of Fidelis.

References

1. Needham, R.M., Herbert, A.H.: The Cambridge Distributed Computing System.
Addison Wesley (1982) ISBN 0-20114-092-6.

2. Wulf, W.A., Cohen, E.S., Corwin, W.M., Jones, A.K., Levin, R., Pierson, C., Pol-
lack, F.J.: HYDRA: The kernel of a multiprocessor operating system. Communi-
cations of the ACM 17 (1974) 337–345

3. Blaze, M., Feigenbaum, J., Lacy, J.: Decentralized trust management. In: Pro-
ceedings of the IEEE Symposium on Research in Security and Privacy, Oakland,
CA, IEEE Computer Society, Technical Committee on Security and Privacy, IEEE
Computer Society Press (1996) 164–173

4. Blaze, M., Feigenbaum, J., Ioannidis, J., Keromytis, A.D.: The KeyNote trust man-
agement system. Internet Request for Comment RFC 2704, Internet Engineering
Task Force (1999) Version 2.

5. Li, N., Mitchell, J.C., Winsborough, W.H.: Design of a role-based trust-
management framework. In: IEEE Symposium on Security and Privacy, Los An-
geles, CA, IEEE Computer Society Press (2002) 114–130

6. Rivest, R.L., Lampson, B.: SDSI–A simple distributed security infrastructure. See
http://theory.lcs.mit.edu/˜rivest/sdsi10.ps (1996)

7. Ellison, C.M., Frantz, B., Lampson, B., Rivest, R., Thomas, B., Ylonen, T.:
SPKI certificate theory. RFC 2693, Internet Engineering Task Force (1999) See
http://www.ietf.org/rfc/rfc2693.txt.

8. Hayton, R., Bacon, J., Moody, K.: OASIS: Access control in an open, distributed
environment. In: Proceedings of IEEE Symposium on Security and Privacy (Oak-
land, CA, May 3–6), Los Alamitos, CA, IEEE Computer Society Press (1998)

9. Yao, W., Moody, K., Bacon, J.: A model of OASIS role-based access control and its
support for active security. In: Sixth ACM Symposium on Access Control Models
and Technologies (SACMAT 2001, Chantilly, VA, May 3–4), New York, NY, ACM
Press (2001) 171–181

10. Bacon, J., Moody, K., Yao, W.: A model of OASIS role-based access control and
its support for active security. ACM Transactions on Information and System
Security 5 (2002) To appear.

11. Yao, W.T.M.: Trust Management For Widely Distributed Systems. PhD thesis,
Computer Laboratory, University of Cambridge (2002)



Fidelis: A Policy-Driven Trust Management Framework 317

12. ITU-T (Telecommunication Standardization Sector, International Telecommunica-
tion Union) Geneva, Switzerland: ITU-T Recommendation X.509: The Directory
– Public-Key and Attribute Certificate Frameworks. (2000)

13. Naor, M., Nissim, K.: Certificate revocation and certificate update. In: Proceed-
ings of the 7th USENIX Security Symposium (SECURITY-98), Berkeley, Usenix
Association (1998) 217–228

14. Wright, R., Lincoln, P.D., Millen, J.K.: Efficient fault-tolerant certificate revoca-
tion. In: Proceedings of the 7th ACM Conference on Computer and Communica-
tions Security (CCS-00), New York, NY, ACM Press (2000) 19–24

15. Hayton, R.: OASIS: An Open Architecture for Secure Interworking Services. PhD
thesis, Univeristy of Cambridge Computer Laboratory (1996) Technical Report
No. 399.

16. Herzberg, Mass, Mihaeli, Naor, Ravid: Access control meets public key infras-
tructure, or: Assigning roles to strangers. In: RSP: 21th IEEE Computer Society
Symposium on Research in Security and Privacy. (2000)



Implementation of an Agent-Oriented Trust
Management Infrastructure Based on a Hybrid

PKI Model
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Abstract. Access control in modern computing environments is differ-
ent from access control in the traditional setting of operating systems.
For distributed computing systems, specification and enforcement of per-
missions can be based on a public key infrastructure which deals with
public keys for asymmetric cryptography. Previous approaches and their
implementations for applying a public key infrastructure are classified
as based either on trusted authorities with licencing or on owners with
delegations. We present the architecture and main features of a trust
management infrastructure based on a hybrid model which unifies and
extends the previous public key infrastructure approaches. The trust
management infrastructure constitutes a flexible framework for experi-
menting with the applications of different trust models.

1 Introduction

In the Internet most interactions including business transactions occur between
strangers, due to billions of spontaneous users and the fact that most of them do
not share a common security domain. Thus, Internet constitutes a global com-
puting infrastructure in which entities need to reason about the trustworthiness
of other entities in order to make autonomous security decisions.

More specifically, spontaneous users wish to find information and several
heterogeneous and autonomous sources wish to share their resources and aim at
supporting potential clients. While requesting accesses to the resources, clients
may be unwilling to reveal their identities for private reasons and thus prefer to
remain anonymous. Additionally for a resource owner, it may be necessary to see
evidences of a client’s eligibility rather than to know who they are. According
to these trends, a client proves her eligibility to see a piece of information by a
collection of her characterizing properties (e.g. profession, organizational mem-
bership, security clearance, academic title) and each autonomous source follows
a security policy that is expressed in terms of characterizing properties.

In the modern computing environments emerging from these trends, some
basic assumptions of traditional access control approaches are not longer valid.
Traditional access control mechanisms operate under a closed world assumption,
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in which all of the entities are registered and locally known. When the server
and the client are unknown to one another and when resources are to be shared
across administrative boundaries, the conventional authorization scheme fails.
The conventional approach to authorization involves authenticating the client
to a local, administratively-defined user identity, then authorizing that user ac-
cording to an access control list (ACL) for the resource. Given that the identities
of clients cannot be known in advance to the servers, these identities cannot be
put on the access control lists and other identity-based authorizations of the
servers to decide who can do what.

In order to overcome these and related difficulties we need to employ new
access control mechanisms [20] matching the characteristic properties of modern
computing environments. Accordingly, we can specify and enforce permissions of
clients on remote servers by employing modern access control approaches which
are based on asymmetric cryptography. In order to employ asymmetric cryptog-
raphy in open computing environments we need appropriate trust management
infrastructures that enable entities to establish mutual trust. Accordingly, we
have designed a hybrid PKI model to be used for specifying and enforcing per-
mission in open computing systems. The hybrid PKI model, as reported in [7,
8], unifies and extends previous PKI approaches [2,19,13,14,11].

We have used the hybrid PKI model to implement an extended version of
our design of secure mediation [5] basing the enforcement of confidentiality and
authenticity on certified personal authorization attributes rather than on identi-
fication. In order to prove the key ideas and to implement the general design of
the hybrid PKI model, a specific approach has to be taken into account. For this
purpose, we have implemented an agent oriented and KQML1-based trust man-
agement infrastructure [18,20,8]. In this paper we present the structure and key
features of the components of our trust management infrastructure which con-
stitutes a flexible framework for experimenting with the applications of different
trust models.

This paper is structured as follows. Section 2 gives a brief introduction to
the use of asymmetric cryptography for specifying and enforcing permissions and
outlines the hybrid PKI model underlying to the implemented trust management
infrastructure. Section 3 presents the implementation objectives. Section 4 then
exhibits the main features and components of the trust management infrastruc-
ture (section 4.1) and presents a control flow among the functional and security
components for a selected operation (section 4.2). Finally, section 5 reviews re-
lated work and presents conclusions.

2 Outline of the Hybrid PKI Model

The use of asymmetric cryptography in conjuntion with access control lists
(ACL) is considered as the state-of-art for access control systems. Asymmet-
ric cryptography needs to be founded in an appropriate management of trust.

1 KQML stands for Knowledge Query and Manipulation Language.
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In various forms, trust has to be assigned to public keys and to the pertinent
properties that are claimed to be true for a public key or the holder of the cor-
responding private key, respectively. Management of trust is organized within a
public key infrastructure, PKI for short.

In its simplest form, a PKI is a system for publishing the public keys used
in asymmetric cryptography. Property assignment and trust evaluation are two
basic functionalities common to all PKI approaches. Property assignment is the
process of binding a computer or other entity, or even some other piece of infor-
mation, such as a capability, to a public key. Property assignment is captured
by a digitally signed document which might be a certificate or a credential. Trust
evaluation is the process of determining whether a certificate/credential captures
a “real” property assignment.

A typical scenario exploiting the use of certificates/credentials for access
control runs as follows. A client is represented by (one of) his public key(s) and
characterized by the assigned properties. The client proves his eligibility to see a
piece of information by a collection of his characterizing properties. Assignments
of characterizing properties including identities to public keys are done by sign-
ing issuers. A resource owner follows a security policy that is expressed in terms
of characterizing properties. Any agent as resource owner receives a signed re-
quest together with a set of certificates/credentials stemming from the pertinent
client. The agent firstly ensures the authenticity with respect to the bound pub-
lic keys and with respect to the actual holder of the corresponding private key
by applying appropriate challenge-response protocols and secondly evaluates his
trust in the issuer. Then the agent decides on the permission of the request by
evaluating the properties extracted from submitted certificates/credentials with
respect to his confidentiality policy.

Depending on the application and the underlying trust relationships between
the involved entities, such scenarios can be realized by employing different PKI
models. At the coarsest level of generalization, PKI models are distinguished
into two categories: hierarchical (traditional) PKIs, e.g. X.509 [2,19], and non-
hierarchical PKIs (i.e. trust networks), e.g. SPKI/SDSI [13,14,11]. There is a
wide variety of circumstances in which both models can be applied.

Most of the works investigating the application of certificate/credential-based
access control treat both PKI models as competing technologies [24,17,28,31,10,
23], even as dueling theologies [3]. We see arguments of the style this-model-is-
better-than-another-model. We take a different position. PKI trust relationships
must be built on real-world2 trust relationships. In many real-world scenarios,
trust relationships consist of hierarchies, trust networks, and combinations of
two. Therefore, we argue that a trust management infrastructure, as required
by dynamic computing environments, has to use and to link both kinds of PKI
models.

2 It is also important to observe that in some cases, such as the use of PKI to support
anonymity, it can be important to make sure that PKI trust relationships don’t
follow real world trust relationships.
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In [7], we classified previous PKI approaches as based on trusted authorities
with licencing and dealing with free properties (characterizing attributes includ-
ing identities), e.g. X.509, or based on owners with delegation dealing with bound
properties (including capabilities), e.g. SPKI/SDSI. We extended and integrated
these approaches into a hybrid PKI model which uses protocols to convert free
properties into bound properties. Furthermore, we unified licencing and delega-
tion by introducing administrative properties. Figure 1 visualizes an instance of
the hybrid PKI model linking previous PKI models.

Following and extending the basic approach of X.509 [2,19], free properties
and the corresponding certificates3 are handled by trusted authorities using li-
cencing (as shown on the left side of the upper part of Figure 1). Again, following
and extending the basic approach of SPKI/SDSI [13,14,11], bound properties and
the corresponding credentials4 are handled by owners of services using delegation
(as shown on the right side of the lower part of Figure 1).
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Fig. 1. Outline of an instance of the hybrid model for a PKI

3 X.509 uses the terms public-key certificate and attribute certificate.
4 SPKI/SDSI uses the term authorization certificate.
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An instance of the full hybrid PKI model consists of overlapping components
of three kinds: a) trusted authorities (also called trustees) and licensees for and
a holder of a free property together with a verifier of this free property, b) an
owner and delegatees for and a grantee of a bound property, and c) a holder of
free properties and a grantor of a bound property.

The grantor follows a property conversion policy that maps free properties
on bound properties, where the property conversion policy is a part of grantor’s
whole security policy. More precisely, the property conversion policy specifies
which set of free properties an entity has to enjoy in order to obtain a bound
property assignment. The middle part of Figure 1 visualizes the situation. The
entity on the right is the grantor following a property conversion policy. The
entity in the center requests a promise for a permission, i.e., a bound property.
The grantor, after verifying the submitted free property-certificates with the
supporting licences, applies his conversion policy on the free properties extracted
from the submitted certificates, and finally, if all checks have been successfully
completed, grants a bound property-credential where the subject (grantee) is
the same as in the submitted free property-certificates.

3 Implementation Objectives

The motivation to elaborate the hybrid PKI model has not only originated from
the conceptual challenge arising due to the incompatible security domains of
mediation participants [5], but also due to a corresponding implementation task.
Both the challenge and the implementation task are related to our view that all
entities are highly autonomously cooperating, and accordingly all entities are
implemented as software agents which base their communication on KQML [15,
16,30] and their data exchanges on CORBA [25].

Figure 1 visualizes the interactions between the involved entities in an in-
stance of the hybrid PKI model. Based on these interactions and on our view
that all entities are highly autonomously cooperating software agents we pri-
marily need to focus on two aspects in order to implement the intended trust
management infrastructure5.

The first aspect is related to the KQML-based communication between the
involved agents. The agents communicate by sending certain kinds of messages,
called performatives, to each other. Considering the interactions involving among
agents in an instance of the hybrid model, we need to implement new KQML per-
formatives. For this purpose, we extended the works presented in [16,30] which
propose secure-communiation related and PKI-related extensions to KQML. The
new extensions to KQML, as reported in [18,8], are used by the agent interactions
that are involved in an instance of the hybrid PKI model.

The second aspect, which is the focus of this paper, deals with the imple-
mentation task with respect to software agents involved. In order to simulate a

5 [18] uses the term hybrid PKI demonstrator instead of trust management infrastruc-
ture.
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hybrid PKI scenario we need to implement software agents of four kinds accord-
ing to the roles and corresponding responsibilities of the entities involved in an
instance of the hybrid PKI model:

– Agents representing issuers of administrative properties and free properties
as trusted authorities and licencees;

– Agents representing verifiers of free properties and grantors of bound prop-
erties as delegatees;

– Agents representing holders of free properties and grantees of bound prop-
erties;

– Agents representing grantors and verifiers of bound properties as delegators
and owners.

In general, however, all agents should be able to act in any of these roles
during their lifetime. In particular, all agents should be enabled to deal with
free and bound properties and to convert the former into the latter.

4 The Overall Architecture

In order to fulfill the requirements with respect to the second aspect discussed
in section 3 we need a core functionality to be made available for all agents. The
required core functionality is provided by our agent core which constitutes a
base software library serving for the construction of the specific agents involved
in an instance of the hybrid PKI model. Figure 2 visualizes the structure of the
agent core and the data flow among the components of the agent core.

4.1 The Agent Core

The agent core is implemented in Java and on a Solaris platform. The agent core
uses the agent library libAgent, which has been developed within the framework
of MultiMediaMediator project [6] in our working group. With the help of the
libAgent’s development stage, we could focus on the application specific details of
our agents, since the libAgent smoothly hides the CORBA related development
complexity.

The agent core consists of five main modules: agent security module, agent
functional module, agent human interface, agent communication interface and
the agent PKI framework. In the following we present the main features and
components of each module.

Agent Security Module. The agent security module has four components, the
agent security knowledge base, ASECKNOB, the agent credential manager ACR-
EMA, the agent property manager APROMA, and the agent trust manager
ATRUMA.

The agent security knowledge base ASECKNOB maintains the following
parts:
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Fig. 2. Structure of the agent core

– The property database that is generated from the property definitions which
are either locally defined by the administrator of an agent or imported from
other agents.

– A trust relationships database that contains entries, each of which is related
to a (trusted) agent and consists of the name, the public encryption key
and the public verification key of the trusted agent. The entry also specifies
the kind of the trust relationship (e.g. trusted authority, trusted delegatee)
regarding the agent named in the entry.

– The certificates and credentials including licence-certificates, free property-
certificates, delegation-credentials, and bound property-credentials.

– A (Horn clause) rule base that specify implications among properties which
are invoked when free properties are converted to bound properties.

The agent credential manager ACREMA is programmed to perform the fol-
lowing tasks:

– Issuing the licence-certificates, free property-certificates and granting bound
property-credentials and delegation-credentials;

– Inserting the certificates and the credentials and the corresponding chains
into ASECKNOB;

– Retrieving the certificates and the credentials and the corresponding chains
from ASECKNOB;

– Evaluating the chains of certificates and credentials;
– Verifying the authenticity and validity of submitted certificates and creden-

tials;
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– Implementing the content management operations for certificates and cre-
dentials including extracting the free properties and bound properties from
certificates and credentials, respectively;

– Implementing the operations needed to manage the keystore including fetch-
ing the public keys from the Java’s keystore;

– Implementing the utilized challenge-response method for authentication.

In order to evaluate and to build the chains of certificates and credentials
as well as to sign and to verify the individual certificates and credentials, the
ACREMA makes use of the simple service calls of the credential engine module
that belongs to the agent PKI framework.

The agent property manager APROMA implements the classes and functions
which are responsible for the management and storage of property definitions.
Furthermore, APROMA implements the property conversion policy used by cor-
responding agents in order to determine whether a given set of free properties
qualifies for some bound properties. APROMA also provides methods for im-
porting and exporting property definitions between agents.

The agent trust manager ATRUMA implements the operations needed to
store and to retrieve the information (e.g. public keys) about the trusted agents.

Agent Functional Module. The agent functional module implements classes and
functions to process and evaluate the content of the KQML performatives. The
functional module is a kind of scheduler analysing the incoming KQML perfor-
matives and scheduling the protocol steps to be executed. For this purpose the
task control unit of the functional module coordinates the required function calls
relating to the different components of the security module. What the content
of a KQML performative expresses depends on the specific agent in which the
performative is implemented.

Agent Human Interface. The agent human interface is designed as an interface
for the administrators of the agents to use and set up the corresponding agents.
Depending on the kind of agent, the respective administrator is provided to
perform a selected set of tasks through an agent specific graphical user interface.
Below we list the main tasks which can be performed using the graphical user
interfaces of the implemented agents. More precisely, through these interfaces
the administrators can:

– maintain the property definitions including the insertion, deletion and up-
date of property definitions;

– maintain the trust relationships database by inserting new entries, and delet-
ing and updating the existing entries;

– import property definitions from other agents;
– issue licence-certificates and free property-certificates;
– grant delegation-credentials and bound property-credentials;
– visualize the received certificates and credentials in XML format.
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Agent Communication Interface. The agent communication interface imple-
ments classes and functions for sending and the reception of CORBA messages
which are used to communicate performatives.

Agent PKI Framework. The agent PKI framework is a collection of tools which
can be used to experiment with the basic PKI models and the hybrid PKI model
[7,20]. The agent PKI framework provides basic PKI services such as encoding,
issuing, and verifying certificates and credentials. The main particularity of the
agent PKI framework is that it supports a broad spectrum of PKI-enabled ap-
plications by providing a variety of programming interfaces. Furthermore, the
agent PKI framework is designed and implemented to hide the complexity of
the underlying security mechanisms, while facilitating service requests through
simple service calls.

The details of the implementation are reported in two master’s thesis [18,
22]. The implementation is partially based on investigations which resulted in a
credential model (i.e. unifying the existing certificate and credential models [2,
19,9,13,14]) which can be found in the master’s thesis [21].

The credential engine, CRENG for short, is the core module of the agent
PKI framework. CRENG is implemented in Java on a Solaris platform. The PKI
framework is universal, since it provides an application programming interface
(i.e. implemented by using Java Native Interface) for arbitrary C++ applica-
tions and agents (e.g. our MultiMediaMediator agent [5]). The framework also
provides a CORBA interface for CORBA-enabled applications. Our implemen-
tation of the agent PKI framework is broad enough to allow the conduction of
experiments with different PKI approaches and a hybrid PKI model. We proved
the applicability of the agent PKI framework by employing it for the credential
manager of the agent security module and the credential manager of the Mul-
tiMediaMediator agent [5]. Figure 2 visualizes the high-level architecture of the
agent PKI framework.

In the following we outline the main features of the implemented PKI frame-
work:

– Generating public/private key pairs, keystore and self-signed X.509 certifi-
cates. We use the X.509 certificates created by Java keytool [29], to obtain the
public key stored in the digital certificate which is physically stored within
the keystore.

– XML-encoding of certificates and credentials.
– Issuing of XML-encoded certificates and credentials.
– Verifying the signatures of certificates and credentials.
– Validity checking for certificates and credentials.
– Building chains of certificates and credentials, including licence-certificates

and delegation-credentials, respectively.
– Evaluating chains of certificates and credentials (except of dealing with re-

vocations so far).

The agent PKI framework also provides content management operations for
certificates and credentials, including extracting the free properties and the
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bound properties. A GUI and command-line interface provided by this PKI
framework facilitate the administration of certificates and credentials.

We opted for an approach to certificates and credentials based on digitally
signed XML documents [12,27,26,4] in order to have freedom of experimenting
and researching, and not to be constrained by any of the existing certificate
and credential formats. Additionally, XML has the advantages of presenting
self-describing documents and being widely used by various scientific disciplines.
However, our approach is compatible with both X.509 and SPKI/SDSI philoso-
phies. We have used IBM’s XML Security Suite [4] for signing and verifying
XML documents. XML Security Suite supports both DSA and RSA for digital
signatures. Our implementation uses DSA for signing and SHA-1 for hashing.
The XML Security Suite employs the XML parser Xerces and XSLT6 stylesheet
processor Xalan for the manipulation of XML documents [1].

We decided to design a common format for representing certificates and cre-
dentials. By using this format, it is possible to represent the certificates (except
X.509-like attribute-certificates) and credentials presented in [20]. In order to
represent the attribute-certificates, the subject field must be extended to include
a reference to an identity-certificate. Moreover, for the sake of simplicity, the type
field indicates only the kind of the underlying document. This field could also
be extended to encode the cryptographic algorithm used to generate the digital
signature. Apart from these differences, the structure of a signed XML document
is heavily based on the format presented in [7] and compires the following fields:

– a subject field which contains two public keys used for verification and en-
cryption, respectively.

– a content field which textually describes the assigned properties. A prop-
erty has a property name and a corresponding value, e.g., [name=FBIAgent,
value=TRUE] or [name=age, value≥18], etc.

– a field for a responsible agent : this field contains the public verification key
of the agent which visibly represents the entity that is responsible for the
property assignment and that has generated and digitally signed the XML
document.

– a type field which indicates whether the signed XML document is a certificate
or a credential.

– a delegation field7 which is used only for credentials to indicate whether the
credential under consideration is a bound property-credential or a delegation-
credential.

– a validity field which encodes a certain time period during which the property
assignment is valid.

– a signature field which contains a digital signature generated by using DSA
and SHA-1.

6 XSLT is a language for transforming XML documents into other XML documents.
7 In the current implementation of the agent PKI framework, the delegation field of an

XML document has the same semantic as the delegation bit used in the SPKI/SDSI
approach in which a delegatee might use the encoded properties of a document for
his own service requests.



328 Y. Karabulut

As discussed in [7], a collection of digital documents could form a directed
acyclic graph (dag). In order to focus on the major PKI services and to keep
the PKI framework manageable, we employed chains instead of dags. A chain is
also represented as an unsigned XML document which contains a set of signed
XML documents. For the verification of certificate chains and credential chains,
we have implemented algorithms which we have adopted from [2,19] and [13,14],
respectively.

4.2 A Selected Operating Sequence: Acquiring Credentials

In this section we present the operation seqence of a performative which is used
by an agent in the role of a holder of free property to apply for bound property-
credentials. We assume that the holder of free property has already collected his
free-property certificates from some trusted authority agents and received the
bound properties for inspection from an agent in the role of a grantor of bound
property before applying for a bound property-credential. After the task control
unit of the functional module has received the performative and conducted a
challenge-response procedure successfully, basically the following steps are per-
formed for the case that all security checks are positively evaluated (otherwise
appropriate exceptions are executed):

1. The task control unit extracts the contents of the parameters from the per-
formative and inserts them into ASECKNOB by calling the appropriate
persistence functions of APROMA and ATRUMA.

2. The task control unit sends the signed request to ACREMA.
3. ACREMA verifies the authenticity of the signed request included in the

received performative. For this purpose ACREMA employs the appropriate
function calls of CRENG.

4. ACREMA extracts the requested bound properties and the public verifica-
tion key of the user agent from the signed request.

5. ACREMA asks APROMA whether the requested bound properties are lo-
cally known.

6. After verifying the authenticity and the validity of the free property-certif-
icates and the corresponding licence-certificates, ACREMA extracts the free
properties from the verified certificates. The set of free properties are for-
warded to APROMA.

7. APROMA checks whether the included set of free properties “qualifies for”
bound properties requested.

8. The result of checks are forwarded to the agent human interface and shown
by this interface to the administrator as grantor of bound property.

9. After inspecting the shown values, the administrator generates a bound prop-
erty-credential encoded in XML. The encoded XML document is forwarded
to ACREMA.

10. ACREMA signs the generated XML document by using CRENG. The signed
document now constitutes the issued bound property-credential. ACREMA
adds the corresponding delegation credentials to the issued bound property-
credential.
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11. Finally, the task control unit prepares a new performative in which the is-
sued bound property-credential and delegation credentials are encoded. The
performative is sent in a KQML message to the requesting user agent.

5 Related Work, Conclusions, and Further Work

Most of the works investigating the application of certificate/credential-based
access control treat both PKI models discussed in Section 2 as competing ap-
proaches and base their work on a single PKI model. Even some of these works
abstract from any particular PKI model.

In [32] the authors propose to use credentials in a Web-based client/server
architecture. They present the tasks needed for credential management both on
the client side and server side. [33] investigates trust negotiation strategies and
discusses credential disclosure policies. These works do not make any assump-
tions on the underlying PKI model. [31] uses X.509 based identity/attribute
certificates and use-condition certificates (policy assertions) for access control.
[17] presents a credential framework for relying applications. The credential
framework converts credentials with different formats to a common interface
which is to be used by credential relying applications. This work focuses on
X.509 certificates and concentrates on unifying different credential formats.
[24] presents an agent-oriented security architecture which has been implemented
using SPKI-like authorization certificates. They focus on authorization and del-
egation in distributed agent systems. [10] introduces a credential-based formal
framework and a model to regulate access and information release over the In-
ternet. An exciting work of Li et al. [23] presents a formal framework (i.e. called
RT framework) extending the approach of SPKI/SDSI. This work combines the
strengths of RBAC and the strengths of SDSI part of SPKI/SDSI. The future
extensions of our work with respect to integrating distributed RBAC into our
approach could profit from the proposal presented in this work.

We presented a trust management infrastructure based on a hybrid PKI
model which unifies and extends the previous approaches. The trust management
infrastructure constitutes a flexible framework for experimenting with the appli-
cations of different trust models. There are various topics for future research and
development. The prototype implementation for the core functionality should be
converted into a more mature state. Such an advanced implementation would
open to experience various applications besides secure mediation. An advanced
implementation would also allow to evaluate the actual performance of our ap-
proach in terms of effectiveness and efficiency.
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organizations have a hierarchical structure in which authority emanates from
a single entity. However, this assumption breaks down when independent orga-
nizations engage in collaboration or commerce, particularly in large numbers.
In this case, authority emanates from many entities. Blaze, Feigenbaum, and
Lacy [3] introduced trust management (TM) as a collection of principles for
supporting authorization in such a decentralized environment. TM systems such
as KeyNote [2] use credentials or chains of credentials to represent capabilities,
that is, rights with respect to specific resources. Others, such as SPKI/SDSI [7]
and RT [15], enable entities to manage and combine their judgments about one
another’s authority based on more general entity attributes. What these sys-
tems have in common is that authority is distributed among a potentially large
number of entities, each of which may issue credentials. Additionally, credentials
from several entities may need to be combined to form a proof that a particular
resource request is authorized.
In the authorization systems mentioned above, an entity is typically repre-

sented by a public/private cryptographic key pair. Using its private key, an entity
signs the credentials it issues, enabling authenticity and integrity to be verified.
The assertions carried in credentials may be subject to changing circumstances.
A credential’s validity ends when it expires or is revoked. Updates concerning a
credential’s validity status can be disseminated by the issuer either as positive
revalidations, or as negative revocations.
For convenience here, we assume that Alice is a typical credential issuer.

For example, Alice may be a certification authority1 who has the ability and
responsibility of authenticating various entities. Presumably Alice is motivated
to make her assertions verifiable, since she issues signed certificates. To accept
such a certificate, Bob, a typical agent relying on a certificate issued by Alice,
may require proof that as of a certain time in the recent past, Alice had not re-
voked the certificate. Yet Alice’s strengths may not include the ability to answer
a large volume of online certificate-status queries. Thus, Alice and Bob are both
motivated to utilize a third-party, Charles, who will maintain certificate status
information for Alice and provide verifiable answers to queries from users, such
as Bob, as quickly and efficiently as possible.
In practice, of course, it is impossible to disseminate credential status updates

instantaneously, particularly when invoking a third-party, Charles, to process
updates and queries. The longer it takes, the greater the risk of basing decisions
on stale information. The rate at which risk accumulates depends on the nature of
the information, as well as on the application for which credentials are accepted.
Ultimately, Bob must determine what level of risk is tolerable. Yet whatever that
level may be, we desire a system that will quickly communicate any updates from
Alice to Bob with minimal overhead and minimal additional trust required in
Charles.

1 For our purposes, the terms “certificate” and “credential” are essentially interchange-
able. Historically, a “certificate” has typically carried a binding of a name to a public
key, while “credential” has often been used more broadly for associations with keys.
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1.1 Considering Many Credential Issuers

Prior work in the area of distributed data authentication (see, e.g., [1,4,5,6,10,11,
12,13,18]) has focused primarily on disseminating updates from a single, trusted
source (merging the roles of Alice and Charles). Providing a high degree of
availability through these previous solutions, a small-scale credential issuer would
incur significant start-up cost. Economies of scale would suggest that credential
issuers could contain their costs by using a shared infrastructure to disseminate
credential status data. If we consider credential issuers to be the authors of
credential status data, then several authors may use the same publisher, Charles.
In this case, the authors entrust to the publisher the dissemination of credential
status data to its consumers, the authorization agents. In the current paper, we
present algorithms that can be used for this purpose. Our design goals are as
follows:

– Authors must be able to determine whether their updates are being published
in a timely manner.

– Determination that updates are occurring should be done efficiently and
without requiring trust in the responders.

– The repository should provide cryptographic receipts verifying that updates
are occurring.

– Update receipts should be small, so as to minimize network traffic, and
should be easy to verify.

In addition, the following client user-interface design goals are shared with prior
work:

– Answers to client queries must be highly available, meaning that it should
be possible to obtain answers at any time without prior arrangement.

– Answers must be validated efficiently for authenticity and integrity.
– Client users must be able to reliably determine the time at which data they
receive in answers was certified by its authors.

– Clients need not trust responders.

1.2 Our Contributions

In this paper, we describe how to extend prior authenticated dictionary tech-
niques [1,4,5,6,10,11,12,13,18] to show how a publication service can make highly
available the current, authenticatable validity status of each credential issued by
one of a large number of credential authors. Our techniques for supporting many
authors involve the novel use of efficient authenticated data structures. More-
over, we offer an author, Alice, a trade-off between how much state she wishes to
maintain for her data and the size of the receipts that the publication repository,
Charles, provides to prove he is processing her updates correctly. An important
feature of our solutions is they allow Alice to delegate computations and data
archiving to Charles without delegating large degrees of trust to him. Indeed,
the protection of trust in a distributed environment is an important principle in
our work.
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Fig. 1. Entities in a multi-authored authenticated dictionary

The paper is organized as follows. We begin with a general discussion of
background and motivation for multi-authored authenticated data repositories.
We follow this discussion, in Section 3, with a presentation of two simple-minded
schemes for providing for multiple authors in an authenticated setting, showing
that both of these schemes have serious drawbacks. We then present, in Sec-
tion 4, three variations on a novel intermediate scheme, showing its efficiency
with respect to several measures. Finally, in Section 5, we describe a number of
extensions to our scheme.

2 Background and Motivation

As mentioned above, the framework we are addressing in this paper involves
several groups of entities operating in a distributed environment, as illustrated
in Figure 1.

– An author (Alice). The authors are the issuers of credentials and/or cre-
dential status information. They are assumed to be online only during their
interaction with the data repository. They may have limited storage and
processing abilities; hence, they do not wish to process queries for users.

– A user (Bob). The users are consumers of credential and/or credential status
information. They desire quick response for a query requesting a credential or
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the revocation status of an existing credential. They have trust in the issuer
of a credential or credential status information, but they do not necessarily
trust the publishing system that is archiving and providing query responses
for this information.

– The publication repository (Charles). The publication repository stores the
credential and/or credential status information for the authors. Charles pro-
cesses updates for authors, providing them with receipts that confirm his
acceptance of these updates. He also broadcasts these updates out to the
responders, who perform the actual processing of user requests.

– The responders. The responders accept updates from the publication repos-
itory, Charles, and answer queries on this data for users. In addition to the
answers that responders provide, they also provide cryptographic proofs,
derived from basis information provided by Alice and Charles, that their
answers are as accurate as if they had come directly from Alice and Charles.

We assume Alice has some recourse in the event that Charles fails to fulfill
his publishing obligations correctly. It may satisfy Alice’s purposes to presume
that should Charles fail, Alice would make this known, thus damaging Charles’s
reputation to such a degree as to act as a sufficient deterrent. However, if Alice’s
ability to conduct her operations would be significantly compromised, stronger
assumptions may be required. For instance, Alice could maintain a minimal on-
line presence, operating a site, referred to in the credentials she issues, that gives
instructions about how to contact responders operated by her current publisher.
This level of indirection would enable Alice to replace Charles should he fail to
meet his publishing obligations. Depending on the contract Alice and Charles
enter into, Alice may also have legal recourse. Thus, we have a spectrum of
possible recourses.
So as to better motivate this framework, let us briefly discuss some applica-

tions.

2.1 Archiving and Time Stamping

An important service in a distributed collaborative environment is that of archiv-
ing and time stamping. Such a service stores documents and other data ordered
by creation time, and allows users to retrieve these documents and verify their
creation times. In our framework, the document and data creators are the au-
thors, the publication repository is the archive, the responders provide answers
to queries, and the users request documents and their time stamp verification.
For efficiency, Alice may wish to sign only a cryptographic digest (hash) of her
documents, and it may actually be this digest that is archived for time stamping
purposes. In addition, note that in this application Alice will never delete any-
thing from the archive, since that would violate the principle of time stamping.
Her updates in this case are limited to insertions.
Charles’s signature is useful for corroborating the date at which Alice makes

her assertion. It proves that Alice had signed the assertion by the date Charles
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signs it. It prevents Alice signing something later than the date shown, or any-
one else claiming that she did so. Note that this is not inherently related to
Charles’s function as a distribution channel in any way more fundamental than
convenience.

2.2 Certificate Validity Status

Digital certificates are a central part of any public-key infrastructure (PKI),
in that they bind identification information to a public key. Such mappings
could be for individuals, groups, or even roles and permissions within a dynamic
coalition. But certificates may need to be revoked before they expire, due to
changes in roles, system compromises, or lost private keys. Once a certificate
is revoked, it is no longer valid. Thus, an important, but often neglected, step
in any protocol involving digital certificates is the verification of the revocation
status of a digital certificate. Putting this application into our framework, we see
that the authors are the certification authorities (CA’s) that issue and revoke
certificates. Likewise, the publication repository and its responders provide a
certificate status querying service, with verifiable responses to queries. The client
users in this case are any entities that wish to verify the status of a given digital
certificate. Clients may also need to be able to prove that status to others.
Validity status data can be represented as a collection of certificates valid at

a certain time, or as a similarly dated collection of certificate revocations, each
giving, say, the serial number of the certificate. Clearly in either case, the repre-
sentation must support insertion. In the former case, the (verified) presence of
the certificate in the collection establishes its validity as of the associated time.
Authors must be able to delete a credential to revoke it, thus rendering it in-
valid after the next time quantum. The acceptor of a credential determines how
recently validity must be proven and therefore what amount of latency (intro-
duced by publication or by caching of validity proofs) is acceptable. Verification
of negative query responses may be needed in some applications, for instance,
to justify (to a third party) denial of access.
When status data is represented by a collection of revocations, the (veri-

fied) absence of an unexpired credential’s serial number in the collection estab-
lishes the credential’s validity as of the associated time. Thus, it is essential that
the representation of this collection support verifiable negative answers to user
queries. Verifiable positive answers may also be necessary in some applications
to enable acceptors to justify credential rejection.
The essential functionality of either representation is to enable the acceptor

to verify that the issuer has revalidated a certificate at some point in the recent
past. Normal operation need not allow authors to “unrevoke” or reinstate a
revoked credential; if required, a new certificate carrying the same assertion can
be issued instead. However, to maintain efficiency it may be important to be able
remove revocations from the data structure, for instance, after the corresponding
credentials have expired. After that time, the revocation is no longer needed
to invalidate the credential. Yet removal of revocations must be undertaken
cautiously, particularly as the revocation time approaches the expiration time.
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In many applications it is important to ensure that revocations are not removed
before they have been published, as doing so could defeat auditing and the
detection of fraudulent transactions [14].
For a certificate to be accepted by Bob, he must have adequate proof of its

validity as an assertion made by Alice as of a given time. It may contribute to
this proof if the publisher, Charles, signs the association of credential validity
status and the publication time. (This reduces the need for Bob to trust Alice
not to replace her credential validity status data at a later time while lying
about the time of the changed assertion. Again, this might be significant if Bob
must justify to third parties decisions he takes based on certificates.) Depending
on Bob’s purposes, he may require that validity status information be signed by
Alice herself rather than accepting it solely on Charles’s authority. At minimum,
to accept any revocation information on Charles’s authority, we would expect
Bob to require that Alice identify Charles as her publisher. This could effectively
be done, for instance, if Alice maintains a minimal online presence, as suggested
above. This would enable Alice to publish a single credential, signed by herself,
positively identifying Charles (by his public key) as Alice’s current publisher. If
Alice should have to replace Charles, the credential would be replaced by one
issued to Alice’s new publisher and the revocation of the credential previously
issued to Charles would be published by Alice’s new publisher.

2.3 Data Integrity Verification

Whenever coalition data is hosted in untrusted locations, there is a possibil-
ity that it may be tampered with. Thus, in these contexts, there is a need for
documents, web sites, and other content to be validated. But if this validation
has a large overhead, there will be a temptation to circumvent the validation
step. Therefore, we feel that data integrity verification is an ideal application
for a distributed multi-author authenticated dictionary. In this case, the authors
are the document or web site producers, who, in addition to distributing their
content to various sites also publish digital digests of their content to the au-
thentication system run by the publication repository. Whenever a client, Bob,
accesses a document of web site, an authorization agent for Bob quickly verifies
that the content of that document or web site has not been modified by any-
one other than the author. The authorization agent for Bob makes a judgment
about how fresh verification data must be to sufficiently limit the risk associated
with relying on the credential. For example, the author of the status data, may
provide a suggested “shelf life” for updates, which Bob may take into account in
his determination. This expiration time data would be contained in the signed
basis returned with the query response from a responder for Charles.

2.4 Credential Discovery in Permission Systems

In another application related to distributed authorization, the data structures
discussed here can be used to support the discovery of credentials issued by a
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given author [16]. In this case, the credentials themselves are stored in the multi-
author authenticated dictionary, and their (verified) presence is a testimony to
their validity. Should Alice require that a credential be revoked, she can remove it
from the authenticated dictionary, thereby preventing its validity being verified
after that time. Thus, status updates and discovery can be supported through
the same structure.
The authorizer makes the final determination as to how recently valid a cre-

dential must be for its purposes. However, Alice may also provide a recommended
“shelf life” for credentials she issues. When credential shelf life is sufficiently long
in relation to the rate at which credentials are issued and expire, it may reduce
Alice’s cost to publish credentials for the purpose of supporting discovery in the
archival structure discussed in Section 4.2 and to publish revocations separately
in one of the structures that support validation of negative answers. In this case,
after using the first structure to discover a credential, Bob would check the re-
vocation structure to verify the credential’s validity, as discussed in Section 2.2
above.

3 Some Simple-Minded Schemes

We begin our algorithmic discussion by pointing out two simple schemes, which
provide two opposite ends of a spectrum of how much trust the authors place in
the publication repository. Throughout our discussion of these simple schemes, as
well as our improved schemes, we will refer to a typical data author as “Alice,” we
will refer to a typical client user as “Bob,” and we will refer to the publication
repository as “Charles.” The first such solution we review is one in which a
typical author, Alice, places little trust in the publication repository, Charles.

3.1 Independent Authentication

One possible solution for the many-author authenticated dictionary problem is
for each author, Alice, to implement her own authenticated dictionary, e.g., using
the scheme of Goodrich, Tamassia, and Schwerin [11]. In this case, Alice would
maintain a hashed data structure, such as a tree or skip list, would make the
updates in this data structure, and would sign and time-stamp a new “root” for
this structure at every time quantum; this set of information is called the basis.
But rather than distributing the updates and newly-signed basis to her own
collection of responders, Alice would in this case simply forward the updates
and basis to the repository, Charles. Charles would then maintain the same
data structure as Alice, and would distribute the updates and new basis to the
responders. In other words, Charles is in this case little more than a distribution
channel to the responders. He does not sign anything—instead, he just passes the
authors’ signatures on. Authors, such as Alice, must maintain their own copies
of the data structures they publish. On the positive side, this solution supports
each user, Bob, to be able to verify the validity status, as of a given update date,
of each credential issued by the author.
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An author, Alice, signs the root hash of her data structure, together with the
date, forming a sub-basis. The date and root hash of Alice’s data structure are
provided in the clear to the query issuer, Bob (the update consumer), together
with the sub-basis and the rest of the authenticated dictionary proof. Bob checks
that the signed root hash of the data structure is indeed the computed digest of
the hash chain. Finally, Bob can decide whether the date is fresh enough for his
purposes. Note that Bob does not have to trust the publisher, Charles, nor the
responder, in this case.
The fact that Alice’s data structure is incorporated into Charles’s larger

repository enables the author to verify through an efficient query to an untrusted
responder whether all application data (such as credential status information) as
of a given update time is being published, and when. For this the author, Alice,
poses one query to a responder and compares the hash value at the root in the
response to her own root hash. As soon as she finds a responder that answers
queries using this root hash as the basis, Alice can verify that her entire update
has been published.
There are unfortunately several disadvantages to this simple scheme:

– Each data author, Alice, must be sophisticated enough to implement a com-
plete authenticated dictionary.

– There is a high likelihood that the publication repository, Charles, and his re-
sponders, will have to maintain many different kinds and versions of authen-
ticated dictionaries, which makes for a cumbersome software maintenance
plan.

– The time quanta for the different authenticated dictionaries are likely to be
out of phase, which complicates the authentication guarantees provided by
the system when many data authors are involved.

Let us therefore consider the other extreme.

3.2 Fully-Trusted Central Repository

At the other end of the trust spectrum is a scheme in which Alice and Bob fully
trust the publication repository, Charles, to publish Alice’s update accurately
and promptly. In this case, it is sufficient for Charles to implement a single
authenticated dictionary for all authors, which he then distributes out to the
responders. Alice forwards updates to Charles and fully trusts him to perform
those updates (be they insertions or deletions) on the published database. Data
and trust is therefore aggregated at the publication repository, Charles. He im-
plements a single authenticated dictionary for all the authors, and his responders
answer queries using a proof basis that is signed only by him. The advantage
of this scheme is that it has a simple software maintenance plan of keeping ev-
erything at the publication repository. This approach has several disadvantages,
however, including the following:

– Having authors fully trust the publication repository may be unrealistic. In
many applications, authors will at minimum require support for auditing
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to detect incorrect omissions or additions to the repository that Charles
maintains on Alice’s behalf.

– Each user, Bob, must also fully trust Charles, since Charles’s basis is the
only cryptographic verification for a query’s accuracy.

– The publication repository, Charles, becomes a single point of failure of trust,
for compromising him compromises the security of the entire system.

Thus, there are significant drawbacks at both extremes of the spectrum of trust
regarding the publication repository, Charles. Let us, therefore, consider some
novel approaches that place only moderate trust in him.

4 A Multiply-Authored Authenticated Dictionary

In this section, we consider an intermediate solution, which maintains efficiency
while requiring only moderate trust in the publication repository, Charles. We
offer three versions of this intermediate solution, depending on the needs and
abilities of Alice’s repository.
In each solution, Charles stores a separate authenticated dictionary for each

author, Alice, using a hierarchical hashing scheme (tree-based or skip-list-based)
or an accumulator scheme. In each case a response is returned together with
a validity basis that is signed by Alice and Charles. This basis contains the
root hash value together with a time stamp indicating the most recent time
quantum(s) in which this hash was considered by Alice and Charles (either
together or separately) as the digest for all of Alice’s data.

4.1 Minimally Compliant Authors

The first version we consider is the case of an author, Alice, who is minimally
compliant with our approach. That is, Alice has minimal additional resources
that she wishes to deploy for repository archiving. She may wish, for example,
to maintain very little state. Indeed, Alice may not directly participate in the
protocol at all, but instead indirectly participate by having a third-party agent
pull her updates and transfer them to the publication repository.
In this case, the only state Alice needs to maintain is the current “root” hash

of the authenticated dictionary for her data. Let U = {u1, u2 . . . , uk} be a set
of updates, that is, insertions and deletions, for Alice’s data. The publication
repository, Charles, upon receiving this sequence of updates, processes them in
order one at a time. Each update, ui, involves Charles searching a path in the
authenticated data structure for Alice, updating that path to do the insertion or
deletion, and updating the hash values along the path from the updated element
to the “root” (possibly with local structural changes to maintain balance in the
structure). Let Pi denote the search path prior to the update and let P ′i denote
the search path after, including the hash values of nodes immediately adjacent to
these paths. Then, as a receipt of this transaction, Charles returns to Alice the
sequence P = {P1, P ′1, P2, P ′2, . . . , Pk, P ′k}. Alice (or her agent) can then verify
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inductively that all the updates were performed correctly by starting with her
cached hash value for the root (which should correspond to the root hash of
P1), and iteratively checking the computed hash value of P ′1, P2, P

′
2, and so on.

Moreover, we require that path siblings be identical in Pi and P ′i , and that path
roots be identical in P ′i and Pi+1. If all the hashes check out as being computed
correctly, then Alice accepts that the updates have occurred, and she caches the
root hash of P ′k as the new root hash. Note, in addition, that she can query a
responder at any time to verify that this is also the root hash that is being used
as the basis to her database for authenticated queries.
Charles and Alice will then mutually sign the new root hash, together with

the current date, and this mutually-signed value will serve as the basis. Ad-
ditionally, Charles can re-sign this root hash with each time quantum if there
are no updates during that quantum, provided Alice has the ability to contact
other authors in the case of her discovering that an update has been ignored by
Charles. Otherwise, Alice will have to re-sign the root hash, along with Charles,
in each time quantum.
In terms of the analysis of this scheme, there is a natural trade-off between

the state that Alice is willing to maintain and the efficiency of the repository’s
receipt. For, in this minimal scheme, Alice need only maintain a cache of O(1)
size: namely, the root hash value. But, in order to validate a batch of k updates
in this scheme, Charles needs to send Alice a receipt of size O(k log n), where n
is the total size of Alice’s database. We can design a scheme that is more efficient
than this, however, if Alice’s updates are all of a certain form.

4.2 Authors with Archive Data

A simplifying case of the multi-authored authenticated dictionary is when all
updates involve only insertions and only positive answers to queries (i.e., the
query element is present in the dictionary) need to be authenticated. Such a
situation could arise, for example, in applications where authors wish to archive
the digests of their documents, say, for time-stamping purposes. In the creden-
tialing context, this case arises when credentials are valid for a fixed period and
cannot be revoked.
In this case, Charles can store Alice’s data in an authenticated tree or skip-list

structure ordered by insertion time. Since such a tree is inefficient for searching,
he should require that each responder maintain an alternative search structure,
ordered by item keys, that maps an item in the key-ordered dictionary to its ver-
sion in the authenticated data structure. This is needed because the hash values
that produce the root digest signed by Charles and Alice are in the authenticated
data structure ordered by insertion time.
Moreover, if Charles is operating a general time-stamping service for a whole

collection of authors, he can store in a separate “super” data structure the
sequence of all historical values of authors’ authenticated data structures.
Let U = {u1, u2 . . . , uk} be a set of updates, that is, a sequence of k insertions

for Alice’s data. Given such a sequence, the publication repository, Charles, adds
the elements from this set of updates in the given order to the authenticated
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data structure he is maintaining for Alice. Since this data structure is ordered
by insertion time, these elements comprise a contiguous sequence of elements at
the “end” of the data structure. Thus, the union of all that paths from these
elements to the root consists of at most O(k + log n) nodes. Therefore, Charles
can present to Alice a receipt that consists of the union of these paths, together
with the hash values of adjacent nodes. This receipt can be checked as in the
scheme described in the previous subsection, but it is much smaller in size.
In particular, the insertion by Alice of k items requires a receipt of size only
O(k+log n), rather than O(k logn), where n is the total size of Alice’s database.
If Charles is additionally maintaining a global archive of updates for m different
authors, then there would be an additional portion of size O(logm) that would
be added to the receipt Charles gives to Alice to verify that he has added her
changes to the global archive.
Therefore, we are able to achieve an efficient receipt size for the case when all

of Alice’s updates are insertions, while keeping the state Alice must maintain to
be constant. If Alice is willing to maintain state equal to the size of her database,
however, we can achieve an efficient receipt size even in the case where updates
consist of insertions and deletions.

4.3 Maintaining Limited State at an Author

Suppose that Alice is willing to maintain state equal to the size of her database.
In this case, Charles can maintain Alice’s authenticated dictionary as a hashed
red-black tree (e.g., see [9]). The reason we choose a red-black tree, in this case,
is that it has the property that updates and searches can be done in O(logn)
time, but any update, be it an insertion or deletion, requires only O(1) structural
changes to the underlying binary search tree.
Let U = {u1, u2 . . . , uk} be a set of updates, that is, a sequence of k insertions

and deletions for Alice’s data. In this case, Charles performs all of the updates in
U on the authenticated red-black tree he is maintaining for Alice. He then sends
back to her a receipt R that consists of all the structural changes he made to
this tree, that is, the sequence of node insertions, removals, and tree rotations.
They then both sign the final hash value of the root as the new basis. The total
size of the receipt is O(k). The reason this is sufficient is that, given the node
changes dictated by Charles, Alice can recompute the hash value at the root of
the tree in O(k+log n) time. Moreover, Alice doesn’t even need to know that the
binary tree is the underlying structure for a red-black tree. To her, it is simply
a binary search tree with hash values stored at the internal nodes, much like a
classic Merkle hash tree [17].

4.4 Common Themes

Thus, we have described three variations on an intermediate solution, where the
publication repository, Charles, performs some computations on behalf of each
data author, Alice, but does not fall in either extreme of taking complete control
from Alice nor simply acting as a mere publication channel for Alice. Each of
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our schemes have the basis derived from something signed by both Alice and
Charles. Moreover, Alice’s need only place minimal trust in Charles, for she can
always pose as a user, Bob, and request an authenticated query from one of
Charles’s responders. If that response does not use the correct, up-to-date basis,
Alice is free to reveal this breach of trust to the other users. Moreover, she can
prove that Charles in error if he does not use the basis derived from her most
recent updates, for she will have a signed receipt from Bob that can be used to
show what the basis should be. Indeed, if Alice combines all the receipts she has
received from Charles, she can prove the entire contents of what her database
contains.
The three scenarios presented in this section are summarized in Table 1.

Table 1. Comparison of three scenarios for multi-authored authenticated dictionaries.
All bounds are asymptotic, with the “big-Oh” omitted to simplify the notation

Scenario Operations State Receipt Size Verification Time

Min. Compliant Authors ins. and del. 1 k logn k logn
Authors w/ Archive Data ins. 1 k + logn k + log n
Authors w/ Limited State ins. and del. n k k logn

5 Discussion, Conclusions, and Additional Issues

There are several additional issues that surround the publishing of authenticated
data by many authors. We investigate several of these issues in this section.

5.1 Push versus Pull for Author Updates

When many authors have the ability to push updates to a publication repository,
Charles, this site becomes potentially vulnerable to denial-of-service attacks.
This danger is avoided in single-author version of an authenticated data structure
by taking off-line the generation of the structure.
In the multiple-author context, we can reduce the risk of denial-of-service

attacks against Charles by adding a subscription requirement to the model.
That is, the authors who wish to publish information to Charles’s repository
must subscribe to the service, for which Charles could, for example, charge a
fee based on usage. This economic model could reduce overwhelming numbers
of updates sent to Charles in an attempt to deny other authors their right to
publish.
Because we assume that the time quantum is defined by the publisher, we can

strengthen the model further by switching author updates from a push approach
to a pull approach. That is, each subscribed author, Alice, could be polled by
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Charles (or an agent for Charles) in each time quantum for her updates. The net
effect of using a pull approach would be that the freshness of a batch of updates
per time quantum would be maintained, but now it would be impossible to
flood Charles with a simultaneous stream of updates from many authors. Even
a clearly frivolous sequence of updates from a subscribed author could be cutoff
mid-stream by Charles in this pull setting.

5.2 User Subscription

In the system we have described, users pull validity proofs from responders. An
alternative approach is to enable users to subscribe to updates on specific queries,
which would be pushed out to them as they are published. In open systems,
the field of potential users is so vast that pushing validity proofs is feasible
only based on subscription. While a subscription may permit the consumer to
avoid initiating a per-use check for freshness, it requires the user to trust the
publisher to provide timely updates on changes in revocation status. This trust
can be limited by requiring the publisher to provide a “heartbeat” (see [8])
at regular intervals to indicate that the subscribed-to credential remains valid.
In our setting, where the user’s trust in the publisher must be minimal, the
heartbeat’s content could be the validity proof itself. The heartbeat approach
is optimized for prolonged user-resource interactions such as login sessions or
continuous data feeds. However, the heartbeat approach builds in the limitation
on freshness given by the heartbeat period, so the period must be relatively
short. As such, it is not well suited to applications where authorization decisions
are more sporadic. Moreover, the use of heartbeats begs the question, What
does the user do when a fresh validity proof does not arrive or the proof received
is not fresh enough to meet the user’s needs? In these cases users should have
the option of contacting different responders to obtain adequately fresh validity
proofs.

5.3 Offline versus Online

The authenticatable data structures we have presented are constructed off-line at
periodic intervals defined by the publisher and then pushed out to untrusted re-
sponders. While the modest delay this introduces may slightly increase the user’s
vulnerability to an attack employing recently revoked credentials, it promises
defenses against denial of service attacks that are far simpler than are avail-
able for on-line issuance and revocation services, where Byzantine failure and
secure group communication must be addressed (see for instance [19]). As we
have discussed, the time-quantum assumption allows the user protocol to employ
untrusted, highly available responders and allows author updates to be pulled
rather than pushed.
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5.4 Credential Sensitivity

Credentials may be sensitive and therefore protected. In this case, authors should
not have to entrust protection to publishers. Instead, the update should not con-
tain potentially sensitive credential content, but rather should contain only cre-
dential identifiers, such as a serial number. Thus, given a credential, the publica-
tion can be consulted to determine its validity status, while information content
of the credential cannot be obtained from the publication.

5.5 Locating Responders

There are two parts to the issue of locating an appropriate responder: locating
the publisher of the validity status of a given credential, and locating a responder
for that publisher. In addition, a user would naturally desire a responder that is
close in the network and lightly loaded with query requests being processed.

5.6 Conclusion

In this paper, we have studied the problem of disseminating an authenticated
dictionary through an untrusted or partially trusted publisher. We have consid-
ered several architectural issues involved with such publication, including the
necessity of receipts, the efficiency of receipts, and methods for pushing updates.
In this context, we have presented efficient algorithmic solutions for a variety
of levels of trust in the publisher. We have additionally provided an extremely
efficient solution for the case when data removal need not be supported.
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